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The State of
the Two Sudans:

with James Copnall

A prolific writer and reporter, James Copnall was the BBC’s
Sudan correspondent from 2009-12 and covered South Sudan’s
independence, the Darfur war, rebellions, and clashes between
both the Sudans. He has also reported from over twenty other
African nations. His latest book, A Poisonous Thorn in Our
Hearts: Sudan and South Sudan’s Bitter and Incomplete Di-
vorce deals extensively with the conflict engulfing the Sudans
from various perspectives. Earlier this year, he sat down with
the Fletcher Security Review to give some perspective on recent
developments.

FSR: There have been lots of theories stating that econom-
ics have been the main [driver of division between Sudan and
South Sudan] because of the presence of natural resources in

South Sudan. What do you think about that?

Copnall: Obviously resources and the economy are an important
part of [the division] in the sense that people outside South Su-
dan felt that it could potentially be a viable country...because
it had something like 350,000 barrels a day of [oil] production
and reserves. And certainly in the history of the conflict, the civil
war in what was then the united Sudan, there was fighting over
oil, which was a key part of the conflict. Human rights abuses
were committed over oil. But I think if you ask ordinary South
Sudanese, their desire for independence was not really about oil
as such. It was about a feeling of being treated as second-class
citizens. Of course, [they felt this way partly because] their area
hadn’t been developed and the resources in that area, including
oil, hadn’t benefited them and their region. The economy is part
of it, but there was also a desire to have their own country...

FSR: Even with large reserves of natural resources, how is South
Sudan unable to manage [economic issues]?

Copnall: First of all, it is probably the least developed place on
Earth, partly because of conflict, partly because of neglect. At
independence it had really next to nothing. So, although there
are oil reserves and that brought money into the economy, it was
starting from a very low base, which meant that people were

countries still exist, but

because of the economic
crisis, both countries realized that
they needed each other to a certain
extent, to survive.”

‘ ‘ Problems between the two

also illiterate, uneducated, and the oil alone was never going to
be enough [to jumpstart economic development]. It was going
to run out, so there was a need to diversify and move toward
agriculture and other fields. But that’s difficult at the moment
because the infrastructure is so bad...

Also, it is a very bloated military state [with] maybe 300,000,
maybe more, people in uniform receiving salaries . Lots of
money went towards [military salaries] and some of their top
commanders creamed off some of that money. Ordinary people
didn’t benefit. Also, all the money and all the resources were
concentrated in the center in the capital, Juba, rather than go-
ing out throughout the country. So that, in a way, followed the
[centralized] Sudanese pattern, the Sudanese model, that the

South Sudanese had fought against.

In the period after independence, oil in particular became very
controversial. South Sudan is dependent on Sudan in the sense
that, to export its oil it has to use the pipelines and the refiner-
ies, the export terminal that Sudan has. It wants to build a new
pipeline, but that will cost billions of dollars and will take a
long time. So there’s economic dependence. Because there was
no agreement over how much Sudan should be paid for this,
there was a growing row, and Sudan started taking (or steal-
ing) South Sudan’s oil in lieu of payment and South Sudan
took the rather extraordinary decision to shut down its own oil
production on January 20th, 2012. Now that was 98% of gov-
ernment revenue. It meant that GDP didn’t slow - it cratered.
The economy shrank massively. Austerity measures came into
place. In general the military was paid but not always. Civil
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servants’salaries came late and any money that would have gone
towards developing the country just simply wasn't available any-
more. This was a direct result of an ongoing dispute with Sudan
and that 15-month austerity period was extremely damaging for
the Sudanese economy.

FSR: What is the situation between the two countries now? Will
these problems force South Sudan to improve its negotiations
with Sudan?

Copnall: That’s happened already, actually. In September 2012
there were nine agreements signed in Addis Ababa. These
[agreements] were implemented over the course of the follow-
ing year. By August-September 2013 they were properly imple-
mented. The oil was switched on again and there was an agree-
ment as to how much South Sudan should pay for transporting
this oil through Sudan’s oil infrastructure. And that was a key
deal. Another one was on trade because Sudan had closed its
borders [to trade from South Sudan]. Actually in the border ar-
eas trade is much more important than oil because people hadn’t
seen the benefits of oil. But once the border from Sudan was
closed, the price of sorghum went up because you couldn’t get
it from nearby Sudan and it was very expensive to [import from
elsewhere in East Africa], particularly during the rainy season.
So trade was a vital agreement, almost as important as oil. But
essentially the political elites in Juba and Khartoum came to the
decision that they needed the oil to flow to pump money into
the economies of both countries. So there is a certain economic
mutual dependency.

FSR: Some scholars have argued that the out of control growth
of the security sector is gobbling up all of South Sudan’s budget,
which obviously mirrors what happened in Khartoum to a cer-
tain extent. Do you agree that that’s what’s happening? And do
you think there is any way to stop it?

Copnall: It’s part of a very militarized system in South Sudan
where political legitimacy comes from your military accomplish-
ments. And therefore what you did during the war is what gives
you legitimacy to govern, not actually your democratic creden-
tials. Luka Biong with the SPLM [Sudan People’s Liberation
Movement] has written about the “liberation curse” and this is
something that affects a lot of liberation movements. That is, the
qualities that you have that make you a good liberation fighter
are not necessarily the ones that make you a good democratic
leader. I think that’s part of the problem. So this growth of the
military state is in part self-preservation, in part following the
Sudanese model, and in part a sense of entitlement from people
who spent most of their lives in the bush fighting and wanted
something in return.

I think its interesting that there’s a level of self-criticism that
has come into South Sudanese society and the South Sudanese
political elite since the problems of the last year or so since the
conflict. So a couple of years ago no one in the SPLM or the
SPLA [Sudan People’s Liberation Army] wanted to hear any

criticism whatsoever. And now criticism is rife. Everyone ac-

cepts that the post-independence period has been a failure po-
litically and people blame different people or different factors,
but everyone agrees that it has been a failure. And that does
create an opportunity for reigning in a little bit the excesses of
the militarized state, albeit with limited resources—much of the
oil has been sold off in advance to deal with current crises. There
are problems paying soldiers as it is and it’s a dangerous path
that has been taken. One hope in this whole awful process of
the last few months [of ] the conflict is that the military could be
divorced from politics and the politicians would have effective
oversight and control over the military...It would be possible
to reign in this tendency, but I think actually its unlikely. What
is likely to happen is some sort of power-sharing deal where
militant people from both sides will have to be compensated for

giving up fighting.

FSR: Does South Sudan have a viable government right now?
In other words, is it stable?

Copnall: In a very simple way it is not stable at all because you
have a civil war and rebels fighting in 10 states and threatening
a couple of the other states. That war came about largely because
of tensions within the governing party. What has been impor-
tant in the post-independence period has been the dominance
of the single party, the SPLM, with no space for the opposition.
The conflicts within the SPLM have been the ones to follow,
and they have been the ones that have torn the country apart.
The conflicts within the SPLM now become a countrywide
problem because of the conflict that they brought. You have an
increasingly authoritarian government in Juba and the rebels
also controlling areas and putting up some sort of administra-
tion in their areas. Ultimately you might get a power-sharing
deal, but that is going to bring about the same sorts of problems
again, including very strong personalities. I think one of the
problems is the constitution, which gives too much power to the
president. He is able to sack elected state governors, for example.
That is one of the issues. Again, there is a possibility for change
through an interim peace agreement that may well emerge out
of peace talks in Addis Ababa and a new constitution-writing
process. There is a big debate in South Sudan now about federal-
ism, which is a key demand of the rebels, but also of the people
in the greater equatorial region. Federalism can be an answer to
the country’s problems.

FSR: Without the strong personality of a leader like John Ga-
rang, does South Sudan tear itself apart or come to some sort
of uneasy power-sharing arrangement? Or is federalism the an-
swer? Is that a way to stabilize it?

Copnall: Well, John Garang was a visionary, but he was also a
divisive man in a way. If you look at the history of the rebellion,
you had...huge tensions within the liberation struggle. And
when Garang died in 2005, most South Sudanese forces were
under the control of Paulino Matip and were opposed to the
SPLA. It was Salva Kiir who signed the Juba Declaration with
Paulino Matip in January 2006 to bring all the South Sudanese

troops essentially under one banner. So actually it wasn't Ga-

Fletcher Security Review



rang who brought about that unity...Kiir, although perceived
by other South Sudanese leaders when he took over for Garang
as weak, did become known for his big tent strategy of bringing
people in.

I think it’s healthy that soon South Sudan will have a debate
about the merits of federalism. There’s a danger, I think, though
some argue for it, of ethnic federalism... South Sudan’s biggest
problem right now other than the militarized society is the lack
of national unity and national identity other than one in op-
position to Khartoum. When the problems from Khartoum di-
minish, those internal fissures become ever more apparent. So if
you had an ethnic federal system, how are you actually going to
bring the nation together?

FSR: What role do young people play in shaping politics in Su-
dan and South Sudan?

Copnall: ... My sense among a lot of young Sudanese is that they
are disillusioned with politics... So there are people who are ex-
tremely passionate either for or against Bashir, but I think the
majority—unless the economy completely disintegrates - will
remain aloof from [politics] and carry on trying to get along
with their lives. I remember once covering a protest in Khar-
toum and there were maybe 200 people there and they were very
angry and they were chased away by the police and some were
arrested and some were beaten and so on. And then a little later
I was driving through Khartoum and I saw several thousand
people on the streets and they were celebrating the victory of
their football team. And that was what brought lots of people
into the streets. So I think many people are simply disillusioned
with politics. They feel there is not going to be any change, so
why risk their lives? Now of course, with big economic shocks
there might be changes, but I don’t think that the traditional
opposition has the power to move people the way it did. And if
you look at the traditional opposition leaders, the main leader of
the opposition [Sadiq al-Mahdi], who was first prime minister
in the 1960s. Now that is astonishing. That means he was prime
minister before the vast majority of Sudanese were even born.

I just got back from South Sudan and one of the things I found
quite depressing was the number of young people who are pre-
pared for conflict and want it to continue really until their cho-
sen leader comes to power or remains unopposed in power.

My feeling about South Sudan is that people have experienced
so much trauma over decades that everyone has known conflict
for so long that it is a normal part of life and not an extraordi-
nary part of life. I was at a school the other day and we were
talking about some of my experiences at the school’s journalism
club. We were talking about being in an area as it was bombed,
which has happened a couple of times to me. And we asked
whether other people had similar experiences and more than
half of the people in the room—30 or 40 people—raised their
hands about having run away from bombs. It’s generations of
people who have suffered that kind of violence. So I think there
is a willingness to entertain the possibility of more violence be-
cause it is normal. It is what happens and I think this is one of

the difficult cycles in South Sudan that’s almost impossible to
break...

FSR: Do you see ethnic lines becoming stronger in South Su-
dan?

Copnall: Sadly, yes. I think the conflict when it began in De-
cember was often wrongly described as an ethnic war and I
don’t think it was. I think it was a war that came about through
politics and ambitions and rivalry and so on. But politicians in
South Sudan have ethnic constituencies. In the beginning of
the conflict in particular, lots of Nuer—Riek Machar’s ethnic
group—were killed in Juba. Hundreds of civilians were killed by
gunmen often on the basis of their ethnicity. And that pushed
a lot of Nuer both in the army and not in the army to take up
weapons and fight on behalf of Riek Machar, but really in re-
venge for what happened in Juba. They and government troops
have committed a lot of massacres since on civilians, often on
ethnic grounds. Ethnic tensions have been exacerbated and that
is something the country will have to deal with. It wasn’t an eth-
nic war when it started and it’s not entirely ethnic now, but there
is an ethnic dimension to it that is difficult to ignore.

FSR: Which countries are most affected by the refugee influx
that has resulted from fighting in Sudan and South Sudan?

Copnall: Kenya and Ethiopia historically are [the main destina-
tions for refugees from Sudan and South Sudan]. It’s a strange
thing right now because in Sudan you have [more than 100,000]
South Sudanese fleeing the conflict. Meanwhile, 200,000 or
300,000 from Sudan are fleeing into South Sudan because of
the conflict in South Kordofan and Blue Nile. This new fighting
in South Sudan has displaced about 1.8 million people. Most
of them are internally displaced and around 400,000 have gone
mainly to Kenya and to different countries, including Ethiopia.
Obviously that places a burden on those countries. There’s dis-
ruption to the economy. There are also lots of Kenyan, Ugandan,
Ethiopian and Eritrean businessmen in South Sudan. South
Sudan maybe plays a relatively small part in their economies,
but it is significant too and the leaders are definitely concerned
about that.

FSR: Is there any trans-border ethnic overlap that can be in-
flamed later on?

Copnall: Historically you've seen that quite a lot. One example
would be the Zaghawa who are in Darfur. Chadian President
Idriss Déby is a Zaghawa and many of the Darfur rebels are
Zaghawa too. And at one point he was supporting them and
particularly JEM, the Justice and Equality Movement, against
Khartoum and Khartoum was supporting rebels against Chad.
So you had rebels against N'Djamena and Khartoum in 2008
that were essentially sponsored by the rival states and that was
in part due to those cross border [ethnic] ties, which you see a
lot of in Darfur. In South Sudan you have the Azande, who are
in Central African Republic and DRC [Democratic Republic of
Congo] and Western Equatoria [State] in South Sudan. Some-
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one... was declaring an independent Azande state. I don’t think
it has any significance now, but who knows what could happen
in the future. If you look also in the east of Sudan to the ethnic
groups who cross over the Eritrean border they are significant
to the security of both countries too. So yes, [ethnicity] can play
a very big role.

FSR: Is China supporting the Sudanese and South Sudanese

governments?

Copnall: China supported Khartoum and was willing to invest
heavily in infrastructure, including oil infrastructure and dams
and roads in Sudan. When South Sudan seceded, [China’s] po-
sition changed. It went from almost unconditional support of
Khartoum to aiming for a more balanced relationship between
Juba and Khartoum because Juba had the oil. And that was ob-
viously a strategic win for Juba compared to China’s previous
position. [China] would certainly like a better relationship be-
tween the two Sudans, which has partially happened. But [it
also wants] a peaceful South Sudan so that the oil continues to
flow and its oil supplies would not be affected...China in gen-
eral is not that open and vocal about its position, but it’s clearly
ted up with the continuing conflict and is working at least be-
hind the scenes to try to resolve it.

FSR: How have Egypt’s relationships with Sudan and South

Sudan evolved?

Copnall: There have been some quite difficult times between
Egypt and Sudan. Sudan’s significance to Egypt [largely re-
volves around] the Nile, which is essential for Egyptian national
survival. Even [when the relationship between Khartoum and
Cairo was difficult], Sudan more or less always played ball on
the Nile. And that’s more or less changed a little bit with the
Ethiopian dam [Grand Ethiopian Renaissance Dam] because
Sudan has realized it can benefit from electricity created by the
dam. So its position has changed a little bit and that is annoying
Cairo. But I was in Cairo recently and the feeling is that Sisi’s
Egypt has been extremely negative, obviously, against the Mus-
lim Brotherhood—against Islamists—and it disapproves of the
government in Sudan, which is Islamist at least in name. That is
causing tensions between Khartoum and Cairo.

FSR: What role does international aid play [in driving or pre-
venting the conflict]?

Copnall: Corruption is one thing and it’s a real problem. And
the other thing is that South Sudanese fighting forces and forc-
es around the world have used resources— including resources
meant for humanitarian aid—as a tool of war. I'm pretty sure
it’s happening now. Both sides want humanitarian aid going
into their areas because they will be able to feed their soldiers.
[This] is an unavoidable price [of ] humanitarian aid. They can
try to control it and reduce it, but ultimately if you want to feed
hungry people you have to accept some of that money is go-
ing elsewhere. Corruption is maybe a little bit different. There
are ways in which money can be given to local organizations or

given directly so [aid agencies] can avoid large-scale corruption.
But again, you probably have to accept the fact that it is such a
terribly corrupt society that some of that donor money is going
to be stolen. Are you prepared to accept the consequences of
that knowing that the majority of it isn't [being stolen]?

FSR: What did you hope to convey through the title of your
book “A Poisonous Thorn in Our Hearts”?

Copnall: Poisons have antidotes, I guess. What I wanted to con-
vey by that title essentially was the difficulties in the relationship
between the two and the damage that they did to each other in
the post-independence period. I think the relationship did get
better and can get better. It will never be a very good relation-
ship as long as the current political elites are in power in both
countries because they fought against each other for most of
their lives and that mistrust will always be there. There is a sort
of acknowledgement by both sides that they need each other
economically, but they are never going to love each other. There
was an interesting point made in the book that [the Sudanese
and South Sudanese] are the only ones who can make peace
because the subsequent generations don't know each other...
Subsequent generations of South Sudanese leaders wont speak
Arabic and they won't have gone to the same schools, won't have
fought in the same battles and so maybe its up to this generation
to make peace. But I think it’s more likely that it will be the next
generation who will [improve relations].

*Editorial clarifications indicated in brackets throughout.
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Opposite page: A young man has the flag of the Republic of South Sudan painted on his face to celebrate the birth of the new nation in Juba, Sudan
(Paul Banks, United Nations). Above: Final security arrangements for the Justice and Equality Movement start with the assessment and registration of
equipment and weapons in El Fasher, North Darfur (Hamid Abdulsalam, UNAMID). Below: Soldiers of the SPLA redeploy to form a new Joint Integrated

Unit battalion with the Sudan Armed Forces , under the agreement of the Abyei road map in Manyang, Sudan (Tim McKulka, United Nations).
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The “Political Marketplace”
&
The Roots of Persistent Conflict

An Interview with Alex de Waal

A.s the Executive Director of the World
Peace Foundation, Professor Alex de Waal
is considered one of the foremost experts on
Sudan and the Horn of Africa. His scholarly
work and practice has also probed humani-
tarian crisis and response, human rights,
HIV/AIDS and governance in Africa, and
conflict and peace-building. In 1988, he re-
ceived a D.Phil. in social anthropology at
Nuftield College, Oxford for his thesis on
the 1984-5 Darfur famine in Sudan. He was
the first chairman of the Mines Advisory
Group at the beginning of the International
Campaign to Ban Landmines. He set up
two independent human rights organiza-
tions, African Rights (1993) and Justice Af-
rica (1999), focusing respectively on documenting human rights
abuses and developing policies to respond to human rights cri-
ses, notably in Rwanda, Somalia and Sudan. From 1997 to 2001,
he focused on avenues to peaceful resolution of the second Su-
danese Civil War. In 2001, he returned to his work on health in
Africa, writing on the intersection of HIV/AIDS, poverty and
governance, and initiated the Commission on HIV/AIDS and
Governance in Africa. During 2005-06, deWaal was second-
ed to the African Union mediation team for Darfur and from
2009-11 served as senior adviser to the African Union High-
Level Implementation Panel for Sudan. He was on the list of
Foreign Policy’s 100 most influential public intellectuals in 2008
and Atlantic Monthly’s 27 “brave thinkers” in 2009.

“Political Marketplace” of Conflict

FSR: In your latest book and in other endeavors, you've tried to
explain much of the conflict we see in parts of Africa, and per-
haps elsewhere, as a product of the “political marketplace.” Can
you explain what you mean by the term?

de Waal: My starting point is that business is politics and pol-
itics is business. It would be incorrect and a simplification to

say that politics is all about money, be-
cause that would imply that politics is all
about personal enrichment. My analysis,
particularly about the Horn of Africa, but
[with] wider resonance and implications in
the rest of the world, is that—the way the
politics and economics function in these
societies—politics and business are fused.
In order to be a businessperson, you also
need to be a politician. In order to run a
business, one needs to have certain skills,
aptitudes, and capabilities to network and
analyze that politicians have. Similarly, to
be a politician, one needs to have the abili-
ties that a businessman has. Most politi-
cians in conflict zones, be they dictators, or
military leaders, or others who have risen to the top, tend to
run their political careers as if they are businesses.

In Sudan the political vernacular has two concepts. It’s almost
a pun—{there is] the “political marketplace”, and the “political
budget”which is also [referred to] as “political box” or “pocket.”
And these two interact in the way that political budget involves
the funds that a politician has that he can dispense for what-
ever purposes he likes... Typically [they are used] either for
developing a security apparatus that is loyal to them personally
or for patronage payouts, for renting provisional allegiance of
clients. It is in the sphere of payouts that one has to deal with
the political marketplace, in which the intermediaries demand
certain amount of money to maintain allegiance. In a place like
Darfur, where the political system is extremely fragmented, you
cannot be a serious political player unless you have an armed
group. The allegiance of that group will be worth a certain
amount of money and the price of that allegiance can go up or
down depending on the market conditions.

FSR: So are you saying that the politics in the conflict situation
are driven by broader economic problems?

de Waal: The politics and economics fuse. If you take a small,
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poor country that has an open economy, these countries find it
extremely difficult to compete in the global economic order for
products. Some changes in the small factors like interest rates,
or policy changes in countries like the United States of America
(USA) or China can have a huge impact on [smaller countries’]
economies, which can be snuffed out in a moment. The key task
of a businessman is to manage those contingencies, and in such
situations one cannot think of long-term goals: it’s all about
managing short-term implications.

In those countries, the most profitable sectors are going to be
those where we get rent, either from minerals or from govern-
ment, and so the business sector will congregate around the gov-
ernment, as it is the key dispenser and regulator of the resources.
'The [finances] that are available to businesses and political bud-
gets become one and the same. Moreover, with political global-
ization, with global commodities markets, foreign aid flows, and,
importantly, the global security apparatus, the most important
source of revenue [for small, economically weak countries] can
come from the security cooperation with advanced countries
like the USA, France or others. Hence, the political marketplace
has two aspects—it is full of the rent-seckers, and it is globally
integrated. [Due to regional and global integration], it’s no lon-
ger the case that what happens in one country is insulated from
what happens in the other countries. ..

FSR: In these situations, how do you think the political market-
place interacts with and responds to global pressures and inter-
national intervention?

de Waal: International intervention usually involves both re-
sources and troops. It is the resources that tend to drive the po-
litical marketplace in a conflict zone, and international troops,
particularly peacekeepers, cannot do much in the absence of a
political agreement. The idea of sending United Nations or in-
ternational troops into a country to enforce peace rarely works.
The key for the dynamics and the prospects for resolution of
conflict always remain in the political sphere. If the political
sphere is constituted by the control over these external rental
resources, and if the external intervention is not designed with
an understanding of how that political marketplace functions,
then it is likely to be co-opted into the existing system and the
resources will be utilized by the political entrepreneurs and po-
litical business managers for their own reasons.

FSR: How often are there successful monopolists, leaders who
gain enough power to shut down the marketplace and push out

all other bidders?

de Waal: There will be political leaders who seek monopolies,
but the extent to which they can achieve monopoly or not has a
big impact on the dynamics of a country. In some countries, like
Chad, political leaders tend to gain significant monopoly over
the resources, even if it is not absolute.

However, in the countries like Somalia, the efforts of the inter-
national community to help its leaders to establish a monopo-

ly—through aid and peacekeeping force—is still not very eftec-
tive. ['This is] primarily because the major source of earnings in
Somalia—telecommunications sector and expat remittances—
has not been captured by the current political elite. As a result
of this, the barriers for new political entities to enter the Somali
political sphere are very low, allowing political entrepreneurs to
enter the market and establish themselves as legitimate players
with certain influence, making the price of loyalty quite high in
the Somali political market. Due to this situation, for those in
Somali government a majority of time, skill and resources are
occupied in the effort of managing the dynamics of the political
marketplace rather than on building durable institutions. In my
view, the state-building exercise in Somalia is swimming against
the tide of political marketplace.

FSR: In that case, should we be hoping for and encouraging
stronger monopolies in order to create stronger states?

de Waal: Creating monopolies and autocracies have two typi-
cal problems. One is the succession problem - the exit options.
'The barriers to exit for someone who achieves near monopoly
or dominance in the political market can be very high, in that
the succession or handing over of the monopoly to someone
else could be very difficult for the simple reason that the in-
tended successor may lack the skills to maintain the succession.
'The other problem is the regional one, where neighboring states
could have vested interests in the internal affairs of a state. This
issue often comes up due to the lack of territorially-bounded
monopolies. These problems force us to think...if it is possible
to build a state at all because in the globalized economy, most of
the trends in the smaller open economies [are] towards disman-
tling the state structure and not building them. Each time we
see an autocrat who is trying to regulate the system and there is
a transition towards something more democratic, what we actu-
ally see is not a transition towards regular democracy but to-
wards a political marketplace.

FSR: Can you reflect on the efforts of Ethiopian leader Meles
Zenawi in swimming [against] this tide [given the fact that
Ethiopia became stronger as a state while neighboring states
were weakening]?

de Waal: Meles Zenawi and the Ethiopian transition are very
good examples of this as he theorized and understood this prob-
lem very clearly. He thought that democracy is the nemesis of
the political marketplace in Africa. He, however, was not suc-
cessful in achieving this in Ethiopia before he died, but what he
achieved, in particularly the last 10 years, was to exercise such
a tight control over the allocation of revenue and rent - mainly
policy and aid rents - in order to grow the economy very fast.

Due to this, Ethiopia was getting an annual economic growth
of eight to ten percent. If this had been sustained over the next
ten years, it would have brought that country into the bracket of
middle-income countries. Meles Zenawi hoped that a growth
in such terms would lead to a transformation of the state. The
weakness of this strategy was pursuing it with a single mind. The
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UNAMID troops from Tanzania, deployed in Khor Abeche, South Darfur, conduct a routine patrol on 1 July 2014 in Karbab village, where the community
reported threats by other tribes. UNAMID reinforced the number of patrols in villages around Khor Abeche, where on March 22 over 300 heavily armed men
set fire to dozens of shelters in a camp for displaced people and stole livestock belonging to the residents (Albert Gonzalez Farran, UNAMID).

tight control exerted over the allocation of resources changed
the nature of government, and the ruling party in particular,
into rigid entities, something like purely implementation agen-
cies. The major difficulty [was that] nobody else could run that
system as effectively as Zenawi did, giving rise to a succession
problem. Zenawi was a political businessman, and because of his
specific business skills, he was trying to achieve political goals
by using business strategies. The other side of this issue is that
if someone tries to enter political markets with purely political
motives - like establishing an Islamic State or rooting-out cor-
ruption - and do not take the business aspect seriously, they will
not succeed.

FSR: Can you elaborate on this point?

de Waal: This issue is highlighted by many case studies. For ex-
ample, Al-Qaeda, according to its own documents, found that
it could not establish itself in Northern Africa as a viable entity
due to the lack of strong presence in businesses. I believe that
having strong business skills is a prerequisite for anyone to suc-
cessfully establish themselves in the political sphere.

The Changing Face of Peacekeeping

FSR: What do you think would be a better way [than current
strategies of the international community] to deal with persis-
tent conflicts across the world?

de Waal: In the societies engulfed in conflicts, one can see that
monopolies can create a certain sense of calm, even if it is for an

extended period of time—say 10 years. But to achieve durable
peace, one has to address the cause for the turbulence itself. Un-
certainty is a common factor even in developed capitalist soci-
eties. There is constant innovation going on and people do not
know when the housing rates will go up or interest rates will
fall, among other things. But one has to ensure that the creative
destruction of capitalism does not turn violent, killing people
or destroying livelihoods. The answers for this problem lay not
at the local or country level but at the global level. The two key
aspects that fuel violence are oil and international security co-
operation. The counter-terrorism cooperation that is extended
to the peacekeeping operations is actually a driver of instability
in these systems.

FSR: What makes intervener countries target particular regimes?

de Waal: I think it is in very few cases that the United States
or European nations are interested in regime change. They are
much more interested in the suppression of militant insurgen-
cies. There is also this agenda of prevention of atrocities. So the
major issue is to stop the involvement of people who have vested
interests in such countries. Then multilateral peacekeeping, or
rather peace-enforcing operations, become operations with sev-
eral added agendas. They are peacekeepers because of their in-
ternational mandate, not because they achieve peace.

FSR: Is peacekeeping itself a continuation of conflict?
de Waal: It is becoming so. The classical model of peacekeeping

is where UN troops drawn from faraway countries go to moni-
tor and possibly enforce an agreement already reached among
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the parties involved. But in the new model of peacekeeping is
neighboring states - which have vested interests - sending their
troops.

This is also a result of the involvement of countries like the
United States and France who want to fight and defeat certain
elements like Al-Qaeda and Al-Shabaab, and others. And the
only [international] troops that are willing to participate in such
operations are Western special forces, who are very confident
that they will not have to suffer the casualties, or those who
have vested interests, like neighboring countries. When you
have forces that have considerable capacity to wage a protracted
war, peacekeeping merges with war itself. In such situations, the
political budget is derived from defense and military budget.

FSR: To what extent do you believe that the major donor coun-
tries are aware of these issues? Particularly when in the last few
years there was a criticism that the United States was “played”
by a lot of countries when it comes to [getting U.S. money for
anything that could be called] a counter-terrorism campaign.
Was that in fact accidental? And do you think it is the appropri-
ate policy to avoid a recurrence of such a situation in the future?

de Waal: At this moment, I don't think we have clear policy re-
sponses and I think policymakers understand pieces of this. But
I have not seen anywhere to integrate this into one analysis and
think where is this going and what kind of response is required.
What I hope to do in my book is to provide that discussion be-
cause I don't have an answer either. Giving a policy framework
will be difficult because I think we are not at a stage where we
have the type of analysis involved to be able to make sensible
policies at the moment.

The Future - Likely Trends, Necessary
Changes, and Other Drivers of Conflict

FSR: You mentioned that political actors are often forced to
evolve into political entrepreneurs. Do you think this process is
restricted to conflict zones alone?

de Waal: I think we need to see the organized violence or recur-
rent violence as not solely a feature of conflict between recog-
nized political and military forces but as a feature of these sys-
tems as a whole, as a part of their governance module. So even
in a country that does not have recognized large-scale violence
within its boundaries, these features occur. One of the paradoxes
we have is that on one hand state-building is getting harder ...
and large-scale violence is actually declining, but on the other
hand, the violence that tends to continue is more intractable.
So some 30-40 years ago you could have a peace agreement be-
tween warring states and you knew that the war is over. Now
you have a lot of peace agreements and the wars and attended
violence continues. This is also because, in the past, the peace
agreements also tended to be the drafts of the constitution and
it would go into legal and constitutional form and they would
be more or less respected by all. Now a peace agreement is like a
bargain in the market and [it] will be only good as long as those
particular market conditions exist. And to preserve an earlier
peace agreement, the next one will be called as an implementa-
tion matrix, as a road map to implement the agreement. You can
have 10 agreements and the agreements are not a solution to the
conflict, they are an extra layer of the governing of the conflict
itself.

FSR: How concerned are you that this model is spreading? Do

On 29 March 2011,
peacekeepers from Thai-
land are on patrol at the
camp for refugees from
Center African Republic
(CAR) in Muhkjar . This
classical model of peace-
keeping, where troops
from distant countries
come “to monitor and
enforce an agreement,”
is being replaced by a
new model where troops
are being sourced from
neighboring countries.
De Waal believes that
that involvement of in-
ternational forces with
enormous capacity has
merged peacekeeping
with war, the political
budget with the military
budget (Albert Gonzalez
Farran / UNAMID).
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you think this can be contained at all?

de Waal: I don't know if it is spreading across the world. But I
think there is a good reason that this model is spreading. If you
see across the conflict-ridden areas—Afghanistan, Syria, Ye-
men—the trend is indicating towards this, and when the trend
is towards one way, that gives a reason to believe that this is a
bigger phenomenon. The small open economies may the ones
that are affected by this trend directly now, but others may be
following the same trend, which can be a cause of concern.

FSR: You identified the threat of alternate political structures
being incompatible with the conflict-ridden areas. In such a
situation, what should the international community do? Should
they disengage from the situation and allow [these areas] to
evolve on their own?

de Waal: Disengagement is not possible; it shouldn't be on the
table as an option at all. There are different forms of engagement
and this is where we need to know more. If you take politics as
business, seriously as a proposition, then you will not ask a busi-
nessperson to go into a new market without having thoroughly
understood the nature of that market.

In the same way there are no off-the-shelf recommendations,
or even framework for, let’s say, responding to Islamic State. We
need to understand the political market price of that region and
I suspect that the actors in the conflict zones understand it really
quite well. If you were to listen to the discussions of the intel-
ligence and security chiefs they would be talking this language.
But their objectives tend to be short-term security management.
When we move from short-term security management, the
long-term issue stabilization of the region is often neglected as
the models we are drawing upon are failing us. We should take
seriously the actual practices of those who manage these systems
and try and build a response based on that system.

FSR: When you say that the other systems we are [relying] upon
are not helping the situation, do you mean that those systems
are not [taking into account] the business aspects of the conflicts
involved?

de Waal: Yes, but it is not just the role of money that is involved.
Take, for example, a lot of attention has been given to the sourc-
es of finance to the Islamic State. People have been discussing
about the ways it is generating money by way of taking hostages,
or receiving money from Qatar, or by liquidating the assets in
the region. But I have not seen anyone look at the other side
of the story, which is expenditure. What is its political budget?
What is its security budget? To what extent is it actually produc-
ing public goods? These questions matter because this particular
group is not functioning like a regular terrorist group, mainly
because it controls territory and is functioning as a territorial
insurgent. A territorial insurgent has to provide public goods.
Without understanding these aspects it will be difficult to ana-
lyze the problem itself.

FSR: You advocate that the people who have access to the conflict
zones - those who live in those areas - to study their problems.
Considering this as a dangerous proposition for those involved
in the conflict itself, what steps would you suggest to bridge the
problem of communications breakdown between those involved
in conflict and the outsiders who want to resolve it?

de Waal: If you want to find out how a regular market works,
you will not get the best answer by going and asking the most
successful businessman in that market for the deepest secrets of
their success. But we know enough about the markets to be able
to teach business management and administration. So I don't
see any reason why we cannot progress further than where we
are in understanding the nature of conflicts.

FSR: You are also involved in another project about global arms
industry. Can you to share some information about that with
our readers?

de Waal: Arms spending and defense budget is one of the key
elements of the political budgeting and corruption. Corruption
and political budgeting are overlapping categories. There was an
estimate that global arms trade was responsible for 40 percent of
the corruption in the international trade itself. This is primarily
a result of the unusual production function of the arms industry
itself. Manufacturers across the world, with the exception of the
United States [whose military provides large enough market to
support a domestic arms industry], can ... cover the costs only
by charging exorbitant rates or by exporting the arms, so there
is an inbuilt incentive to pay bribes to encourage exports to the
countries that would be purchasing those arms. And from the
point of purchasing countries, those bribes can play very impor-
tant role and will go into the political budgets

FSR: The board of World Peace Foundation votes every year on
the issue of whether world peace has been achieved or not. How
is it looking this year? And also [are] the states that are capable
of [advocating for world peace] ... identifying and preparing for
the threats ahead?

de Waal: The trustees of the foundation take a vote on wheth-
er world peace has been achieved or not every November, and
for last 100 years the vote has always been that it has not been
achieved. I suspect it will remain so for a long time to come.
Having said that, if our founder, Edwin Ginn, were alive, accord-
ing to his three elements - presence of the League of Nations,
the World Court, and disarmament - he would have said that
his objectives were met to a large extent. But we can never rule
out the possibility of future conflicts, which might spring up at
any time. The threats to world peace come from elsewhere. It is
no more the territorial conquest that threatens the world peace,
but the military spending of the major powers are still locked in
the past. They still need to make provisions for emerging threats
like global warming, threats of infectious diseases, terrorism, and
cyber threats. They still build submarines and aircraft carriers.

*Editorial clarifications indicated in brackets throughout.
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Accountability for
Armed Contaractors

BY Dr. lan Ralby

On 16 September 2007, the accountability of private armed
contractors became a global concern. A team of armed guards
from the US company Blackwater Worldwide, operating on a
US State Department contract, opened fire that day in Bagh-
dad’s Nisor Square, killing seventeen Iragi civilians and injuring
an additional twenty. It took more than seven years before four
of the individuals responsible were ultimately convicted of ei-
ther first degree murder or voluntary manslaughter by a jury in a
U.S. Federal District Court. A fifth member of the Blackwater
team had previously pleaded guilty to manslaughter.! The initial
lack of consequences and the slow speed of justice provided the
watchful world with strong evidence that armed contractors op-
erate in a zone of legal twilight, devoid of accountability.

'The rise of private armed contracting was one of the most dis-
tinctive operational developments of the wars in Iraq and Af-
ghanistan. Erik Prince, founder of Blackwater, famously stated:
“Our corporate goal is to do for the national security apparatus
what FedEx did to the postal service.” Throughout both con-
flicts, the hiring policies of several Western governments, par-
ticularly those of the United States, helped Blackwater and nu-
merous other companies move toward that goal. By December

2008, for example, 69% of the United States’ total force in Af-

ghanistan was comprised of private contractors, roughly 15% of
which were armed.?> While there are no reliable statistics on the
size of the global private armed security industry, there is little
doubt that it has grown and contracted with the surge and de-
cline of Western engagement in armed conflict. New conflicts
on the horizon, however, suggest the possibility of a resurgence
of the industry, reigniting concerns about accountability.

The proliferation of private armed security companies has co-
incided with a proliferation of initiatives aimed at developing
accountability for the industry. Numerous codes, standards,
mechanisms and proposals — developed by governments, inter-
national organizations, civil society groups, private companies,
trade associations, individuals, academics and multi-stakeholder
bodies — have sought to address different issues surrounding
armed contractors. Most of them, however, have been devel-
oped in response to incidents that already occurred. This reac-
tive approach to accountability, while useful for addressing past
problems, may leave the industry exposed to future problems.
In other words, a code, standard or mechanism set up to prevent
another Nisor Square incident may be very effective in doing
so, but may fail to prevent a different and even more worrying
incident in the future.
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'This article begins with a brief overview of the most credible
accountability initiatives, suggesting that the resulting collection
forms a patchwork, rather than a framework for governing the
conduct of armed contractors. The analysis then focuses on the
process of selecting contractors, with a particular emphasis on
the US Government. While cost has been a key factor in deter-
mining selection, the various initiatives discussed have made it
possible for accountability and quality to be added as essential
metrics. Ultimately, however, the failure of the accountability
initiatives to remain current, much less forward-looking, means
that the objective determinants of ‘accountability and quality’
may not be fit for purpose as the US and other Western powers
begin to engage the services of armed contractors for assistance
in new conflicts.

Accountability Initiatives:
The Montreux Doctrine

On 31 March 2004, the global public had never heard of Black-
water Worldwide and was largely unaware that private armed
contractors were operating across Iraq and Afghanistan. That
day, however, four ex-US servicemen working for Blackwater on
a State Department contract were ambushed in Fallujah. They
were killed, their bodies were dragged through the streets and
burned, and their corpses were hanged from a bridge. The next
day, the gruesome images of the ill-fated contractors shocked
the world. There was a huge amount of sympathy for these
Americans who met such a horrific demise, but many began
questioning what they were doing there in the first place and
whether their presence was legal. Eventually, the international
community began to try to answer those questions.

By the time Blackwater’s Nisor Square incident occurred in
September 2007, the “Swiss Initiative,” led by the International
Committee for the Red Cross (ICRC) and the International
Law Division of the Swiss Foreign Ministry, was already work-
ing to develop international guidance for private armed con-
tracting. The first output of that initiative was the Montreux
Document on Pertinent International Legal Obligations and
Good Practices for States related to Operations of Private Mili-
tary and Security Companies during Armed Conflict. Follow-
ing a series of intergovernmental and expert meetings, seventeen
initial states established the Document on 17 September 2008.
It sets forth 27 paragraphs restating international legal obliga-
tions relevant to private security contracting and an additional
73 paragraphs detailing “good practices” for states (and poten-
tially other entities) as they interact with the industry.*

Currently, fifty-one countries, the European Union (EU), the
North Atlantic Treaty Organization (NATO), and the Office
for Security and Cooperation in Europe (OSCE) have endorsed
the Montreux Document, making it the most widely supported
international instrument specifically concerning private secu-
rity companies.” While the Document neither creates nor al-
ters international legal obligations, its “good practices” section,
if implemented, could aid in the development of a new body of

customary international law. This means that, if states conform
to the principles expressed in the Document, those principles
will, over time, become obligatory rather than voluntary.

The ICoC and the ICoCA

The Montreux Document is focused on states, but in instances
such as the Nisor Square shootings, it is the actions of the con-
tractors at issue. Consequently, some of the experts and govern-
ment officials involved in the Montreux drafting process recog-
nized that it was also necessary to develop guidance that would
raise the standard of the industry itself. Without the participa-
tion of the ICRC, the Human Rights Division (rather than the
International Law Division) of the Swiss Foreign Ministry led a
multi-stakeholder process from 2009 to 2010 to develop a code
of conduct for private security providers. Three states — Switzer-
land, the US and the UK — an unspecified number of civil soci-
ety organizations, and most of the major private security com-
panies from Western states, as well as a few from the developing
world, worked together with a number of experts, academics and
clients of the armed contractors, to develop a code that would
raise the bar for the industry. The resulting International Code
of Conduct for Private Security Service Providers (ICoC) was
signed into existence on 9 November 2010 by an initial fifty-
eight companies.® That number ultimately swelled to 708 signa-
tories before signature was replaced by membership in the Asso-
ciation discussed below. While many signed in order to commit
to the Code’s principles, signature also became a prerequisite for
procurement and for membership in trade associations, thereby

driving up the numbers.
‘ is focused on states, but
in instances such as the
Nisor Square shootings, it is the
actions of the contractors at
issue.”

The Montreux Document

Understanding the Code’s significance requires a basic under-
standing of human rights law. International human rights laws
apply to states, not directly to individuals. States are required
to implement, through domestic legislation, the human rights
principles contained in those laws. By signing the Code, private
security companies voluntarily agree to abide by the principles
of international human rights law, regardless of whether the rel-
evant jurisdiction has incorporated them domestically. In addi-
tion to these human rights elements, the ICoC mandated two
follow-on processes: the development of formal standards and
the establishment of oversight mechanisms.

The Swiss continued to serve as the convener and facilitator for
the development of what became a unitary oversight mecha-
nism. Following several years of work by a Temporary Steer-
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ing Committee comprised of three governments — the US, UK,
and Australia — three civil society groups — Human Rights First,
Human Rights Watch and the Geneva Centre for Security
Policy — and four private security companies — Triple Canopy,
Drum Cussac, Garda World and Aegis — the International
Code of Conduct Association (ICoCA), launched on 19 Sep-
tember 2013. It is responsible for certifying companies under
the ICoC, monitoring compliance with the ICoC, and hearing
grievances concerning violations of the Code.” The ICoCA is
overseen by the Montreux Document Forum, a collection of in-
terested states already participating in the Montreux Document.
The Association, however, has yet to become fully operational.
Signature of the ICoC alone has ceased, as the emphasis is now
on companies participating in the Association. So far, 140 com-
panies have become members.

The Standards

The multi-stakeholder initiatives that created the ICoC and
ICoC Association were essentially self-governing ad hoc pro-
cesses. Standards, on the other hand, are developed and imple-
mented through formal procedures situated within an extensive
set of national and international institutions. Following comple-
tion of the ICoC in 2010, the United States Department of
Defense contracted ASIS International, the premier security-
related standards drafting organization, to develop formal stan-
dards for private security companies in line with the ICoC.
ASIS determined that the standards would be best developed
under the rules of the American National Standards Institute
(ANSI) and then converted into international standards under
the International Organization for Standardization (ISO) — a
process that essentially involves different national bodies work-
ing together to make sure the standard is as good as possible and
not slanted toward any one state. Four standards were developed
in the series, but only two are relevant to the present analysis.

ANSIPSC.1

The ANSI/ASIS PSC.1 Standard, developed by a Technical
Committee of over two hundred people from twenty-six differ-
ent countries, is by far the most detailed instrument relevant to
the regulation, governance and oversight of the private security
industry. It is the flagship Standard of the ANSI/ASIS PSC
Standards Series which seek to operationalize the ICoC within
a formal structure familiar to businesses. That structure, with
both national and international supervision, provides auditable
procedures for the development, certification, and monitoring
of ongoing compliance. PSC.1 pushes the envelope with regard
to business standards as the first to incorporate human rights
requirements. The ICoC’s purpose was primarily to commit sig-
natories to human rights principles regardless of whether they
were so obligated by law. The PSC Standard Series takes that
voluntary commitment a step further and requires companies,
in order to be certified, to have adequately incorporated com-
pliance with international human rights principles into their

operating policies and procedures. The PSC.1 Standard is cur-

rently in the process of being converted into a full international

Standard, ISO 18788.
ANSIPSC.2

Given the unusual nature of the PSC.1 Standard, it was under-
stood from the outset that a second Standard would be needed
to set forth the requirements for auditing PSCs. A conformi-
ty assessment standard, PSC.2 is based on ISO 17021 — the
general standard for auditors — but tailored specifically to the
unique needs of the PSC industry and the PSC.1 Standard. This
Standard focuses on the expertise required to assess companies
operating in the most challenging environments on Earth. Tra-
ditional auditors, accustomed to examining more conventional
businesses, typically lack the discernment and expertise nec-
essary to understand the legal, human rights, and operational
requirements of the PSC Standards. PSC.2 therefore provides
an extensive list of competencies such as familiarity with the
“Terminology, practice, and understanding of the rule of law and
use of force ... human rights impact assessment ... methods for
personal security and protection of persons ... [and] methods
and practices for continuity, emergency and recovery manage-
ment.”® Given the breadth of skills needed, it suggests the use of
audit teams, as few individuals would be able to address all the
issues competently. So PSC.1 sets out what companies need to
do and PSC.2 sets out how to audit those companies and their

activities.
‘ initiatives that created
the ICoC and ICoCA were
essentially self-governing ad hoc
processes.”

The multi-stakeholder

UN Guiding Principles on Business and Human Rights

In addition to the industry-specific elements of the Montreux
Document, the ICoC, the ICoC Association, and the PSC
Standards Series, a number of general business and human
rights initiatives are relevant to the operation of private security
companies. The most significant is the UN Guiding Principles
on Business and Human Rights, a set of thirty-one principles
that stipulate how businesses incorporate human rights consid-
erations into their operations — regardless of whether applicable
law actually imposes human rights obligations (much like the
1CoC). Conceptually, the Guiding Principles espouse a tripar-
tite framework of “Respect, Protect, Remedy.” The elements
are: “the State duty to protect against human rights abuses by
third parties, including business; the corporate responsibility to
respect human rights; and the need for more effective access
to remedies.” While non-binding, the Guiding Principles are
increasingly informing the dialogue surrounding businesses, in-
cluding private security companies, that operate transnationally.
Some governments, including the UK, are beginning to incor-
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porate them into national policy.

The Patchwork Problem

This rather brief overview of the most credible accountabil-
ity initiatives paints a rather disjointed picture. While there
are certainly connections between the Montreux Document,
the ICoC, the ICoC Association, PSC.1, PSC.2 and the UN
Guiding Principles, those connections are not always clear or
explicit. Furthermore, the various initiatives do not seamlessly
fit together. For example, what relationship is there between
the independent certification of companies under PSC.1 and
the certification of member companies of the ICoC Associa-
tion? Do auditors of private security companies need to ensure
compliance with the UN Guiding Principles? These unanswered
questions hinder the potential effectiveness of the patchwork of
initiatives. While efforts are ongoing to make the various ele-
ments of accountability work together, there may be a growing
urgency to that need.

'The US and its allies are increasingly engaged in military activi-
ties to combat ISIS, and several other conflicts seem to be bub-
bling in different parts of the world. On 22 September 2014,
popular American commentator Bill O’Reilly proposed the cre-
ation of a private army of 25,000 specially trained contractors to
address the situation in the Middle East.” While the proposal
has not gained serious traction, it is an indication that private
armed contractors are seen as a means of avoiding a serious mil-
itary engagement. Consequently, contractors may be asked to
take on new responsibilities and become involved in new ways.

While legal concerns certainly restrict how contractors can be
used, private security companies are already encountering is-
sues that are not addressed in the accountability patchwork.
For example, contractors are increasingly being hired to direct
and oversee the activities of foreign military or police personnel.
What responsibility do such contractors have if the foreign per-
sonnel violate international law or commit human rights viola-
tion under their watch? Many new issues also arise with regard
to the use of remotely operated technology. Does a contractor,
employed by a state, operating a drone or weapons system, for
example, have responsibility for killing civilians? These are just
some of many complex and unanswered questions not addressed
by regulatory initiatives to date.

Selecting Private Security Today

Despite the volume of accountability initiatives and the involve-
ment of various governmental bodies in them, it is still unclear
what will guide the selection of armed contractors for future
conflicts. In May 2012, for example, the then US Deputy As-
sistant Secretary of State for Democracy, Human Rights, and
Labor, Daniel Baer, gave a speech at a conference in London
hosted by the UK Foreign and Commonwealth Office and the
Security in Complex Environments Group (SCEG). In the

question and answer period, he was asked directly whether the
United States Department of State, on whose contracts most
of the major scandals of the Iraq and Afghanistan wars had oc-
curred, had any intention of using the various regulatory initia-
tives in which it was participating as a prerequisite for its own
procurement. He could not respond in the affirmative and was
unable to shed light on how the State Department would pro-
ceed to incorporate accountability measures. Two years later,
following extensive internal and external discussions, the State
Department has said it will incorporate PSC.1 compliance and
ICoCA membership into its next major contract, but it has not
yet done so.

In contrast, the 2011 US National Defense Authorization Act
(NDAA) mandated that the Department of Defense develop
and implement business and operational standards for private

security contractors.'” Given that the Department funded the

ANSI PSC Standards Series, it is not surprising that confor-

mance to the Standards is now a prerequisite for procurement.
‘ ‘ certainly restrict how
contractors can be used,
private security companies are
already encountering issues
that are not addressed in the
accountability patchwork.”

While legal concerns

This is a significant change from the approach of the last de-
cade. Lowest Price Technically Acceptable (LPTA) is the regu-
latory requirement often invoked for selecting contractors on
government contracts.’’ In many ways, LPTA contracting is the
bureaucratic response to concerns about waste in government
expenditure. Ironically, it restricts the focus to cost, rather than
quality or accountability, under the guise of “value.” The great
advantage of the NDAA 2011 requirement that private security
companies be certified to a standard in order to be eligible for
procurement is that it mitigates the LPTA requirements. Prior
to that requirement, if fifty companies bid on a contract, under
the LPTA metric the government might have been forced to
choose the contractor technically able to perform most cheaply,
but likely to perform badly on other important but harder-to-
measure dimensions, such as incorporation of international law
and human rights norms into operating procedures. Today, on
an identical contract, there may only be three or five companies
that have managed to go through the certification process to
even be able to bid. The legal requirement of NDAA 2011 has
infused quality and accountability into the procurement process
while still emphasizing “value.”

'This schism between US State Department and Defense De-
partment contracting brings up the first issue that the next wave
of wartime contracting will face. Governments are not homo-
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geneous entities. So while a country may be participating in the
Montreux Document, may hold a spot on the Montreux Docu-
ment Forum, may hold a seat on the ICoCA and may publicly
advocate the UN Guiding Principles, differences of process and
priority among different government departments may lead to
a cluttered battlefield with higher price, higher quality, more
accountable contractors alongside low cost, low quality, unac-
countable contractors working for the same government.

The second issue, as has been noted, is that these initiatives do
not comprehensively address all the issues that have arisen to
date. The various initiatives have been and will continue to be
extremely helpful in raising the professionalism, quality, ac-
countability and reliability of the industry, but they will not
resolve murky areas of legal twilight. Even under the account-
ability initiatives, there is still a chance that issues will arise that
are simply not covered. There is the potential, therefore, that
incidents involving “certified” contractors will carry substantial
backlash against all the accountability initiatives. Legal issues
not addressed by the regulatory initiatives could lead to some or
all of the initiatives being tarnished or even abandoned for inef-
fectiveness, reverting the process of selection back to a simple
determinant of lowest cost.

Finally, many of these regulatory initiatives were designed to
address what happened in Iraq and Afghanistan between 2001
when the Coalition entered Afghanistan and 2010 when the
ICoC was completed. They do not address future issues that
may arise. As noted, the current initiatives form a disconnected
patchwork plagued by gaps and uncertainties. As new opera-
tions unfold, the initiatives will need to be revisited to make sure
that the standards being set match the operation of the industry.
Otherwise, a government may be selecting based on quality, but

quality for the wrong job.

Conclusion

'The proliferation of private armed contractors in zones of armed
conflict was followed by a proliferation of initiatives aimed at es-
tablishing accountability for the industry. Some of those initia-
tives, paired with new procurement rules for government depart-
ments in several countries, have shifted the focus from cost to
accountability in selecting companies to provide armed security.
As the world faces a likely upsurge in this sort of contracting, it
remains to be seen whether the extensive regulatory, governance,
and oversight efforts of the last decade will prove effective in
ensuring higher quality, more responsible armed contractors, or
whether gaps in the system will lead to the rejection or circum-
vention of those accountability measures in favor of the lowest
priced contractors. Failing to address these foreseeable compli-
cations may prove detrimental to the private security industry,
to the credibility of governments employing armed contractors,
and to the overarching aims of international security.
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North Korea:

The Myth of Maxed-Out Sanctions

BY Joshua Stanton

On December 19, 2014, President Obama publicly blamed
North Korea for the cyberattack against Sony Pictures and for
the subsequent cyberterrorism against the American people,
and promised to “respond proportionally.”* Almost immediately
thereafter, one could hear a familiar narrative repeated, typified
by New York Times correspondent David Sanger, who wrote
that “North Korea is under so many sanctions already that add-
ing more seems futile.”? One could have heard similar argu-
ments in 2006,3 after North Korea’s first nuclear test, and in
2013, after its third nuclear test.** A variation of this argument

is that “Washington ... can do little ... without the cooperation
of China.”®

For years, journalists have quoted “experts” who insisted that
U.S. sanctions options against North Korea were exhausted and
had failed as an instrument of policy. As a matter of both fact
and law, however, that is false; it even suggests that these ex-
perts have not read and understood the sanctions authorities.
Why does this view persist, then? Some scholars may accept and
propagate it because they oppose sanctions as a matter of policy.
Others have simply ceased to question a myth that has entered
the received wisdom.

A true understanding of the potential effectiveness of sanctions
first requires an understanding of what these sanctions are, what
they are not, and how they work. This article will first summa-
rize the sanctions authorities — U.N. Security Council resolu-
tions, and the U.S. sanctions that should be an important part of
the effective enforcement of the measures that the U.N. Security
Council has adopted. It will also explain the role of the Treasury
Department in regulating the international financial system,
and the power this gives the United States to isolate the North
Korean government from that system. It will explain which U.S.
and U.N. sanctions against North Korea have succeeded and
failed, and why. Finally, it will explain what current U.S. national
sanctions do, and what they do not do. Only after one under-
stands how little the current sanctions do — and how much they
could do — can one begin to understand how to strengthen them
into an effective part of a coherent foreign policy.

As the Congressional Research Service stated in a 2011 report,
“Contrary to commonly expressed views, the United States does
not maintain a comprehensive embargo against North Korea.”

Until President Obama signed Executive Order 13,687 on Jan-

The Juche Tower (officially the Tower of the Juche Idea) is a
monument in Pyongyang, North Korea. The tower is named af-
ter the principle of Juche, developed by Kim Il Sung as a blend
of autarky, self-reliance, nationalism, Korean traditionalism,
and Marxism-Leninism (Wiki, 2013)(Matt Paish).

uary 2, 2015,% U.S. sanctions against North Korea were a mere
shadow of their counterparts applicable to Iran, Syria, or Burma,

and were also much narrower than those applicable to Belarus
and Zimbabwe.*1°

Recently, some scholars and reporters have begun to question
the strength and potential of current North Korea sanctions.™
Even before the Sony story broke, Bruce Klingner of the Heri-
tage Foundation wrote of the “misperception” that North Korea
is “the most heavily sanctioned country in the world” and that
“nothing more can be imposed.”™ After the attack, The Wall
Street Journal’s Jonathan Cheng interviewed the author of this
article to question the strength of current North Korea sanc-
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tions and explain some of the options that remain.”® Indeed,
Jon Stewart described the actual state of North Korea sanctions
more accurately on “The Daily Show” than The New York Times
did in its reporting, when Stewart expressed amazement that
the North Korean regime is “still allowed to use our banking
system,” and suggested that stronger sanctions were needed.!

Kurt Campbell, Chairman and CEO of The Asia Group and
President Obama’s former Assistant Secretary of State for East
Asian Affairs, has become one of this myth’s most strident crit-
ics. In a September 5th speech at the Center for Strategic and
International Studies, Campbell said:

“We often think of North Korea — I certainly did — as one of the
most sanctioned countries in the world, with almost impossible objec-
tive ... obstacles for people wanting fo travel, invest, or the like. It
turns out, when I was at the State Department, working on Myan-
mar, or Burma, comparing Burma to North Korea is night and day.
Burma has much more in the way of sanctions and challenges associ-
ated with interactions. And I do think if we faced a set of further
challenges with respect to North Korea, it would be possible for us to
put more financial pressure on North Korea. And I think we need to
let our Chinese friends know and understand that some of the things
that have been contemplated by the new regime, if followed through
on, would entail and involve a reaction that is much more strenuous
than [what] we've seen in the past. And I think that element of our
diplomacy is likely to be necessary as we go forward.™

As Campbell stated, the United States requires the coopera-
tion of other states and financial institutions to make sanctions
work effectively. Although voluntary cooperation is always the
most effective and preferable means to enforce sanctions, the

dominant position of the United States within the internation-
al financial system allows it to secure a degree of cooperation
from banks, including Chinese banks, even without the active
cooperation of all governments. To another extent, the United
States already has enforceable commitments by member states
to cooperate with the enforcement of sanctions against North
Korea, in the form of a series of U.N. Security Council sanctions
resolutions.

U.N. Security Council Sanctions

Since 2006, the United Nations has passed five sanctions resolu-
tions against North Korea (1695, 1718, 1874, 2087, and 2094).
These resolutions prohibit North Korea from possessing and
trafficking in WMD technology, from importing luxury goods,
and from importing or exporting most weapons, along with
related materiel or services. The resolutions also require mem-
ber states to apply financial safeguards against facilitating these
prohibited activities though wire transfers, credit, and bulk cash
smuggling. Appropriately, U.N. sanctions direct member states
to avoid sanctioning humanitarian and diplomatic activities, and
“developmental purposes directly addressing the needs of the
civilian population.” They still include no sanctions directed at
North Korean officials responsible for crimes against humanity,
as recommended by a UN. Commission of Inquiry in February
of this year.'®

Whatever the strength of these measures in theory, their en-
forcement still depends on the consensus of Security Council
members to interpret them, and on member state governments
to enforce them. Due to a combination of U.N. bureaucracy and

The U.N. Security Council unanimously votes to adopt a resolution expanding financial sanctions on North Korea in 2009 (Eskinder Debebe, UN Photo).
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Ambassador Stephen Bosworth, then-U.S. Special Representative for North Korea Policy, speaks with the press outside the United States Mission October
25, 2011 following talks between the United States and North Korea. Standing to the Ambassador Bosworth’s right is Ambassador Glyn Davies, who suc-
ceeded Ambassador Bosworth as U.S. Special Representative for North Korea Policy (Eric Bridiers, U.S. Mission Geneva).

poor enforcement by some member states, U.N. sanctions have
slowed, but not stopped, North Korea's WMD programs.'” Chi-
na, which voted for all five resolutions, has never enforced them
in good faith. Europe enforces them unevenly, and the U.S. has
often overlooked its responsibility to enforce them through its
stewardship of the dollar-based financial system.

China’s failures to enforce U.N. sanctions are too extensive to
describe here fully, but a series of examples illustrates China’s
pattern and practice of non-enforcement.'® In 2007, Secretary
of State Condoleezza Rice complained to the Chinese govern-
ment about its failure to inspect and intercept a shipment of
missile parts aboard a North Korean flight to Tehran as it refu-
eled in Beijing.!” In 2008, China failed to inspect two containers
of rocket fuses that were shipped from North Korea to Iran,
via the Chinese port of Dalian.®® In 2009, at least two North
Korean arms shipments to Iran, believed to be for the eventual
use of Hamas or Hezbollah, passed through Chinese ports* or
airspace.”? A North Korean shipment of chemical reagents and

protective suits bound for Syria may have passed through China
in 2009.% In 2010, France seized a shipment of arms-related
materiel en route from North Korea to Syria via Dandong,
China.?* In 2011, China blocked® a report by a U.N. panel of
experts that implicated it in North Korean arms transfers to
Iran.* In 2012, a Chinese state-owned firm, Hubei Sanjiang
Space Wanshan Special Vehicle Co., sold North Korea chas-
sis for missile transporter-erector-launchers.?” In 2014, the U.N.
Panel of Experts reported that a U.N.-sanctioned firm linked
to North Korea’s WMD programs was operating openly at a
Chinese trade show.”® As recently as November 2014, the same
company still operated in China and Russia.?” The U.N. Panel of
Experts has named multiple Chinese firms that have facilitated
shipments of luxury goods to North Korea.*

According to statistics collected from Chinese customs data by
South Korea’s intelligence services, Pyongyang’s luxury goods
expenditures have tripled since Kim Jong Un’s succession in
2011, to $644 million, an amount six times greater than what the
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regime spent on importing food for its hungry.*! North Korea
still obtains luxury items from Europe, goods it uses to buy the
loyalty of a small elite that lives opulently while 84% of North
Korean households have “poor” or “borderline” food consump-
tion during the lean season.* In 2013, a reporter analyzed pho-
tographs of Kim Jong Un’s new ski report at Masikryeong Pass,
and identified “Canadian snowmobiles, Swedish snow-blowers
and Italian and German snow ploughs.”* Although North Ko-
rea probably obtains some of these luxury goods through China,
North Korea also obtains luxury goods directly from European
suppliers.*

South Korea’s continued bulk cash payments to North Korea
through the Kaesong Industrial Complex, without meaningful
financial controls on North Korea’s use of those funds, arguably
violate U.N. Security Council Resolution 2094’s requirement
that member states must “prevent the provision of ... any finan-
cial or other assets or resources, including bulk cash, that could
contribute” to North Korea’s WMD programs.® Kaesong, a
joint venture in which South Korean factories use North Kore-
an laborers selected by the North Korean government, pays the
“wages” of the workers directly to Pyongyang. This arrangement
has long raised questions about the ethics of Kaesong’s labor
standards, and how much the workers themselves are actually
paid.*® As Treasury Undersecretary David Cohen recently said,
“Precisely what North Koreans do with earnings from Kaesong,
I think, is something that we are concerned about.””

'The enforcement of U.N. sanctions is also hobbled by a cumber-
some process that requires “a consensus of [the] members” of the
Security Council, which in turn acts on recommendations by a

panel of eight experts.”® Although the quality of the Panel of

Expert’s recent reports has been excellent, the designation pro-
cess requires the unanimous approval of the representatives of
15 governments to designate an offending party, name an alias,
or add an item to a list of materials North Korea is prohibited
from importing or exporting. Consequently, a full year after the
M/V Chong Chon Gang was seized in Panama, loaded with
MiG-21 fighters and anti-aircraft missiles in transit from Cuba
to North Korea, the UN. Committee responsible for designat-
ing violators had failed to designate any of the entities involved
in the arms shipment. The former head of the U.N. Panel of
Experts responsible for investigating the shipment called the
U.N.’s slow response “regrettable.”” By the time the U.N. des-
ignated the North Korean shipping companies involved in the
violation, those companies had an ample opportunity to shift
their funds to other front companies and resume operations un-
der new aliases.*

Because of the impracticality of waiting for this consensus, some
member states publish their own lists of sanctioned North Ko-
rean entities and prohibited luxury goods. Those lists are often
inconsistent (for example, the U.S.*" and EU* lists of luxury
goods, or the U.S.*# and EU* lists of designated North Korean
persons and banks). This is still better than what many states do
— which is to publish no lists at all.

The Treasury Department’s
Global Reach

'The United States, as the single most important steward of the
international financial system, has a special role in facilitating
the enforcement of U.N. sanctions. Understanding the respon-

The United States Department of the Treasury Building, at 1500 Pennsylvania Avenue, is the third oldest building in Washington, dating from 1836. It now

serves as the hub of U.S. economic power in the fight against cash flows to terrorists and insugencies (Wally Gobetz).
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sibility and power that come with that stewardship requires a
brief discussion of the financial system, banking law, and how it
has adapted to combat terrorism, proliferation, and the money

that fuels both.

Before 9/11, when policymakers referred to “sanctions,” they
usually meant broad trade sanctions, which, by themselves, have
a mixed record of forcing determined targets to change their
policies. At best, trade sanctions can induce a slow economic
atrophy and retard a target’s development as a military threat.
Narrow and poorly enforced trade sanctions against South Af-
rica took ten years to catalyze political change. Sanctions against
Iraq were frustrated by corruption, poor enforcement, and cum-
brous targeting, which allowed Saddam Hussein to transfer
their effects to the Iraqi people.

After 9/11, the U.S. sought more focused ways to halt the fund-
ing of terrorists and their sponsors. The Treasury Department
seized on America’s position as the hub of the global financial
system. ‘This hub consists of U.S.-based financial institutions
that process dollar-denominated transactions, which account
for the majority of international transactions. Even dollar trans-
actions among non-U.S. parties flow through this system, utiliz-
ing correspondent accounts that foreign banks maintain in U.S.
financial institutions. Thus, a hypothetical dollar payment from
a buyer in China to a seller in Switzerland will flow from the
seller’s Chinese bank’s correspondent account in a U.S. financial
institution, to the buyer’s Swiss bank’s correspondent account in
another U.S. financial institution. This system gives the Treasury
Department the power to regulate many international trans-
actions, and also gives foreign banks and companies a strong
incentive to protect their access to the financial system, by com-
plying with Treasury’s regulations.*

Since 9/11, Treasury has harnessed its regulatory power over
the dollar system to ferret out money laundering and terrorist
financing within the millions of transactions flowing through
the system. By availing themselves of the dollar system, banks
subject themselves to Treasury’s regulatory authorities, and un-
dertake obligations to know their customers, report large cash
transactions, and report suspicious activity.*’ Treasury’s authori-
ties allow it to gather financial intelligence, to block assets in-
volved in illicit activity, and even to restrict or even block a for-
eign bank’s access to the dollar system.

Even non-dollar transactions are subject to indirect U.S. influ-
ence. The preferred course for using that influence is to gain the
voluntary cooperation of entities, such as the European Cen-
tral Bank, with the direct power to enforce sanctions against
non-dollar transactions.*® Other options are less voluntary; for
example, a 2012 Iran sanctions law authorized sanctions against
the financial messaging services that form the communica-
tions link between sanctioned Iranian banks and the financial
system.* The largest of these services is SWIFT] a consortium
based in Belgium. Shortly after this legislation passed, SWIFT
reluctantly agreed to stop servicing 30 U.S.-sanctioned Iranian
banks.*® Treasury can also exert strong influence over third-

country banks that handle non-dollar transactions. For example,
Treasury stopped Ankara-based Turkiye Halk Bankasi from
servicing Iranian oil sales in gold and euros,” but later allowed
payments to resume under an agreement to ease sanctions as
nuclear negotiations continue.’? Last year, Treasury blocked the
dollar-denominated assets of an Egyptian shipping company
for helping Iran evade shipping sanctions through transactions
denominated in dollars, euros, and UAE dirhams.*® Transac-
tions in gold may also be subject to direct U.S. sanctions.**

Critics of the dollar system are quick to enumerate its short-
comings, but it is still the world’s most efficient and stable mon-
etary system. Documents released by the U.N. Panel of Experts
show that North Korea continues to use it for transactions, such
as its 2013 arms deal with Cuba (see Annex XIII, Annex XX).%
Despite concerns about U.S. debt and congressional paralysis,
more than 60% of the world’s foreign exchange reserves are
denominated in dollars,”” and no currency is likely to compete
with the dollar for supremacy as the world’s reserve currency in
the near future.’®

Because the Treasury Department’s powers are not subject to
vetoes or non-enforcement by China and Russia, they are more
powerful enforcement tools than U.N. sanctions alone. In fact,
the Treasury Department has demonstrated significant coercive
power over Chinese banks. In 2005, not long before the Trea-
sury Department sanctioned Banco Delta Asia, The Wall Street
Journal reported that the Bank of China was under investiga-
tion for laundering North Korean funds.*® The report concerned
the reputation-conscious bank enough that after the Bush Ad-
ministration’s 2007 disarmament deal with North Korea, and
despite the express requests of the U.S. and Chinese govern-
ments, China’s chief negotiator at the six-party talks said that
“the Bank of China had concerns about accepting” any of the
illegally derived North Korean funds from Banco Delta Asia,

and had refused to transfer the funds.®

That influence still exists today. In May of 2013, two months
after Treasury sanctioned the Foreign Trade bank, and a little
more than a week after the introduction of a North Korea sanc-
tions bill in Congress, China’s four largest banks — the Bank
of China, the Industrial and Commercial Bank of China, the
China Construction Bank, and the Agricultural Bank of China
— all halted money transfers to North Korea.®® Other, smaller
Chinese banks, like the Bank of Dandong, continued to move
money for Pyongyang.®* At the lowest reaches of the finan-
cial ecosystem, North Korean money launderers still operate
in Guangdong,®® and more discreetly, in places like the British
Virgin Islands.®* Enforcing sanctions requires persistent atten-
tion to all levels of the financial ecosystem. As Daniel Glaser,
the Assistant Secretary for Terrorist Financing, stated in a Janu-
ary 13, 2015 briefing to the House Foreign Affairs Commit-
tee, “China’s not going to do us any favors. China is going to
work with us because it’s in their interests. We've seen that with
China’s commercial banks time and time again.”®
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U.S. Banking Law

Most of the authorities for the Treasury’s powers to regulate fi-
nancial institutions are found in Chapter 53 of Title 31, U.S.
Code, and in the regulations promulgated under those laws. The
purpose of these laws is to protect the integrity of the financial
system from financial crimes, such as money laundering. Tra-
ditionalists bristle when observers describe these authorities as
“sanctions,” but after 9/11 international financial regulators ad-
opted standards for combating terrorism and proliferation, and
banking laws increasingly share common purposes with sanc-
tions authorities.®

After 9/11, Congress added a powerful new tool to Title 31 —
Section 311 of the USA PATRIOT Act. Section 311 autho-
rizes the Treasury Department to impose additional monitoring
and reporting requirements on any person, bank, or jurisdiction
that the Treasury Department deems to be a “primary money
laundering concern.” In extreme cases, it allows Treasury to bar
a bank or jurisdiction from the U.S. financial system entirely.
Since section 311 was enacted, the Treasury Department has
designated 18 financial institutions and four countries as pri-
mary money laundering concerns.”” The countries included
Nauru (from 2003 to 2008), the Ukraine (for three months in
2003), Burma (since 2004), and Iran (since 2011), but did not
include North Korea, the world’s only state counterfeiter of the
U.S. dollar,*® whose high-quality “supernotes” have necessitated
multiple redesigns of the hundred-dollar note.® In practice, a
primary money laundering concern designation can destroy a
bank overnight, and can throw a targeted jurisdiction into an
economic death-spiral.”’ Such a designation helped bring Iran’s
economy to the brink of collapse within three years after the
passage of the Comprehensive Iran Sanctions, Accountability,
and Divestment Act (or CISADA) of 2010.7* Section 311 des-
ignations forced Nauru and the Ukraine to stop turning a blind
eye toward money laundering, and arguably helped to force re-
forms in Burma.”

The Treasury Department has never designated North Ko-
rea under Section 311, but in September 2005, it designated
Macau-based Banco Delta Asia for acting as “a willing pawn”
for North Korea’s laundering of counterfeit dollars.” The action
caused a run on Banco Delta Asia, and would likely have caused
its collapse had the government of Macau not taken control of
the bank and blocked $25 million in North Korean deposits.”
By most accounts, the action was devastating to Kim Jong II's
finances, blocking one of the key streams of hard currency sus-
taining his regime.””®

Some senior U.S. government officials believe that the desig-
nation of Banco Delta Asia forced North Korea to return to
talks and agree to give up its nuclear weapons programs.”” In
his book, Treasury’s War, former Treasury official and Deputy
Assistant to the President Juan Zarate quotes a North Korean
diplomat as telling his American counterpart, “You Americans
have finally found a way to hurt us.” Unfortunately, the Bush

Administration accepted Kim Jong II's false promises, traded
away its leverage, agreed to return North Korea’s illegally de-
rived funds, and abstained from aggressive enforcement of U.S.
anti-money laundering laws — all without having verified North
Korea’s disarmament. North Korea adapted by decentralizing its
money laundering networks, and found new banks that were
willing to accept its business.” Two nuclear tests later, and de-
spite the still-unrealized potential of Executive Order 13,687,
U.S. sanctions against North Korea are not much stronger than
they were when President Bush relaxed them in 2008.

IEEPA, Regulations, & Excutive Orders

'The statutory authority for most targeted financial sanctions is
the International Emergency Economic Powers Act, or IEEPA.
The IEEPA authorizes the President to declare a national emer-
gency when facing an “unusual and extraordinary threat” from
abroad to “the national security, foreign policy, or economy of
the United States.” The Act authorizes the President to “inves-
tigate, regulate, or prohibit” nearly any transaction,” or to block
any property in which the targeted foreign country or person
has an interest. In most cases, the President invokes the author-
ity of the IEEPA through executive orders. The executive orders
most applicable to North Korea include Executive Order 13382,
which targets WMD proliferation; Executive Order 13551,
which blocks the property of named entities involved in prolif-
eration, weapons trafficking, and money laundering with North
Korea; and Executive Order 13570, which imposed a licensing
requirement for North Korean imports to the United States in
2011. The Treasury Department implements those authorities
through regulations published at 31 C.F.R. Part. 510.

As stated previously, the Treasury Department’s IEEPA sanc-
tions regulations against North Korea are a pale shadow of those
imposed against Iran, Syria, or Cuba, or those previously im-
posed against Burma, Sudan, or Libya.®® For example, execu-
tive orders and implementing regulations prohibit investments,
loans, credit, and the provision of banking services to Iran.®' The
North Korea sanctions regulations contain no such prohibitions.
There are no broad-based, third-party sanctions against North
Korea’s financial sector (as with Iran and Burma). North Ko-
rea is not designated as a Primary Money Laundering Concern
(also unlike Iran and Burma). Treasury did not apply an import
licensing requirement to North Korea until 2011. Except for
luxury goods, weapons, and sensitive technology controlled by
the Commerce Department, “there are no Treasury prohibitions
on exporting goods to North Korea.”®

Nearly a year after a U.N. Commission of Inquiry described
crimes against humanity in North Korea whose “gravity, scale,
and nature” have no “parallel in the contemporary world,” the
Obama Administration has yet to follow the Commission’s rec-
ommendation to apply targeted sanctions to North Korean hu-
man rights violators, including Kim Jong Un.® It has blocked
the funds of human rights violators in Sudan and Iran, and of
the leaders of Belarus and Zimbabwe for suppressing democrat-
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The Macau branch of Banco Delta Asia - the bank served as a

central hub of North Korean laundering operations until being
targeted by the Treasury Department in September 2005 (Ricky
Chan).

ic opposition, but it has not blocked the funds of Kim Jong Un
and his top officials. The Treasury Department cites public cor-
ruption as a basis for sanctions against Zimbabwe, Syria, Burma,
and Belarus,* but not North Korea, which is estimated to have
between $1 billion® and $4 billion® in assets in banks in Eu-
rope and China,*” even as the World Food Program struggles to
collect just $200 million for a two-year program to feed hungry
North Korean women and children.?®

Treasury’s enforcement of its North Korea sanctions also lags
far behind that of other sanctions programs. In each month of
2014, the Treasury Department designated dozens of persons
and entities in a multitude of countries, thus blocking any of
their assets that enter the dollar-based financial system.® In all
of 2014, Treasury designated just two North Korean shipping
companies and 18 individual merchant ships linked to the ship-
per behind the Chong Chon Gang incident.”” Before the desig-
nations of July 2014, only 43 North Korean entities were listed,
most of them minor trading companies and mid-level officials
designated during the Bush Administration.”” By comparison,
Treasury’s list of specially designated nationals designates hun-
dreds of terrorists and drug kingpins, hundreds of Iranian enti-
ties, hundreds of Cuban entities, hundreds of Balkan war crimi-
nals, 164 Burmese entities (including the members of its ruling
junta), 50 Belarusian entities (including its President and most
of its top officials), and 161 Zimbabwean entities (including its
President, his wife, and many of his top officials).”? In 2014, the

Obama Administration even designated some of Russian Presi-

dent Vladimir Putin’s top advisors and financiers.”

The Obama Administration may yet close this gap. On January
2, 2015, the President signed Executive Order 13,687. On its
face, the new executive order is sweeping and powerful. It au-
thorizes sanctions against any entity or official of North Korea’s
government or ruling party, and any person who provides mate-
rial support to them. The rub, however, is that no person or en-
tity is considered to be an official, entity, or material supporter of
North Korea’s government or ruling party until the Secretary of
State and the Secretary of the Treasury declare it to be so. As with
previous executive orders, the Obama Administration did not
designate Kim Jong Un, any of his top officials, or any of North
Korea’s main government ministries under Executive Order
13,687. Of the 13 entities the Treasury Department designated,
three had been designated previously, and ten were individuals,
mostly low-ranking arms dealers who will be easy for North Ko-
rea to replace. As former CIA Director Michael Hayden stated,
the effect of those designations is “symbolic at best.”* As of Jan-
uary 19, 2015, approximately 70 low-to-mid-level North Ko-
rean officials and entities were designated. Still, Executive Order
13,687 has a far greater potential than any of its predecessor au-
thorities. Its very breadth may deter foreign investment in North
Korea. It may yet herald a new aggressiveness in the Obama
Administration’s enforcement of sanctions against North Korea.

Country-specific Sanctions Laws

Finally, Congress can also enact country-specific sanctions leg-
islation, which is published in the notes within the IEEPA. Ira-
nian sanctions are a model for how powerful sanctions laws can
be, and how precisely they can target industries and agencies
that support a targeted regime’s offending policies. The Compre-
hensive Iran Sanctions, Accountability, and Divestment Act of
2010 (CISADA) and The Iran Threat Reduction and Syria Hu-
man Rights Act of 2012 ITRSHRA) blocked certain regime-
controlled banks from the dollar system, and used the threat of
financial sanctions to deny Iran credit, foreign investment, ship-
ping, or oil revenue.” The Burma Jade Act of 2008 blocked the
assets of leaders of the ruling junta and imposed comprehensive
sanctions on Burma’s banks. A series of laws encourages divest-
ment from Sudan’s oil industry, and blocks the assets of leaders
of the Sudanese government and Janjaweed militias.?

By contrast, there is no North Korea-specific sanctions law to-
day, merely a law prohibiting arms sales and the export of sensi-
tive technology to Iran, Syria, and North Korea, and prohibit-
ing entities that do from receiving government contracts.”” That
may also change soon. In July 2014, the U.S. House of Repre-
sentatives passed the North Korea Sanctions Enforcement Act
(NKSEA) on a voice vote. On December 12, 2014, in the final
days of the 113th Congress and shortly before President Obama
blamed North Korea for the Sony cyberattacks and cyberter-
rorism, the Chairman of the Senate Foreign Relations Com-
mittee, Senator Robert Menendez, introduced a milder Senate

version of the NKSEA. The NKSEA did not become law before
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the end of the 113th Congress; however, in light of the events
involving Sony and The Interview, the new Congress is likely
to enact strong North Korea sanctions legislation, equal to or
stronger than the version the House of Representatives passed

in July 2014.

The premise of the NKSEA is that only secondary sanctions
have any likelihood of success at putting effective pressure
against North Korea. Section 104(a) of the NKSEA requires
the designation of entities that the President finds to have en-
gaged in prohibited conduct involving North Korea, including
proliferation, arms trafficking, human rights abuses, censorship,
luxury goods sales, and money laundering. Entities designated
for engaging in such conduct will face the blocking of their as-
sets, criminal penalties, and the forfeiture of any property in-
volved in the commission of the offense. A 2015 version of the
bill will likely include cyberattacks as conduct triggering man-
datory sanctions.

Section 104(b) of the NKSEA provides for discretionary sanc-
tions for other conduct, including evasions of U.N. Security
Council resolutions, knowingly facilitating sanctions violations
by others, failure to exercise “enhanced monitoring” of transac-
tions with North Korea (as required by U.N. Security Council
Resolution 2014), and kleptocracy by North Korean officials.
A designation under this provision may result in the blocking
of property, enhanced financial regulatory requirements, loss of
government contracts, and enhanced shipping inspections.

Section 104(c) of the NKSEA blocks all assets of the govern-
ment of North Korea that enter the dollar-based financial sys-
tem. Like all of the NKSEA’s sanctions provisions, however, it
will exempt food and medicine imports. It will also allow the
Treasury Department to grant general licenses to facilitate low-
level, non-governmental remittances and trade that are driving
the development of a parallel, gray-market economy on which
most of North Korea’s people now rely for their survival. Con-
versely, the NKSEA will require Treasury to target the North
Korean officials and agencies responsible for what a U.N. Com-
mission of Inquiry recently called “crimes against humanity.” It
will call on the President to designate North Korea as a juris-
diction of primary money laundering concern. It will also set
strict conditions for the lifting of sanctions, to prevent future
administrations from relaxing sanctions prematurely.

Conclusion

None of this should suggest that it will be a simple matter to
recreate the pressure imposed on North Korea after the action
against Banco Delta Asia in 2005. Defectors report that North
Korea has diversified its finances since 2007, using the kinds
of decentralized money laundering methods long used by ter-
rorists, drug cartels, and rogue states.”® As Assistant Secretary
Glaser stated in the January 2015 briefing, it remains a challenge
to identify North Korea’s dispersed financial nodes. Yet North
Korea’s financial footprint could not be less than that of Al Qa-

eda, and its financial resiliency could not be greater than that of
Iran or Russia.” Treasury has experienced success against those
targets,’® and at detecting and interrupting deceptive financial
practices generally.’! Given sufficient time, resources, and po-
litical will, Treasury can also apply effective financial pressure
against Kim Jong Un’s regime, and deny it the means to sustain
its military and security forces. Sanctions can make the legal risk
of doing business with North Korea prohibitive. This will require
the political will to sanction third-country entities that facilitate
North Korea’s illicit activities, proliferation, and human rights
violations, including its culpable waste of resources on luxuries

and weapons while the North Korean people go hungry.

There are, of course, legitimate policy arguments about whether,
when, and how to use sanctions as a policy tool. Sanctions are
just one element of a broader policy that must include infor-
mation operations, deterrence, interdiction, and diplomacy with
both allies and adversaries. Just as carelessly targeted sanctions
could have adverse humanitarian consequences, carefully tar-
geted sanctions could be a tool to force reforms and more hu-
manitarian uses of North Korea’s wealth.'® Sanctions can also
target the security agencies that have cracked down on smug-
gling, border-crossing, the flow of information, and the rise of
North Korea’s underground economy, and pry open the state’s
impediments to North Korea’s development of free markets and
freedom of information.

North Korea will certainly argue that tightening sanctions
would interfere with diplomacy, but relations between North
Korea and its interlocutors may have to get worse before they
can get better, and can only show lasting improvement when
North Korea is forced to accept openness and transparency.'®
Indeed, since President Obama signed Executive Order 13,687,
North Korea — in an apparent effort to protect its financial rela-
tionships and brace itself for financial warfare — has redoubled
its diplomatic outreach to Russia,'™ Japan,'® South Korea,'*
and even the United States.'” Enforcing U.S. sanctions against
Chinese entities that violate U.N. sanctions and sustain Kim
Jong Un’s regime could strain U.S. relations with China, but
similar considerations did not prevent the U.S. from sanctioning
Vladimir Putin’s top advisors.

North Korea could respond violently to sanctions, and given
North Korea’s 2010 attacks against South Korea and its 2014
attacks against the United States, it would be an error to dismiss
this. A greater intensification of sanctions enforcement, infor-
mation operations, and military force are all options to deter
North Korean threats, and North Korea’s leaders understand
that provoking a war would likely foreclose their personal sur-
vival. If Kim Jong Un will not negotiate in good faith, would the
United States and South Korea be willing to risk destabilizing
North Korea, and to accept the risks and costs attendant to re-
gime collapse, to achieve finality and certainty that diplomacy
with North Korea may never offer?

Balanced against these challenges is the situation that is deterio-
rating today. North Korea may soon be able to deliver a nuclear
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warhead to the United States. It has longstanding WMD prolif-
eration relationships with Syria, Pakistan, and Iran. It has been
a major arms supplier to Hezbollah, Hamas, and other terrorist
groups. Last month, it directly threatened freedom of expression
in the United States.

A final difficult question is when it is appropriate to relax sanc-
tions in response to a target’s concessions. Relaxing them too
soon risks repeating President Bush’s mistake of 2008, when he
relaxed North Korea sanctions prematurely. Without the in-
ducement of some sanctions relief, however, the target has no
incentive to make concessions. These are all important questions
to discuss before choosing any policy option, but it does no good
to state—incorrectly—that the options themselves do not exist.
Putin’s top advisors.

“The views expressed in this article are the author’s alone.
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Avatars of Checkbook Diplomacy

From the Afghan Jihad to the Arab Spring

BY Ibrahim Warde
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Mujahideen with Enfield rifles and an RPG-7 on way up to Saohol Sar Pass, Kunar Province, Afghanistan in August 1985 (Erwin Franzen).

Introduction

In a talk given at Harvard University’s Kennedy School of Gov-
ernment on October 2, 2014, Vice-President Joe Biden com-
plained that “our allies in the region were our largest problem
in Syria. The Turks were great friends — and I have the greatest
relationship with Erdogan, which I just spent a lot of time with
— the Saudis, the Emiratis, etc. What were they doing? They
were so determined to take down Assad and essentially have
a proxy Sunni-Shia war, what did they do? They poured hun-
dreds of millions of dollars and tens, thousands of tons of weap-
ons into anyone who would fight against Assad except that the
people who were being supplied were Al Nusra and Al Qaeda
and the extremist elements of jihadis coming from other parts
of the world.” During the same talk, he expressed his frustration
with the absence of a “moderate middle in Syria (...) because the
moderate middle are made up of shopkeepers, not soldiers.” This
came barely two weeks after Congress approved “$500 million

dollars to train and arm “moderate” Syrian rebels.”

The Vice-President later apologized to Turkey, Saudi Arabia
and the United Arab Emirates, but the “gaffe” drew attention
to the brave new world of checkbook diplomacy, where aid sel-
dom goes where it is intended, and unanticipated outcomes are
the rule. During the anti-Soviet jihad of the 1980s, a secular
Afghan warned American and Saudi officials against cozying
up to extremists, telling them, “For God’s sake, you're financing
your own assassins.”” The United States and Saudi Arabia were
then lavishing money and weapons on unsavory characters, giv-
ing little thought to the possibility of a blowback or boomerang
effect—that they would in effect be funding and arming their
future enemies. It is indeed ironic that the principal bankrollers
of the jihad later became the main targets of offshoots of that ji-
had. By the same token, a non-negligible part of the money and
weapons sent by the United States to Iraq, in particular as part
of the “Sunni awakening”, is now in the hands of extremists.’

Yet with the near-exclusive focus on military developments, the
financial front of the war on terror is all but ignored.* This ar-
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ticle traces the evolution of checkbook diplomacy in conflicts
involving the Islamic world. Most of the cautionary tales involve
the Afghan jihad against the Soviet Union. The article discusses
three sets of dynamics which, combined, have produced an ex-
plosive mix: the “good Muslim, bad Muslim” perspective, the
trend towards “privatization of foreign policy,” and the “hedg-

ing” approach.

Good Muslims, Bad Muslims

‘The year 1979 marked a turning point, as a series of landmark
events transformed the Islamic world. On January 16, after
months of turmoil, the Shah of Iran, America’s staunch ally and
surrogate Persian Gulf policeman, left his country, signaling the
victory of revolutionary forces, which would soon be dominated
by Muslim clerics. In Pakistan, military dictator Zia-ul-Hagq,
beset by domestic and international difficulties, announced on
October 21 the establishment of a “genuine Islamic order.” On
November 20, a group of Sunni extremists seized the Grand
Mosque of Mecca, the holiest place of Islam, and called for the
overthrow of the House of Saud. It took the intervention of
French Special Forces to put an end to the rebellion. On No-
vember 4, 1979, Iranian students stormed the U.S. embassy in
Tehran, sacked it and took 49 U.S. diplomats hostage. The cri-
sis, which lasted 444 days, further stirred up passions in both
countries. On November 21, as (unsubstantiated) rumors that
American and Israeli forces had entered Mecca, the American
embassy in Islamabad was burned down by an angry mob. And
most dramatically, on December 23, Soviet troops invaded Af-
ghanistan. Each of these developments brought with it other
crises. The Mecca events led to anti-American riots in Pakistan
and elsewhere. In September 1980, Iraq’s army attacked Iran.
'The Iraq-Iran war, one of the deadliest of the twentieth-century,
lasted eight years. During that war, Iraq received financial and
military support from a vast and heterogeneous group of coun-
tries, ranging from conservative oil-producing neighbors such
as Kuwait and Saudi Arabia, to Western powers such as the
United States and the United Kingdom. The principal concern
of these countries was to contain the expansion of the Iranian
brand of Islamic fundamentalism. In the process, they armed
and financed an ally who soon turned to implacable enemy.

'The Soviet invasion triggered a jihad that would be nurtured by
a coalition of the United States, Saudi Arabia and Pakistan, with
China, Egypt and the United Kingdom playing lesser roles.’
Each of these countries was then responding in its own way to
all those momentous events. In the United States, the Iranian
revolution and the Soviet invasion resulted in significant policy
changes. One was the rise of foreign policy hawks, partisans of
a hard line against the Soviet Union. President Carter himself,
previously quite accommodating toward the Soviet Union, in-
creasingly aligned his positions with those of the hardliners. The
Carter doctrine stated that the United States would use military
force if necessary to defend its interests in the Persian Gulf. In
the binary world of the cold war, a new distinction was born,
separating “good” and “bad” Muslims, represented respectively

by Saudi Arabia (and other US allies) and Iran. The former were
generously funded, whereas the latter were subjected to wide-
ranging financial sanctions.® Thus started (or restarted, if we
take into account, the earlier and far more limited U.S. attempts
to boost the Muslim Brothers in the 1950s and 1960s)” the dan-
gerous game of playing politics with religion. The sectarian di-
vide separating Sunnis and Shia kept growing wider.

In a memoir covering that period, Robert Gates, who headed
the Central Intelligence Agency between 1991 and 1993, re-
vealed that the secret program to help the Afghan rebels was
actually initiated on July 3, 1979, which is six months prior to
the Soviet invasion.® In a 1998 interview, Zbigniew Brzezin-
ski, Jimmy Carter’s National Security Advisor, confirmed the
chronology, boasting that playing the “Islamic card” was not
simply an ad hoc response to the Soviet invasion. He asserted
that he had conceived “the secret operation which had the ef-
fect of drawing the Russians into the Afghan trap” six months
before the entry of Soviet troops.’ In Pakistan, a mix of motives
explains the paradoxical turn of events. Since 1979, two seem-
ingly contradictory trends fed off each other: a close alliance
with the United States and the rise of state-sanctioned Islamic
fundamentalism. The Islamicization policies of Pakistani leader
Mohammed Zia-ul-Hagq, a staunch ally of the United States,
were accompanied by the strengthening of the Jamaat e-Islami
group, whose student wing had a virulently anti-American out-
look. It was in the name of those very policies that the group
attacked the American embassy—for which the country’s ruler
apologized profusely.’® It was also during Zia’s rule (1977-88)
that a network of madrasas, was created. Those madrasas, now
widely perceived as promoting hate, would only gain interna-
tional prominence following the September 11 attacks. The
Saudis, challenged on many fronts—both the Mecca uprising
and the Iranian revolution challenged their religious legitimacy;
the Soviet invasion of Afghanistan was perceived as a political
and economic threat—became an important participant in the
anti-Soviet offensive.

In this alliance of convenience that involved the United States,
Saudi Arabia and Pakistan, there was at first a clearly defined
division of roles. Pakistan micromanaged the anti-Soviet resis-
tance through its own ISI (Inter-Services Intelligence),! while
the Saudis handled financing and religious propaganda, and the
United States provided strategic guidance, money, weapons and
technical assistance.' The alliance seemed to work for everyone:
Pakistan was achieving national and regional goals by control-
ling a neighboring country and was generously rewarded for it;
the United States had found eager proxies to fight what turned
out to be “the last battle of the cold war”; and Saudi Arabia had
found a cause that would relieve political and religious pressure
at home while enhancing the country’s stature throughout the
Islamic world.™

'The aid provided to the Mujahideen, as well the considerable
financial, political and military efforts to foster a pan-Arab ji-
had, were undoubtedly major factors in the strengthening of Al
Qaeda, and paved the way for Islamic terrorism in later years. In
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The former front gates of the U.S. Embassy in Tehran, Iran. The embassy has been officially closed since since November 4, 1979, when the compound was
stormed by Iranian revolutionaries. The resulting hostage crisis lasted for 444 days. (David Holt).

that respect, the Frankenstein monster metaphor is particularly
apt. Thousands of Afghan Arabs (a misnomer since the category
included all non-Afghan mujahideen) graduated from Afghan
training camps before leaving for unknown destinations. Fol-
lowing the victory of the Afghan resistance against the Soviet
Union, the monster turned against its creators. Hardened, fa-
naticized warriors became rebels without a cause. To be sure,
they latched on to the new battlefields of the 1990s, some of
which (Bosnia and Kosovo) had battle lines that were not dis-
similar to those of the Afghan jihad. Muslims were victims of
ethnic cleansing, and the United States (now in a post-cold war
world spearheading international coalitions under the auspices
of NATO and the United Nations) was once again allied with
other Sunni countries. There were also other “jihads” with their
own political dynamics in places such as Chechnya and Kashmir.
But simultaneously, new grievances turned those jihadi soldiers
against the United States and Saudi Arabia. One was the aban-
donment of the Mujahideen following the Soviet withdrawal
from Afghanistan. Another even more significant grievance was
the stationing of American troops on Saudi soil following the

first Gulf War.

Cultivating religious extremism seemed to make tactical sense,

based on the U.S. assumption- influenced by Pakistani intel-
ligence- “that only the most radical Islamists could fight with
determination.”* Washington’s favored warlord was Gulbuddin
Hekmatyar, probably the most fanatical, the most violent--and
also the most anti-Western. The conscious decision to instill re-
ligious fanaticism among the young would have a long-term im-
pact, and it would prove impossible to reverse. The US Agency
for International Development (USAID) spent $51 million on
an educational grant between 1984 and 1994 to the University
of Nebraska in Omaha and its Center for Afghanistan Studies.
The goal was to produce books in the dominant languages of
Dari and Pashtu, which would help stoke anti-Soviet hatred.
Those books were filled with violent images and militant Islam-
ic teachings, emphasizing jihad. According to agency officials,
children were taught to count with illustrations showing tanks,
missiles and land mines.*

As in most covert operations, support to the Afghan resistance
started with money. The initial infusion of cash was mod-
est (“somewhat more than half a million dollars,” according
to Gates),' though “key alliances were established with Saudi
Arabia and Pakistan, and the first elements of an extraordinary
logistics pipeline from suppliers around the world were assem-

Fletcher Security Review



bled.”” Of special significance was the Saudi decision to match
dollar for dollar U.S. spending in Afghanistan.”® Spreading
money became a central part of the joint effort. Howard Hart,
who as CIA representative in the Pakistani capital became the
“quartermaster of the Mujahideen,” understood his orders as:
“You're a young man; here’s your bag of money, go raise hell.
Don't fuck it up, just go out there and kill Soviets.”" By the same
token, the Saudis’“cash dollars” had been their “calling card.”

Between 1979 and 1984, the U.S. share of the funding for the
Mujahideen was $250 million—an amount matched by the
Saudis.” Since then, as many patrons of the Afghan jihad shift-
ed objectives—from simply “bleeding the Soviets” to defeating
them—the sums provided to the insurgents escalated accord-
ingly. Or was it the other way around? Either way, political and
budgetary constrains crumbled. With the funding surge of Oc-
tober 1984, the very nature of the support to the jihad changed.
In the words of Robert Gates, Washington started “pouring it
on:” “The United States and its friends—sensing both a Soviet
challenge and a Soviet vulnerability—likewise expanded their
covert assistance to anticommunist resistance forces all over the
world; new money and new weapons cascaded in to them.? And
all with Congressional support, and often in response to con-
gressional pressure.”” Indeed, a handful of members of Con-
gress had taken up the cause of the Afghan jihad with a passion.
One was Texas Congressman Charlie Wilson, who used his seat
on the Defense Appropriations Subcommittee to steer consid-
erable amounts of money to the Mujahideen. In one of his en-
counters with the director of the Central Intelligence Agency
(CIA), the Congressman told an incredulous William Casey:

“Mr. Director, I'm going to drown you in money. You ask for it
and I'll pay for it.”** Charlie Wilson later colluded with the CIA
and the Pentagon to “arrange an annual feat of budgeting gim-
mickry that siphoned Defense Department money to pump up
the funds available for Afghan covert action.””

For fiscal year 1985, the amount appropriated for the Afghan
jihad--$250 million—was equal to that of the five previous years
combined. It nearly doubled to $470 in 1986, and increased
again to $630 million in fiscal 1987.2 Much of the money came
from the defense budget, though the covert operations were un-
dertaken by the Central Intelligence Agency.?” In the words of
Steve Coll, “even by its own rich standards, the jihad was now
swimming in money.”

Saudi Arabia
& the Privatization of Foreign Policy

Prince Turki bin Faisal, the long-time head of Saudi intelligence
(later the ambassador to the United Kingdom and the United
States), once told an American intelligence official: “We don't
do operations. We don't know how. All we know how to do is
write checks.” That was certainly true of an earlier period. The
end of the Vietnam War, the Watergate scandal, and economic
turmoil coincided with the unprecedented oil windfall in Saudi

Arabia. With Congress, especially following the Church Com-
mittee revelations,® trying to rein in foreign adventures, the
Saudi government started financing, with no questions asked,
covert operations in countries such as Angola and Nicaragua.™

Over time however, the Saudi role evolved well beyond that of a
“bank teller.” According to Steve Coll’s account, the prince later
became “an architect of Afghanistan’s destiny — and of Ameri-
can engagements with Islamic radicalize — in the two decades
after 1979. He picked winners and losers among Afghan com-
manders, he funded Islamist revolutionaries across the Middle
East, he created alliances among these movements, and he paid
large subsidies to the Pakistan intelligence service, aiding in its
rise as a kind of shadow government.” One problem encoun-
tered by the Saudis was that of matching American expenditures
in a context of declining oil prices. Oil revenues had declined
from a high of $118 billion in 1981 to $14.5 billion in 1986.%
The Saudi Treasury was also depleted by the rapid growth of
foreign policy-related expenditures, which included the fund-
ing of Saddam Hussein’s war against Iran. Given the general
discontent of the population over declining economic standards,
there were limits to the Saudi government’s checkbook diplo-
macy. This is where the private sector and Saudi society were
called on to contribute further to the Afghan jihad. Wealthy
merchants, some of whom had created their own foundations,
responded generously, while people of more modest means took
to making anonymous donations in ubiquitous collection box-
es. This is how the Islamic charities came to play a central role
in the Afghan jihad.* From foreign pilgrims in Saudi Arabia
to worshippers in foreign mosques, everyone was expected to
contribute. Comparable dynamics led other oil-rich states such
as Kuwait, the United Arab Emirates, and Qatar (before it up-
graded its role as discussed later) to do the same. Islamic NGOs
and charities were the logical conduits for all those funds. The
all-out effort to mobilize the Islamic world provided a windfall
for the jihad, but came at the cost of a significant loss of control
by governments over the origin and destination of funds.*

- Congressman Charlie Wilson

Mr. Director, I'm going to
drown you in money. You
ask for it and I'll pay for it.”

Between 1979 and 1989 over $3 billion in U.S. taxpayers’ mon-
ey was sent to the mujahideen — an amount matched by the
Saudis. Then, on August 2, 1990, the Iraqi invasion of Kuwait
touched off the first conflict of the post cold war era. Once
again, in a context of low oil prices, Saudi Arabia was called
on to make a major financial contribution to the anti-Iraqi co-
alition. The financial networks set up at the time of the anti-
Soviet jihad were kept in place. In Afghanistan, US financial
aid slowed to a trickle, and by 1994, it had all but ceased.* The
Soviet withdrawal from Afghanistan, far from bringing stabil-
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ity, led the country into deeper chaos. In the words of Robert
Gates, “We expected post-Soviet Afghanistan to be ugly, but
never considered that it would become a haven for terrorists op-
erating worldwide.”” In 1992, the communist regime in Kabul
had fallen, and a civil war, pitting various Mujahideen warlords
against one another, ensued. By that time, the United States,
now preoccupied by developments in other parts of the world
(such as the fall of the Berlin Wall and the disintegration of the
Soviet Union) lost interest in Afghanistan. Financial flows were
needed again. Islamic charities, some legitimate and other not,
played a key role throughout the 1990s. Other networks, incu-
bated during the Afghan jihad, became increasingly active, and
new countries got involved.

Upstarts, Hedgers,
& the Financial War on Terror

As Islamic politics grew more complex, the “privatization of for-
eign policy” attracted more players, giving extremism a new lease
on life. Indeed, in an early form of “crowdfunding,” some Gulf
financiers took to sponsoring extremist organizations either out
of conviction, or as a way for malcontents to register their dis-

pleasure with their own governments.

In later years, two countries came to play very significant roles.
Qatar, under the leadership of Hamad bin Khalifa Al Thani,
who ruled between 1995 and 2013, stepped out of the shadow
of Saudi Arabia, and came into its own. Eager to “punch above
its weight”, it used its significant financial resources, as well as
the reach of its media network Al-Jazeera, to win friends and
influence people throughout the Islamic world and elsewhere.
In Turkey, the rise of the pro-Islamic Justice and Development
Party (AKP), in power since 2002 under the leadership of Recep
Tayyip Erdogan, led to a renewed interest in the Islamic world.
Both countries claimed that their sudden appearance on the re-
gional scene, and the cultivation of a broad range of political
parties, was motivated by a desire to maintain peace and stability
in the region—a “zero problem” policy, whereas their critics ar-

gued that they were simply hedging their bets.

With the advent of the Arab Spring, however, their strategy
evolved into one of taking sides. In Egypt, Turkey and Qatar
were strong supporters of the Muslim Brothers and the Morsi
government, while other regional players, Saudi Arabia in par-
ticular, who had opposed the Morsi regime, threw their consid-

The Itihadeya Protest on December 11, 2012 in the streets around the Presidential Palace. The streets were full of people upset about the Constitutional
Referendum put forth by President Morsi, which would significantly expanded his presidential power and effectively eliminate any structural oversight of
his decrees. Although he quickly anulled the decree that gave him expanded powers, the damage done to his relationship with the public was irreversible.
He would be removed from office less than a year later on July 3, 2013 in a coup d’état led by his Defense Minister Abdul Fatah al-Sisi (Omar Kamel).
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erable financial support behind the July 3, 2013 coup. Indeed,
soon after the announcement of the destitution of Mohammed
Morsi, Saudi Arabia, the United Arab Emirates and Kuwait an-
nounced a $12 billion aid package to Egypt.

'The United States reentered the fray following the August 1998
embassy bombings in Kenya and Tanzania, with new covert
operations involving the supply and funding of anti-Taliban
warlords, and more dramatically after the September 11, 2001
World Trade Center attacks.®® Indeed, the “war on terror” that
followed began with a financial strike when, on September 24,
2001, President George W. Bush, announced the “launch of a
strike on the financial foundation of the global terror network.”
A presidential order blacklisted 27 individuals and groups —
“terrorist organizations, individuals, terrorist leaders, a corpora-
tion that serves as a front for terrorism and several nonprofit
organizations.” The presidential statement made it clear that this
was just a beginning: in the open-ended war on terror, many
more financial attacks would be forthcoming. It was from the
outset a global attack. Within days, the international communi-
ty — through the G7, the United Nations, the European Union,
the Financial Action Task Force, etc. - enlisted in the fight to
“disrupt terrorist funding throughout the world.” Money was
said to be the “oxygen” of terror and a huge apparatus was put in
place to end terror funding, and by implication, terrorism.* But
the tight control over global banking transactions, in particular
through the systematic monitoring of bank transfers through
SWIFT (Society for Worldwide Interbank Financial Telecom-
munications) and the globalization of anti-money laundering
and terrorist financing did not put an end to terrorism, which
rose five-fold since 2001.* The unintended consequence of
these measures was that terrorist financing moved to cash and
underground activities, and thus became more difficult to detect
and combat.*

Conclusion

In the “final showdown” of the cold war,* little consideration
was given to how and to whommoney and weapons were hand-
ed out. Mistakes made three decades ago kept being repeated,
and the current war against the Islamic State (IS, a.k.a. ISIS, the
Islamic State in Iraq and Syria, and ISIL, the Islamic State in
Iraq and the Levant), provides a good occasion to revisit some
of the mistakes in the hope that they will not be repeated again.

One lesson is that financial support can strengthen and even cre-
ate a potential enemy, and that weapons could be turned against
those who supplied them. Examples of these forms of blowback
abound. Sophisticated weapons furnished by the United States
to Iran’s ancien régime brought the forces of revolutionary Iran
close to victory during the 1980-1988 war with Iraq. In turn, the
fear of an Iranian victory brought Iraq a great deal of unlikely
allies, ranging from the United States to conservative Persian
Gulf oil monarchies. Yet barely two years after that war ended,
Iraq invaded Kuwait, a country whose generous credits to Iraq
were a crucial factor in winning the war. One of the Iraqi griev-

ances was that the Emirate had refused to forgive those loans,
despite the fact that the Iraqi army had defended it, as well as
the entire Persian Gulf, against the threat posed by the Iranian
revolution.

How are funds allocated and disbursed? In the case of Afghan
jihad, the sheer size of the windfall was bound to magnify the
unavoidable waste, fraud and abuse. In a war-torn area where
alliances were tangled and political agendas inscrutable, the pro-
cess was particularly opaque. Every account has documented a
bizarre free-for-all. Every warlord was on the take, though the
tavorite, Gulbuddin Hekmatyar, the most ruthless and fanati-
cal of all, was the recipient of half the arms being supplied by
the CIA.* As explained by Steve Coll, “The main intelligence
agencies involved (Saudi Arabia’s GID, Pakistan’s ISI, and the
CIA) began to ‘compartment’ their work even as all three col-
laborated with one another through formal liaisons. Working
together they purchased and shipped to the Afghan rebels tens
of thousands of tons of weapons and ammunition. Separately,
they spied on one another and pursued independent political
agendas.” The amounts involved and the breadth of the re-
cipients are mind-boggling: “The payroll had several tiers. A re-
gional commander might draw an agency retainer of $20,000 or
$25,000 a month in cash. A somewhat more influential leader

might draw $50,000 a month. A commander with influence

over one or more provinces might receive $100,000, sometimes
»45

Playing the sectarian card
‘ and stirring up religious

fanaticism may have
brought short-term rewards, but
it became clearly impossible to
put the genie back in the bottle.”

Another important lesson concerns the consequences of in-
discriminate bribing. It should have been obvious that while
loyalty is often for rent, it is seldom for sale. Michael Scheuer,
who served as the chief of the Bin Laden “virtual station” at the
Central Intelligence Agency from 1996 to 1999, stated it force-
fully: “Afghans can't be bought off with bribes. Plying them with
money usually guarantees that they will do the opposite of what
the United States asks. Case in point: Despite offering millions
in reward money, not a single Afghan has turned over a ‘high-
value’ Taliban or al-Qaida target to U.S. forces.” Indeed, one of
the defining characteristics of many Northern Alliance leaders
is that while they were on everyone’s payroll, their loyalty could
not be counted on.*

Just as in the days of the cold war, each camp provided stra-
tegic rents to its allies, and the “war on terror” reopened the
floodgates: signing on to that war was enough to claim aid and
assistance. Playing the sectarian card and stirring up religious
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fanaticism may have brought short-term rewards, but it became
clearly impossible to put the genie back in the bottle.*® Before
pouring money and weapons, governments would do well to
ponder the consequences of shifting alliances and changing cir-
cumstances.®
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Enough to Go Around?

Money Matters Complicate U.S. Strategic Rebalance to Asia-Pacific

BY Leon Whyte / Richard Weitz
Current State of the ‘Asia Pivot’

The U.S. Strategic Rebalance to Asia — also known as the
“Asia Pivot” — has been a cornerstone of the Obama admin-
istration’s foreign policy since 2011. Hillary Clinton offered a
detailed explaination of the concept in a 2011 Foreign Policy
article.’ The basic idea behind the Rebalance is that many U.S.
core economic and security interests are increasingly centered in
the Asia-Pacific region, so the United States needs to allocate
more diplomatic, economic, military, and other assets towards
the region.

'The Strategic Rebalance would do just that. The Defence Strate-
gic Guidance relacased by the Defence Department in January
2012 made supporting the rebalance a key Pentagon objective.
The Obama Administration accordingly plans to increase the
percentage of naval assets in the Pacific to 60 percent by 20202
in addition to stationing 2,500 Marines in Darwin, Australia,
and 4 littoral combat ships in Singapore.** Given the region’s
economic importance, this makes sense. The Asia-Pacific region
accounted for 40 percent of global economic growth in 2013. In
2012, the U.S. exports to the region totaled $555 billion, which
supported 2.8 million U.S. jobs.®

Then-Deputy Secretary of Defense Ashton B. Carter meets with Korea’s
Minister of National Defense Kim Byung-kwan in Seoul, South Korea,
March 18, 2013. The two met to discuss the rebalancing of U.S. forces to
the Asia-Pacific region and as well recent provocative actions by North Ko-
rea (Glenn Fawcett, DOD).

The economic and security aspects of the rebalance policy are
interconnected. The U.S. strategic presence in the region has
contributed to the stability that has enabled the amazing growth
of Asian economies over the past 60 years. As U.S. Deputy Sec-
retary of Defense Ashton Carter noted in 2012: “If that (U.S.)
security were ever to go away... all of the people in the Asia-Pa-
cific region that have been lifted up into prosperity in the post-
War period, would be set back significantly. The global economy
would be set back significantly... that is partly why we are re-
balancing our efforts in the region.”® If the Rebalance works
as promised, then the United States would continue to provide
the region with security, which would in turn promote stability
and continued economic growth, a significant win-win for the
United States and its Asian partners.

However, U.S. economic weaknesses and the Budget Control
Act of 2011 — which mandates cuts in U.S. government spend-
ing (known as “sequestration”) — have constrained the U.S. gov-
ernment’s ability to resource the Rebalance adequately and meet
its regional security commitments.” The sequestration process
was deliberately devised to present the Congress with an unac-
ceptable outcome if the members failed to balance the budget
through a combination of tax hikes and targeted spending cuts.
But the congressional compromise has failed to occur, and now
sequestration is threatening to wreck havoc throughout the gov-
ernment with arbitrary percentage-driven spending cuts. Com-
plicating matters further in the defense domain are the Tali-
ban’s resilience in Afghanistan and the stunning emergence of
the Islamic State in Iraq and Syria. During the initial planning
and unveiling of the Rebalance, the United States assumed it
would be possible to shift more resources to Asia as it curtailed
its commitments in the Middle East and South Asia,® yet U.S.
engagement in these areas is steadying or growing. New chal-
lenges have also emerged in Europe due to Russian aggression
against Ukraine.

Among other steps, the Obama Administration will need to
find common ground with the new Republican-controlled
Congress to reassure allies that U.S. strategic commitments will
be matched with U.S. means based on strategic considerations,
rather than domestic partisan battles.
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Ships and submarines participating in exercise Rim of the Pacific (RIMPAC) 2012 on July 27, 2012 sail in formation in the waters around the Hawaiian
islands. Twenty-two nations, more than 40 ships and submarines, more than 200 aircraft and 25,000 personnel are participating in the biennial RIMPAC
exercise from June 29th to August 3rd, in and around the Hawaiian Islands. The world’s largest international maritime exercise, RIMPAC provides a unique
training opportunity that helps participants foster and sustain the cooperative relationships that are critical to ensuring the safety of sea lanes and security
on the world’s oceans. RIMPAC 2012 was the 23rd exercise in the series that began in 1971(Chief Mass Communication Specialist Keith Devinney, U.S.

Reassuring Allies During Austerity

In 2011, President Barack Obama told the Australian parlia-
ment that “reductions in U.S. defense spending will not — I re-
peat, will not — come at the expense of the Asia-Pacific.”” U.S.
Secretary of Defense Chuck Hagel has reathirmed this commit-
ment on several occasions, including at the AUSMIN talks in
Sydney in June 2014, when Hagel signed the Forces Posture
Agreement that will see US military assets expand in Australia
for the next 25 years.!

'This reassurance is important, as countries in Asia have come
to depend on the United States to provide security and stability
in the region. If they believe the United States is no longer ca-
pable of fulfilling this role, the chances of Asian states engaging
in destabilizing regional arms races increases.' In 2012, Asia
outspent Europe on defense for the first time, and that ratio
is increasing.”? South Korea announced a 5.3 percent increase

in defense spending for 2015, which is the highest rate of de-

fense growth since 2011." In Japan, the Abe Administration
is prioritizing Japanese defense capabilities, as evidenced by its
submission of the largest ever defense budget request this year."
'This increased defense spending can trigger a regional securi-
ty dilemma. This is especially true in the case of Japan, which
has historical antagonisms with both Koreas and China dating
from Japan’s colonial period and World War II-era atrocities.”
However, China spends more on its military than Japan, South
Korea, Taiwan, and Vietnam combined, and is continuing to in-
crease military spending.'®!”

The U.S. defense cuts are coming at a time when regional ten-
sions are high. South Korea faces a provocative North Korea.
Since 2010, North Korea has: sunk the Cheonan, a South Ko-
rean submarine, killing 46 seamen; shelled Yeonpyong, a South
Korean Island, killing four South Koreans; and threatened to
turn Seoul into a sea of fire.'® China’s assertive actions in the
East China Sea have presented a significant strategic threat to
Japan. Tensions are centered over competing territorial claims
over what the Japanese call the Senkaku Islands. In November
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2013, China without warning declared a new Air Defense Iden-
tification Zone (ADIZ) in the East China Sea that encompassed
the disputed islands and overlapped both Japan and South Ko-
rea’s previously established ADIZs.” In the South China Seas,
there is threat that territorial disputes between China and other
countries will erupt into conflict.?’

Budget Cuts and Sequestration:
What'’s at Stake?

In 2014, Katrina McFarland, the U.S. Assistant Secretary of
Defense for Acquisition, declared that due to budget constraints
“the pivot is being looked at again, because candidly it cant
happen.”' The next day, MacFarland withdrew her statement,
but there are genuine concerns about U.S. ability to continue
strengthen commitments to Asia while managing other world-
wide crises as defense resources shrink. For example, despite
his many assurances to Asian allies about the rebalance policy,
Hagel warned in 2014 that, if the sequestration cuts continued
as planned, the military would become a “hollow force... not
capable of fulfilling assigned missions.”” Under current plans,
the United States will reduce its military budget by $487 bil-
lion in planned cuts over the next ten years on top of a potential
additional $500 billion in cuts mandated by sequestration.”® A
turther concern is that the U.S. military will have to reallocate
resources to carry out new missions in Iraq, Syria, Europe, and
other locations.?*

Another important aspect of the defense cut is the plan to re-
duce the overall size of the active duty U.S. Army to fewer than
450,000 soldiers, which would be its smallest size since before
WWIL? For Seoul, these reductions are of particular concern
because any major Korean contingency in the event of a North
Korean invasion or collapse would require a massive ground
force to stabilize the peninsula.”® For Japan and South East
Asian countries, the U.S. Navy presence is a major concern since
much of the disputed territory in the region is maritime. Even if
the Navy moves 60 percent of their fleet to the Pacific by 2020,
continuing current cuts may result in a smaller force. For exam-
ple, the 2015 Department of Defense budget reduced funding
for U.S. Navy shipbuilding from $17.9 billion to $14.4 billion.?’

The U.S. Air Force, which would be important in any conflict
in the Asia-Pacific, has suffered critical budget cuts relating
to its readiness, force structure, and modernization accounts.?
These defense cutbacks has led the head of U.S. Pacific Com-
mand, Adm. Locklear, to state that “The ability for the services
to provide the type of maritime coverage, the air coverage of
some of the key elements that we've historically needed in this
part of the world for crisis response, have not been available to
the level that I would consider acceptable risk [due to recent
budget cutbacks],” a response bound to leave U.S. allies uneasy
as tensions remain high in East Asia.? U.S. efforts to revitalize
the U.S. nuclear weapons establishment or develop new non-
nuclear technologies, such as through the Pentagon’s new Offset
Strategy, are also constrained by limited funding.

Rebalancing the Rebalance

It is normal for countries to decrease defense spending after
ending wars. In addition, in a period of American austerity, it is
beneficial for American allies to contribute more, especially rich
ones like South Korea and Japan. Yet, the United States must
remain the dominant security force in Asia, as its continued
presence as an offshore power is less likely to ignite a security
dilemma than, for example, a rapidly rearming Japan. Asia’s con-
tinued peace and prosperity requires a secure and stable environ-
ment, which only the United States is currently able to provide.
Sequestration under the Budget Control Act is a blunt tool that
reduces U.S. ability to plan strategically. Currently the United
States is at an impasse where the amount of funding requested
tor FY 2015 does not meet stated U.S. national security strategy
laid out in the 2014 Quadrennial Defense Review.** The Bipar-
tisan Budget Act in 2013 reduced the effects of sequestration
on defense spending for FY2014 and FY2015 by about $30 bil-
lion.*! Still, additional legislation is needed to prevent the cuts
from returning in full force in FY2016.

President Obama and the new Congress should make funding
the Strategic Rebalance a bipartisan priority. There is some hope
that greater clarity and cooperation between the Obama admin-
istration and Congress, the 2015 National Defense Authoriza-
tion Act included a new provision that requires the DOD to
submit an Asian strategy report to Congress.*> The Congress
should use this report as an opportunity to be more involved
with the Rebalance strategy because without their involvement
it cannot be funded adaquetly. The U.S. national interest and
a well-planned strategy should guide the “Asia Pivot,” not the
arbitrary and irrational dictates of the Budget Control Act of
2011.

*The authors would like to thank Paul Bleakley and William Karpie
for providing research assistance for this text, as well as FSR Editors
Travis Wheeler and Andrew Koch for their further input.
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Sanctions
&
Economic Mismanagement

Interpreting the Iranian Currency Crisis, 2010-2012

BY Jessica Knight

Introduction

In October 2012, the Iranian rial earned the unwelcome dis-
tinction of the world’s least valued currency. It had lost more
than 80% of its open market value in the previous two years,
crashing from 9,800 to 37,000 rials (IRR) per U.S. dollar (USD).
As the rial lost value, demand for more reliable hard currencies
surged until it far exceeded the Central Bank of Iran’s (CBI) of-
ficial supply. The widening spread between the official and black
market rates reinforced loss of public confidence in the rial and
perpetuated the cycle of devaluation.

Many western analysts, taking their cue from U.S. officials,
claimed this devaluation proved the efficacy of international
sanctions.” The Bloomberg editorial board heralded the rial’s
“death spiral”as “the first clear sign that we’re on a path to victo-
ry.”? The Cato Institute proclaimed the arrival of hyperinflation
and projected the rate to double every 38 days.* Forbes termed
this imminent hyperinflation “a weapon of mass destruction’
and likened Iran to Zimbabwe and Weimar Germany.* Such
reputable outlets as CNN, the Boston Globe, BBC News, the
New York Times, and the Wall Street Journal offered variations
on the same theme: because of sanctions, Iran wavered on the
brink of financial collapse.’®

These analysts badly misjudged the currency crisis. Two years
later, the rial has stabilized, albeit at a devalued rate. Inflation has
dropped 50% in the last year, and the economy has pulled out of
recession, with estimates of economic growth between 2.9% and
4.6%.° Iran may be feeling the pain of sanctions, but it has not
collapsed into the hyperinflationary death spiral that so many
analysts confidently predicted. Their errors derived from super-
ficial analysis, classic confirmation bias, and a misunderstanding
of the dynamics of the Iranian foreign exchange market.

In reality, the complex interplay of several related factors
prompted the crisis: economic mismanagement under Presi-
dent Mahmoud Ahmadinejad, public loss of confidence in the

rial, and the impact of the 2012 sanctions on inflationary ex-

pectations. Furthermore, because of the particular relationship
between Iranian state structures and its isolated economy, the
impact of the currency crisis was restricted to a very small seg-
ment of the economy. This allowed the government to resurrect
its multiple exchange rate system to subsidize essential goods.

Despite drastic reactive measures, the government quickly stabi-
lized the rial and adapted the new situation to its advantage. Iran
does not seem to have been at any immediate risk of financial
collapse. In fact, the ruling elite has strengthened its economic
and political positions as a result of the devaluation.

Historical Development
of the Currency Crisis

'The rial’'s abrupt depreciation from 2010-2012 overshadowed
a long history of currency decline. In 1980, the nascent Is-
lamic Republic plunged into economic travail during its ruin-
ous eight-year war against Saddam Hussein. Military imports
and capital flight propelled high demand for foreign exchange,
despite a wartime drop in dollar-denominated oil exports. In
response, the government instituted a system of multiple ex-
change rates and intense capital controls. By the end of the war,
Iran had twelve different IRR/USD exchange rates, all overval-
ued. This abstruse system stabilized the rial but, over time, led to
macroeconomic distortions, budget deficits, pressure on foreign
exchange reserves, and corruption.

'The postwar administration of Ali Akbar Hashemi Rafsanjani
(1989-1997) gradually reduced the number of exchange rates,
but unification carried high transition costs for the fragile econ-
omy. For example, in March 1993, Iran briefly eliminated all but
one official exchange rate that coexisted with a parallel open
market rate (legal, but outside the banking system). The official
rate was a managed float based on the open market; however, by
December, unexpectedly low global oil prices and expansion-
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ist fiscal policy rendered it unsustainable. Inflation skyrocketed
from 22.9% in 1993 to a high of 58.8% in 1995, and Iran subse-

quently reverted to multiple rates.”

Lasting exchange rate unification was not feasible until 2002,
under reformist president Mohammad Khatami (1997-2005).
The CBI adopted a managed float at IRR 7,900 per USD 1.This
reflected the rial’s steady depreciation since the revolution: be-
tween 1978 and 2001, the official rate fell from IRR 70 to IRR
1,750 per USD 1, while the open market rate dropped more
drastically from IRR 100 to IRR 7,920.®

'The CBI could maintain this managed float at relatively low cost
because it controlled the flow of dollars into Iran. The rial was
not fully convertible: it held no value on global exchange mar-
kets, and it was used almost exclusively inside Iran. Crude oil ex-
ports were the primary mechanism by which dollars entered the
Iranian economy. The petroleum industry is state-owned and
operated, with the CBI acting as a clearinghouse for almost all
transactions. As a result, the CBI controlled the domestic sup-
ply of dollars and effectively manipulated it to prop up the rial.

Traditionally only individuals and import companies that dealt
in “essential goods” or had government connections (often these

were the same entities) could readily access large sums of dol-
lars. A thriving black market for dollars emerged in the Tehran
bazaar to handle excess demand. Black market demand derived
primarily from other private sector entities and anyone wishing
to travel or pay tuition abroad — not nearly enough to exert sig-
nificant pressure on the rial. As long as the spread between the
official and black market rates remained negligible, the govern-
ment tolerated unofficial currency trading in the bazaar.

However, the turn of the decade saw rising volatility in Iranian
currency markets. September 2010 marked the first time since
the 2002 currency reform that the black market rate dipped
markedly below the official rate. Between September 2010 and
October 2012, the low point of the crisis, the Iranian rial lost
almost 80% of its open market value, falling from around

IRR 9,800 to IRR 37,000 per USD 1 (see Figure 1).

In late September 2012, the CBI abandoned the managed float
and resurrected a version of the old postwar multiple exchange
rate system. The CBI categorized goods by relative economic
importance and assigned different exchange rates to each cat-

cgory:

1. Official (Reference) Rate: a peg against the dollar at IRR

Figure 1: Sourced from Author calculations and various open source reports.
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Bazar-e Bozorg, Isfahan, October 2007. The herringbone bond of the ma-
sonry domes gives the structure an almost woven quality. This is in the
northernmost, poorer part of the long bazaar. The bazaar consists of several
covered streets, the longest of which connects imam square with the friday
mosque 1%2 winding kilometers away (seier+seier, Flickr.com).

12,260 per USD 1.'The most privileged rate applied only to es-

sential goods, such as food and medicine.

2. Exchange Center (Non-Reference) Rate: purportedly a man-
aged float against the dollar, set daily by the CBI at 2% below
open market.” It was used to import other priority goods, such
as livestock, metals, and minerals.™

3. Open Market (Black Market) Rate: free float against the dol-

lar.

Causes of the Crisis

At the height of the crisis in early October 2012, President Mah-
moud Ahmadinejad blamed sanctions for the chaotic currency
markets. “Are these currency fluctuations because of [domestic]
economic problems?” he asked reporters in Tehran. “The answer
is no. Is this because of government policies? Never. . . it’s due to
psychological pressure. It’s a psychological battle.”! U.S. officials
gladly accepted the blame. A U.S. State Department spokesman
claimed that month: “[The rial’s devaluation] speaks to the un-
relenting and increasingly successful international pressure that
we are all bringing to bear on the Iranian economy.”?

'This expedient causal line from sanctions to currency collapse
does not stand up to scrutiny. No single factor caused the cur-
rency crisis. Rather, it was the interplay of three related factors:
economic mismanagement; loss of public confidence in the rial;
and the indirect impact of sanctions on inflationary expecta-
tions.

Economic Mismanagement

When Ahmadinejad ran for president in 2005 and 2009, he
promised a welfare-oriented economic plan that included an
overvalued rial, expansionist fiscal policy, and low interest rates.
In essence, his philosophy was to focus Iran’s considerable oil
revenue on the poor. But these policies reflected his populist
agenda rather than sound economic principles. Ahmadinejad
brazenly disdains economics; he has stated publicly, “I pray to
God I never know about economics,” and claimed to take eco-
nomic policy advice from his local butcher.’® His fiscal profli-
gacy directly undermined the Iranian economy.

Iran experienced record inflation from 2005 to 2012. Official
reports comparing food prices show year-on-year increases of
42% for dairy products, 47.5% for red meat, 29% for rice, and
92% for vegetables from 2011-2012." The owner of a chicken

shop in southern Tehran recounted this price volatility:

Yesterday, I had some orders from some regular customers. So I sold
them chickens for 50,000 rials each, but when I went to buy the
chickens today, the price had spiked 5,000 rials overnight. I had to
pay 55,000 rials for each chicken, so I lost some money. It would be
fine if this was a one-time thing, but it keeps happening. The prices,
they've fluctuated so much the last couple of months.”>
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Iran’s inflation stands out even more starkly when compared
with the economies of its major trading partners, which only
saw year-on-year increases of 2-4%. These inflation differentials
alone indicate that the rial should have lost nearly 90% of its val-
ue between 2005 and 2011.% Instead, the government contin-
ued its practice of overvaluing the rial to benefit importers and

symbolize strength against the West. This defied not only eco-
nomic prudence but also the explicit terms of Iran’s Fourth
Economic Development Plan (2005-2010), which mandated

exchange rate adjustments to account for foreign inflation.”

Ahmadinejad exacerbated the problem by holding nominal
interest rates artificially low — well below the rate of inflation.
In 2008 Tahmasb Mazaheri, the second CBI governor under
Ahmadinejad, cautioned that this policy could spark hyperinfla-
tion, but Ahmadinejad dismissed his warnings.’® When the rial
began its steep descent in late 2010, interest rates were dan-
gerously low (around 13% annually on short term deposits). In
April 2011, the CBI inexplicably lowered rates even further (to
about 12%). Then-CBI Governor Mahmoud Bahmani prom-
ised the cut would “decrease the final prices of products and
control and manage imports,” over the furious protest of many
private banks."

Into this chaos, Ahmadinejad introduced several ill-conceived
populist programs. The massive Maskan-e Mehr (Goodwill
Housing) project was, in many ways, the signature program of
Ahmadinejad’s administration. Introduced in 2007, the Mehr
housing project targeted a severe shortage of housing for Iran’s
working class. Ahmadinejad provided free government land
to developers in order to build two million affordable housing
units. Eligible first-time homeowners who could not otherwise
access necessary credit were granted 99-year mortgages guaran-
teed by the state.

As a populist program, the Mehr housing project backfired.
Iranian banks had granted loans worth over IRR 100 trillion
(USD 10.2 billion) to first-time homeowners by January 2011,
and the government itself borrowed upwards of IRR 400 tril-
lion from the CBI to finance the program.”® Granting extended
lines of credit had the added effect of fueling inflation. As rising
prices made these ventures unprofitable for developers, many
were abandoned midconstruction, without access to clean water,
heating, and sewage. The government loans could only partially
cover the cost of a mortgage. Homeowners failed to make pay-
ments, and the government was left holding all the bad debt.”!

Subsidy reform, though prudent in concept, fell victim to flawed
implementation. The Targeted Subsidies Reform Act, passed in
March 2010, phased out Iran’s extensive system of indirect sub-
sidies on energy and other basic goods. The high cost of these
subsidies had become unsustainable, estimated at 25% of total
GDP in 2009 (USD 335 billion).?? Ahmadinejad decided to
compensate the population for soaring post-reform prices with
monthly direct cash transfers of IRR 455,000, which totaled
nearly USD 2.7 billion per month.?

'The Majlis (Iranian parliament) proposed using half the revenue
from subsidy cuts for these compensatory payments and half
to support domestic producers. Instead, Ahmadinejad dropped
the producer support and increased the cash transfers in a mis-
guided attempt to mitigate political backlash. The abrupt switch
to non-subsidized prices, combined with excess liquidity from
the cash transfers, skyrocketed inflation to 30-45%.%

Beyond inflation, expansionist programs like these cash transfers
and the Mehr housing program also drove up the budget deficit.
The cost of the cash transfers far outstripped any government
savings from subsidy reform. During Iranian year 1391 alone
(March 2012 — March 2013), the government saved IRR 280
trillion but paid out IRR 420 trillion in these transfers.” This
shortfall had to be financed out of the general budget. Accord-
ing to Minister of Economy Ali Tayeb-Nia, Iran had accrued a
budget deficit of IRR 160 trillion by February 2012. Govern-
ment expenditures in the preceding year exceeded revenue by a
staggering IRR 96 trillion, which amounted to 45% of the total
budget.?

'The government turned to a number of questionable sources to
fill this gap: funds previously allocated to other uses, holdings of
the Oil Development Fund and National Development Fund,
and CBI loans. The CBI provided the necessary rials for these
loans by selling foreign exchange on the black market. This ar-
bitrage provided greater numbers of rials for increasingly fewer
petrodollars. According to Ahmad Tavakkoli, Majlis representa-
tive from Tehran and head of the Majlis Research Center, the
administration had earned IRR 110 billion in this way by Sep-
tember 2012.%

Arbitrage on a government scale has precedent in Iran. The
CBI admitted to selling hard currency on the black market in
the early 1990s under similar circumstances: multiple exchange
rates, high inflation, and a mounting deficit. That likely accounts
for the unexplained increase in the share of “other revenue” in
the annual budget from an average of 14% during the years pre-
ceding and during the Iran-Iraq War (1978-1988) to an average
of 36.2% in the four years after the war ended (1989-1992).%8
But debt monetization is shortsighted, especially in times of fis-
cal turmoil. It increases the money supply and perpetuates the
cycle of devaluation.?

Loss of Confidence

The cumulative result was a loss of public confidence in the rial.
As rial accounts paid interest far below inflation, Iranians rushed
to move their savings into non-rial assets, such as gold, foreign
exchange, and real estate. Public anxiety steadily weakened the
rial, so that the new round of sanctions in 2012 fell on a vul-
nerable environment of high inflationary expectations and low
confidence in the currency.

Government mishandling of the crisis only confirmed fears and
turther eroded confidence, especially after the low point in 2012.
The CBI’s initial response was characterized by empty promises,
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insufficient action, and coercion. For example, the CBI expected
the new Exchange Center not only to provide a mid-tier rate
for essential goods, but to stabilize the open market rate as well.
It had the opposite effect. The rial lost nearly 40% of its value in
the three months preceding the opening of the Exchange Cen-
ter; it lost that much again in the week after.

To a wary public, the creation of the Exchange Center con-
firmed that the CBI lacked sufficient hard currency reserves to
meet rising demand. Suspicion trumped the CBI’s promise to
sell 14.5% of oil export proceeds and 20% of its sovereign wealth
fund at the Exchange Center.’! Further, the Exchange Center
rate was fixed at 2% below the open market rate. With this
privileged second tier now linked to the free-falling market rate,
importers of affected goods anticipated future price increases.*

The government soon turned to more heavy-handed tactics.
In early January 2012, all nonofficial currency trading was
banned.*® Iranian security forces shut down the Tehran bazaar
multiple times over the next several months. Currency specu-
lators were arrested for trading dollars at less than the official
rate, accused of “acting in line with the nation’s enemies,” and
threatened with execution.** SMS text messages with the words
“dollar” in English or Farsi or “foreign currency” in Farsi were
censored.*® By September 2012, the CBI had stopped reporting
the value of the rial and forced the handful of private Iranian
currency-tracking websites to do the same.* Far from calming
the markets, however, coercion and censorship further under-
mined public confidence by suggesting the government had
something to hide.

Contradictory and confusing statements by Iranian officials
compounded the sense of uncertainty. On the same day that Ali
Larijani, speaker of the Majlis, said foreign exchange reserves
were low, his deputy, Mohammad Reza Bahonar, claimed that
reserves were more than sufficient to support the rial.¥” Mehdi
Ghazanfari, the Minister of Industry, Mines, and Commerce,
blamed “non-economic perpetrators” for the currency fluctua-
tions and publicly called for the intervention of Iranian secu-
rity forces.*® Ahmadinejad himself bizarrely hinted at currency
sabotage by a cabal of 22 unnamed internal enemies.*

International Sanctions

'Thus, by 2010 Iran had a grossly overvalued rial and expand-
ing domestic liquidity, thanks to years of economic mismanage-
ment. The Iranian people were rapidly losing confidence in their
currency. The rial was vulnerable, and international sanctions
provided the catalyst for swift devaluation. The first sharp drop,
when the rial declined 20% against the dollar in one week in
September 2010, coincided with news that banks in the United
Arab Emirates had stopped processing financial transfers to
Iran.®® Then, three major sanctions-related events occurred in

the first half of 2012:

1.In January, the United States intensified sanctions against the
Iranian banking sector, targeting the CBI and all financial insti-

tutions that transacted with it.*! This impeded the export of oil,
because foreign importers usually dealt directly with the CBL.*#

2. Also in January, the European Union (EU) announced new
sanctions that prohibited the import of Iranian oil and insur-
ance of Iranian tankers. This prevented the purchase and trans-
port of Iranian crude by Asian oil refiners (e.g. in South Ko-
rea, Singapore, Turkey), which were otherwise willing to defy
sanctions.® Shipments could continue only if importing gov-
ernments offered sovereign insurance guarantees, as China and
Japan proceeded to do, or if Iranian exporters used their own
tankers and insurance. However, neither of those workarounds
could handle the volume of previous oil sales, especially since a
number of Iran’s largest tankers already were in use as floating
storage units.*

3. In March, Belgium-based financial clearinghouse SWIFT
stopped service to Iranian banks, including the CBI.* SWIFT,
the world’s largest interbank electronic payment system, plays a
crucial role in efficient international trade. In 2010 alone, Ira-
nian banks had used SWIFT to make more than two million
cross-border payments, most of which were remittances of pay-
ment for oil and other exports.* Iran’s exclusion from SWIFT
was an unprecedented blow to its ability to conduct interna-
tional trade, and it imposed large additional transaction costs.

The effect of sanctions on inflationary expectations is undeni-
able. Iranians scrambled to sell their rials; in an environment
of rapidly fluctuating prices and general economic uncertainty,
even ordinary Iranians read further sanctions as a danger to their
currency. But those same sanctions, imposed on a well-managed
Iran, would not have had such a devastating effect. Iran could
have worked much earlier to curb inflation by raising interest
rates and exercising fiscal restraint. Leaders could have har-
nessed the benefits of subsidy reform. Recognizing the dangers
in an overvalued rial, they could have prepared for an orderly
realignment of the exchange rate. Any of these measures would
have mitigated the impact of sanctions on the currency in 2012.

Absent sanctions, the rial would not have fallen as far or as fast.
But the underlying vulnerabilities took root in decades of ill-
conceived economic policy and Ahmadinejad’s blinding popu-
list agenda.

Severity of the Crisis

Most contemporary analysis not only attributed far more to the
potency of sanctions than was warranted but also wrongly pre-
dicted total financial devastation. Iran certainly experienced a
major currency devaluation starting in 2010, and the govern-
ment was forced to adopt drastic reactive measures. But the
economy was not in imminent danger of collapse.

Part of the fallacy derived from faulty historical comparisons.
'The Iranian experience in 2010-2012 differed from the dramatic

devaluations that preceded financial crises across Asia in the late
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1990s or in Argentina in 2001. In Thailand, for example, devalu-
ation of the baht affected all prices because foreign trade and in-
vestment played a significant role in the economy and all foreign
exchange traded at the same rate. Compounding the problem
foreign debt repayments. Western countries had invested heav-
ily in Asia through the 1990s. As a result, Thailand amassed sub-
stantial dollar-denominated debt, which it was forced to repay
using the free-falling local currency. This led to default and
plunged Thailand into deep economic crisis.

In contrast, a devalued rial impacted a relatively small sector be-
cause of the isolation of the Iranian economy. Ahmadinejad ad-
dressed this phenomenon in a 2012 speech: “Everyone is aware
that foreign trade and commerce don’t have a very high share
in the Iranian economy. . .the number of U.S. dollars being ex-
changed in our country is not that big.”*” Crucially, the govern-
ment already controlled almost all foreign exchange through the
state-owned petroleum industry. The CBI did not need to print
or buy foreign exchange at crippling cost to finance its expenses.
It simply could sell part of its dollar holdings at a much lower
rate, as it did through the multiple exchange rate system.

Most Iranians lived well below the median income level and
could only afford to buy essential goods (e.g. food, fuel, medi-
cine) using rials. Under the multiple rate system, these goods
were imported at the official rate — that is, implicitly subsidized.
In this way, most Iranians were protected from the full deleteri-
ous effects of the crisis. Hardship was concentrated in Iran’s up-
per-middle class, composed of people working in the marginal-
ized private sector who had built up savings and could aftord to
travel or educate their children abroad. These nonessential goods
and activities felt the full effect of devaluation because they were
relegated to the open market — that is, implicitly taxed.

Furthermore, Thailand in 1997 had essentially zero foreign ex-
change reserves to defend the baht. It was forced to shift abrupt-
ly from a fixed rate to a free float against the dollar, triggering
a drastic fall in the baht’s value. Iran, on the other hand, held
extensive reserves to defend the official rate until the situation
stabilized.*® Iran earned around 47% of its total oil income of
the last 103 years between 2005-2012 and, according to official
figures, pulled in USD 166 billion in 2011 alone.* Even with a
healthy skepticism of self-reported economic data, the Interna-
tional Monetary Fund estimated that Iran had over USD 100

billion in foreign exchange reserves in 2012.

Far from heralding financial collapse, the currency devaluation
ushered in a new era of government control of the economy. The
government tightened its grip on prices and foreign exchange
supply through the multiple rate system. Ruling elements, es-
pecially in Ahmadinejad’s inner circle and the Islamic Revolu-
tionary Guards Corps (IRGC), enriched themselves. Arbitrage
between the official and open market exchange rates earned vast
sums for individuals, as well as banks and government entities.

For example, the IRGC used its access to privileged currency
rates to purchase high-demand nonessential goods at a dis-

count, which it smuggled into Iran and resold for a significant
profit. The IRGC manages security along borders, at interna-
tional airports (e.g. Imam Khomeini) and seaports (e.g. Qeshm
and Kish), which grant control over major trade centers. It also
operates so-called “invisible jetties” along the Persian Gulf and
Indian Ocean coastlines to facilitate the import and export of

smuggled goods.™

By design, the shift to multiple exchange rates in September
2012 drastically increased the cost of nonessential imports, in-
cluding cars. The resulting scarcity fueled black market demand,
driving up potential profits for smugglers. For this reason, the
number of luxury cars imported in Mehr 1391 (22 September
— 21 October 2012) skyrocketed almost 2000%, from 200 to
3,900.°! The average price of each car sold that month rose 60%,
from USD 21-23,000 to USD 35,000.°2

To maximize profits, smugglers illegally purchased the cars at
the official rate, using subsidized dollars earmarked for essential
goods. The scale of this corruption is astounding. Iranian im-
porters had misused around IRR 117 billion in this way as early
as 4 November 2012 — less than two months after the introduc-
tion of the multiple exchange rate system.*> According to Nader
Ghazipour, a Majlis representative from Urumiyeh and member
of an investigatory committee, the list of companies and officials
involved was several pages long and implicated “high-ranking
government officials” from the Ahmadinejad administration and

Bazar-e Bozorg, Isfahan, October 2007. This vendor continues to man his
stall late into the night selling everything from textiles to fruit (seier+seier,
Flickr.com).
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several “quasi-governmental” companies — most likely IRGC-
owned.’*

Furthermore, the subsidized dollars used to purchase these cars
appear to have been designated for medical imports. Through
2011-2012, Iran experienced a shortage of critical medical sup-
plies, including both drugs and equipment. The official regime
line was to blame the shortages and resulting hardships on sanc-
tions.” However, in August 2013, CBI governor Mahmoud
Bahmani confirmed that unnamed organizations “received cur-
rency at the [reference] rate for importing 83 ships loaded with
medicine and essential goods, but only eight of them were load-
ed with medicine and essential goods. The other 75 contained
luxury items [i.e. cars].”®

In other words, not only had corrupt actors seized the chance
to smuggle high-demand expensive cars at the official rate, but
their actions contributed to the scarcity of medicine and other
essential goods needed for a desperate population. This is just
one way the IRGC and others exploited the currency system
to tighten their economic grip and generate enormous personal
and institutional profits.

Such centralized economic control further translated to en-
hanced political power. Corrupt and questionable practices —
such as arbitrage in exchange markets to fund budget deficits
— helped the Ahmadinejad administration avoid catastrophic
financial problems and even mitigate some of the pressure of
sanctions. Profits from these schemes helped offset revenue loss-
es from sanctions on the petroleum industry. The middle class,
weakened economically and politically by the crisis, would be
even less able to protest the regime than during the brief Green
Movement of 2009. Wealth begets influence, especially in a
corrupt, opaque political system; thus, the IRGC in particular
shored up its position against domestic challengers, such as cur-
rent President Hassan Rouhani.

Conclusion

'The rial depreciated significantly in the open market between
2010 and 2012, culminating in an abrupt drop to an all-time
low of IRR 37,000 per USD 1. To many Western observers,
this indicated that sanctions had caused a full-blown financial
crisis and foretold economic collapse. This myth held a powerful
appeal for those opposed to Iran’s nuclear ambitions. It offered
irresistible hope that Iran would soon be forced, out of sheer
desperation, back to the negotiating table.

The true story was more complex and much less auspicious.
Since the 2002 currency unification, a succession of Iranian
administrations had deliberately overvalued the rial. Under
Ahmadinejad, this combined with a number of other populist
policies to severely weaken the economy and stoke massive in-
flation. Iranians rapidly lost confidence in their currency and
began to move their wealth into non-rial safe havens, further
driving down its value. The announcement of additional trade

and banking sanctions triggered a precipitous currency devalu-
ation in the open market. While the value of the rial would not
have fallen so suddenly absent sanctions, it is not accurate to
consider sanctions the cause of the plunge. As an Iranian eco-
nomics professor put it, “I do not deny the effect of sanctions,
but the weight of mismanagement is heavier.”””

Because of the particular relationship between Iranian state
structures and its isolated economy, the impact of the currency
crisis was restricted to a very small segment of the economy. The
government resurrected its postwar system of multiple exchange
rates to subsidize essential goods. As a result, the brunt of the
devaluation was felt only by those fortunate enough to want to
conduct business outside Iran or send their children to school
abroad. Government actors may have had to scramble in the ini-
tial aftermath of the currency drop, but they quickly stabilized
the rial and adapted the new situation to their personal gain.

For many Iranians, the election of Hassan Rouhani as presi-
dent in June 2013 represented hope of escape from this down-
ward economic spiral. Rouhani presented himself as a rational
leader, whose government of “hope and prudence” would take
the necessary steps to restore stability. His early policies sought
to combat Ahmadinejad’s legacy of corruption, economic mis-
management, and abrasive foreign policy — but this is easier said
than done. Even if Rouhani develops sound economic plans
for reform, he will face significant political challenges to their
implementation. Powerful domestic actors, including the IRGC
and some of his own ministers, have both financial and political
interests in opposing broad reform.

Rouhani’s standing in the government is increasingly tenuous,
as he fields criticism from both conservatives and frustrated re-
formers. Supreme Leader Ali Khamenei is giving him space to
explore the potential for sanctions relief through negotiations
and, so far, has reigned in the challenges from the right. Yet
Khamenei’s support for the president is neither unreserved nor
guaranteed to continue indefinitely.”® By permitting the negoti-
ations but voicing pessimism about their efficacy, Khamenei has
carefully positioned himself to claim credit (in case of success)
or to abandon Rouhani to his fate (in case of failure). In many
ways, Rouhani has staked his presidency on the success of these
negotiations in propping up the economy.

The prospects for lasting reform in the currency markets are
bleak. In a lecture last March, economist Mohsen Renani of
the University of Isfahan argued that the Iranian economy has
reached “a point of singularity,” brought about by more than for-
ty years of continued double-digit inflation, weak growth, high
unemployment, and an atmosphere of extreme uncertainty.”
Unless the Rouhani administration can transcend severe politi-
cal pressure and develop wise, conservative economic policies,
Iran might face yet another perilous crisis.
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Embattled Superpowers

BY Dr. John H. Maurer

On the eve of the Second World War, the noted journalist
John Gunther could still maintain that: “Great Britain, as every-
one knows, is the greatest Asiatic power.” The British Empire
in Asia controlled a vast territory and large population, sweep-
ing in a great arc from New Zealand and Australia in the South
Pacific, to Southeast Asia and South China, and on to India and
the Middle East. Britain stood as a superpower with economic
interests and security commitments stretching around the globe,
much as the United States stands today.

"That position of leadership, however, was endangered. The emer-
gence of major new industrial great powers was transforming
the international landscape. These challengers, as they convert-
ed their growing economic strength into military power, con-
fronted Britain’s leaders with uncomfortable strategic choices.
In Asia, one of those rising challengers, imperial Japan, posed a
dangerous threat to Britains standing as a world power after it
embarked on a policy of expansion.

We know the outcome of Japan’s challenge: war and the cata-
strophic breakdown of Britain’s standing in Asia. The collapse of
British power was in part brought about by dynamic changes in
technology and the lethality of modern weaponry, particularly
the advent of naval aviation, which shifted the naval balance
in Japan’s favor. On the eve of war, Britain sought to deter Ja-
pan by forming a naval force in the Pacific, known to history as
Force Z, consisting of the battleship Prince of Wales and battle
cruiser Repulse. Even as Force Z steamed eastward, the Admi-
ralty could spare none of its aircraft carriers, to protect it from
air attack. Nor did the Royal Air Force have enough modern
aircraft based in the Far East to offer adequate protection for
Force Z. Britain’s inability to control the skies meant the Royal
Navy could not command the seas, and this permitted the Japa-
nese to land ground forces in Malaya and seize Singapore, the
strategic pivot of British defenses in Asia. Not since Yorktown
had Britain suffered such a crushing setback. The world’s leading
naval power had been bested by a challenger that exploited in-
novations in technology and doctrine to gain a marked qualita-
tive edge in fighting power.

As far back as the 1920s, British decision makers and naval
planners had foreseen the dangers posed by an expansionist Ja-
pan to Britain’s strategic position in Asia. British analysts and
commentators took note of Japan’s industrial development, with
exports employing a growing number of workers. Since the
home islands were poor in natural resources, Japans industrial
growth generated an increasing demand for imports of raw ma-

terials. British naval planners feared that this increased demand
would, in turn, lead Japan to seek direct control over sources of
supply by expansion in Asia.? The British Admiralty maintained
that “the need of outlets for the population and for increased
commerce and markets, especially new sources of self-supply,
will probably be among the most compelling reasons for Japan
to push a policy of penetration, expansion and aggression.”

One astute British naval officer observed a struggle between a
“section of the [Japanese] ruling classes” who favored coopera-
tion with the West and the “military party, who have hitherto
dominated Japan’s policy, [and] do not take kindly to these new
ideas which, as a very minimum, presuppose the subordination
of armies and navies to civilian direction.” Britain feared that a
group of militarists, intent on exploiting nationalist sentiments,
could emerge the winners in Japan’s internal power struggle. To
prepare for this conflict, the Admiralty sought to recapitalize the
naval force, and develop the logistical infrastructure to forward

deploy a powerful fleet to the Pacific.

Plans to complete a strategic pivot to Asia as a hedge against an
aggressive Japan confronted harsh economic realities in Britain,
however. Britain suffered from sluggish economic performance
throughout the interwar period: unemployment remained stub-
bornly high with older, staple industries no longer as competi-
tive on world markets. In Asian markets, Japan posed a formida-

The fast attack submarine USS Tucson (SSN 770), the guided-missile cruis-
ers USS Lake Erie (CG 70) and USS Port Royal (CG 73), the guided-missile
destroyers USS Chung-Hoon (DDG 93), USS Russell (DDG 59), USS Chafee
(DDG 90) and the Military Sealift Command fleet replenishment oiler USNS
Yukon (T-AO 202) transit in waters surrounding the island of Oahu during
the Koa Kai 11-2 naval exercise (MC2 Mark Logico, U.S. Navy)
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ble trading competitor to Britain. With an overvalued currency,
a heavy debt burden, and growing entitlement costs, Britain’s
international competitive position weakened. The press baron
Lord Rothermere complained: “It really looks [as if ] every eco-
nomic thing in England is going wrong. We are ... quite unsuit-
ed to the era of intensive competition which is now setting in.™

Confronted by straitened economic circumstances, Britain’s
political leaders opted to run risks in the strategic arena rather
than rearm and jeopardize the economy’s prospects. Successive
British governments during the 1920s and early 1930s curtailed
the spending requests put forward by the Royal Navy for war-
ship construction, operational readiness, and base development
to protect Britain’s interests in Asia. In naval aviation, a key ele-
ment in determining command at sea, Britain was also falling
behind its rivals Japan and the United States. As a consequence,
by the 1920s Britain had become a “frugal superpower” and
could ill afford an arms race against a rising great power com-
petitor.®

Could a reversal of fortune of this magnitude—the world’s lead-
ing naval power being soundly defeated by a rising challenger—
happen again? The sad answer, of course, is that it most cer-
tainly could. Britain’s strategic predicament—as “the embattled
superpower’—offers insight into the strategic challenges that
currently face the United States. The end of Britain’s standing
as a superpower conjures up a frightening scenario of how a
post-American world might come about: not through a gradual,
managed, “elegant decline,” but through sudden defeat at sea.®

What might Americans of today learn from studying the col-
lapse of an earlier superpower? Let me put forward just two
sobering thoughts.

US President Barack Obama during a bilateral meeting with Chinese Presi-
dent Xi Jinping at the US Ambassador’s Residence in Amsterdam, Nether-
lands, Monday, March 24, 2014. Obama was in the Netherlands for the
Nuclear Security Summit in The Hague, which formed the backdrop for an
emergency meeting of Group of Seven leaders on Russia’s annexation of
Crimea (Pablo Martinez Monsivais, AP Photo).

First, the United States must reverse its policy course and in-
crease its defense budget. Current trends provide cause for wor-
ry, and unless the U.S. Navy can find a way to produce more
force for less money, its capability to meet new threats in the

Pacific will decline. The Obama administration’s budget propos-
‘ For American leaders
and academics to think
they can “manage” China’s
aspirations and actions might
well be the great illusion of the
twenty-first century.”

als would see defense spending drop to three percent of gross
domestic product (GDP) by 2016. That measure of defense ef-
fort would continue to decline and is projected to drop to 2.3
percent of GDP by 2023.” Britain’s melancholy example un-
derscores for American decision-makers that large defense cuts
may undermine the stability of the regional order if a challenger
is ready to take advantage.

Of particular concern, China’s rising military effort calls into
question the strategic wisdom of further cuts to spending. De-
fense reductions by the United States—when coupled with
China’s growing capabilities—portend a rapid and unwelcome
shift in the international strategic landscape. To guide renewed
defense efforts, Americans must first forge a consensus on an
overall grand strategy. The United States needs to recapitalize its
forces by undertaking programs for nuclear modernization, and
to stay ahead of challengers in the aerospace, cyber, and mari-
time commons.

Second, a policy of seeking to accommodate the ambitions of
rising challengers is fraught with difficulties and dangers. Britain
faced four serious great power challengers in the early twentieth
century: Germany, Japan, Russia (Czarist and Soviet), and the
United States. Britain’s attempts to appease these rising powers
proved unsuccessful. The result was war, and the British world
order being supplanted by one put in place by the strongest chal-
lenger, the United States. Despite the economic benefits these
challengers enjoyed under the existing international order, their
leaders were dissatisfied with Britain’s leadership of that system.
And, with increasing wealth at their disposal, the authoritarian
rulers of Germany, Japan, and Russia armed their nations and
adopted offensive strategies to pursue dreams of conquest.

American decision makers need to take seriously the demands
of challengers that seek to change the existing global order
through arms buildups and assertive behavior. Henry Kissinger,
for one, hopes that the leaders of China and the United States
can forestall a contest for mastery in Asia by sustained diplo-
matic engagement. Still, he fears how events might unfold if the
“triumphalists’—ardent nationalists within China who seek to
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The aircraft carrier USS Ronald Reagan (CVN 76) is underway on March 18, 2011 off the coast of Japan conducting humanitarian assistance missions
suporting Operation Tomodachi (Naval Air Crewman 1st Class Jay Okonek, U.S. Navy).

reassert their country’s former position as the dominant power
in Asia—gain the upper hand in Beijing. As Kissinger warns,
resurgent nationalism in China would likely prompt a contain-
ment strategy from the United States in response, but “[s]Jooner
or later, one side or the other would miscalculate.” Whether
the United States can decisively influence the deliberations
among China’s rulers, policy advisors, and defense planners to
encourage restraint in their foreign policy objectives, remains to
be seen. For American leaders and academics to think they can
“manage” China’s aspirations and actions might well be the great
illusion of the twenty-first century.

“The views expressed in this article are the author’s alone.
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Privateers!

Their History and Future

BY Alexander Tabarrok / Alex Nowrasteh

The schooner Lynx, a modern interpretation of a ship which was built for privateering in the War of 1812 sails into Morro Bay, Califor-
nia. Itis used as an educational tool to teach people about the War of 1812 (Chuck Abbe).

Introduction

Government employment of private military firms is not a
new phenomenon. During the Age of Sail, naval powers issued
privateering licenses to shipowners, allowing and encouraging
them to raid enemy commerce and attack foreign navies during
times of war — a system that bears several similarities to modern
military contracting. But private enterprise did not go to war
in a legal vacuum. Privateering licenses were tightly regulated
and their holders overseen by courts, which coexisted with other
institutions that channeled private resources into war efforts at
low cost to the state. Drawing on the American experience, we
discuss the legal and economic structures of privateering, evalu-
ate its effectiveness, explain its fall into disuse, and then discuss

the recent return of private military forces and the prospects for
reviving institutions similar to those that regulated privateer-
ing.!

Historical and Legal Foundations

Privateering was governed by a substantial system of legislation
enforced through admiralty courts, prize courts, and bonds. In
the United States, this system is founded on Article 1, Section
8 of the U.S. Constitution which gives Congress the power to
“grant letters of marque and reprisal,” a power closely related to
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Congress’ preceding power: “to declare war.” Letters of marque
and reprisal, granted since the twelfth century, were designed to
transform the anarchy of retaliation into lawful methods of seek-
ing restitution. Sovereigns issued letters of marque and reprisal
to raid enemy ships during wartime or periods of heightened in-
ternational tensions. These special mechanisms allowed private
means to be dedicated to public wars. Privateering played a criti-
cal role in the American Revolution, with around 700 licensed
privateers active, compared to only about 100 ships in the of-
ficial U.S. Navy.? The apogee of American privateering, however,
was the War of 1812. On June 18, 1812, Congress declared war
on Great Britain and began to issue letters of marque and re-
prisal.* On June 26, 1812, Congress followed its declaration of
war with greater detail on how privateers would be regulated.*
In this, Congress and the president who subsequently added to
the regulations drew upon hundreds of years of legal traditions,
practices, and regulations.’

The private market’s response was swift. For example, the pri-
vateer Comet, owned by a group of wealthy Baltimore investors
who anticipated the war, was commissioned on June 29, just 11
days after the declaration of war. On July 12, the Comet cleared
Baltimore’s harbor along with several other privateers, capturing
its first prize on July 26, the 400-ton Henry.® In less than 30 days
a fleet of cruisers was launched from the coast of America ready
to harass and imperil the British commercial fleet throughout
the world.” The privateers’ entrepreneurial foresight and readi-
ness stands in sharp contrast to that of the U.S. Navy, which had
only eight seaworthy ships when the war began.®

Legal Institutions and Performace Bonds

In the era of the Comet, acquiring a privateer’s license, called a
commission, was the first step required by law in outfitting a
privateer. Without a commission and oversight by a court, the
privateer could not sell its prizes. A privateer’s license was rec-
ognized as valid by courts throughout the world. Unlike pirates,
who were punished as criminals outside the rule of law, priva-
teers lawfully interfered with enemy shipping and were treated
as opposing military forces under the law of nations. If a British
warship captured an American privateer, for example, its captain
and crew would be accorded the same rights as captured officers

and crew of the U.S. Navy.

When a privateer captured a valuable prize, it was manned with
a prize master and crew and instructed to set sail for the nearest
friendly port. From the moment a prize arrived, its new own-
ers were subject to rules regulating how they profited from the
ship and its holdings. The cargo and ship could not be legally
disturbed (no “breaking bulk”) until the privateer had proven in
a court of law that the vessel was owned by the enemy. To thus
“condemn” a vessel, the privateer relied on the captured ship’s
papers, and the court would question the prize’s captured offi-
cers, crew, and passengers. If the prize was found to be lawful, it
was sold in a court-ordered auction. Congress stipulated, how-
ever, that if a court found a capture to have been made without
just cause or otherwise unreasonably, it could order the owners

of the privateer to pay restitution to those harmed by the unlaw-
ful capture.’

'The courts were judicious toward enemy vessels and their own-
ers. A court declared the first two American prizes in the War
of 1812 to be invalid because their skippers had not yet had the
chance to learn of the state of war.!® American courts, operating
under U.S. law, were even established in foreign countries to ad-
judicate prize cases brought by privateers who took their prizes
to foreign ports. Benjamin Franklin sat as a judge in one such
court in Paris during the American Revolution."

Congress also required that privateers respect the persons, prop-
erty, and ships of neutral nations and legislated to incentivize
the proper treatment of neutrals.'? Privateers with crews of few-
er than 150 men were required to pay a performance bond—a
financial instrument whereby the purchaser forfeits the value if
he violates the rules of the agreement—of USD 5,000. Ships
with a larger crew paid USD 10,000. Each bond had to have at
least two responsible sureties who did not have a financial stake
in the privateer.” The performance bond ensured that privateers
would follow the rules laid down by Congress and the law of na-
tions or face a large financial penalty — the value of the bond. In
addition, the privateering ship itself was a form of collateral that
could be sold by the courts to pay an adverse judgment. A typical
privateer outfitted for around USD 25,000, not including wage
advances to the crew, and the potential loss of that investment
was a real deterrent against unlawful behavior."*

Ransoms

Capture followed by auction was not the only option available to
the privateer. If the crew was short and the prize was far from a
friendly port, the privateer could ransom the captured ship back
to its captain, who would agree on behalf of the prize’s owners to
pay the ransom at a later date. The privateer would then release
the prize and crew with papers that guaranteed the prize’s safety
if intercepted by another American privateer. Captain Boyle of
the Comet, for example, chose this option at least four times dur-
ing the War of 1812, agreeing to a USD 5,000 ransom in each

case.”

'The ransom took the form of a bond — a promise from the own-
ers of the ship to the privateer, with the captain of the merchant
ship as the surety.'® By themselves, promises seldom create ex-
pectations solid enough to support a well-established business
practice such as ransom. There existed three legal constructs that
helped a privateer recover a ransom in the event that the owners

refused to pay.

First, ransoms were contracts enforceable in courts. While un-
der British common law a promise made under duress was not
enforceable, the threat under which ransom bonds were agreed
was not personal but against the cargo and ship which the pri-
vateer had the legal right to sink.”” The privateer did not have
standing to sue a British owner of a merchant vessel in Britain’s
courts. However, the captain of the captured vessel, who was
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the surety for the ransom, could be sued and could in turn sue
the owner in British courts. If the surety’s suit was successful,
he would then use the judgment to compensate the American
owners of the ransom bond.

Second, the merchant’s assets outside of the enemy nation could
be legally seized through a process called repossession. When
a merchant’s vessels entered American or foreign ports, agents
of the privateer could initiate legal action to seize them. After
the British parliament made ransom promises unenforceable in
1782, thereby nullifying their status under common law, Brit-
ish merchants continued to pay ransoms because such promises
were enforceable in the courts of other nations. During the War
of 1812, the British government largely turned a blind eye to-
ward these payments.

'Third, the privateer often took a hostage, usually the captain of
the ship or another officer, who would be released only after the
ransom was paid. The hostage, in some instances, also served as
the surety for the ransom bond and could be released to initi-
ate legal action against the merchant ship’s owners. Because the
hostage was the surety, he owed the privateer for the value of
the ransom if the owners did not pay, thus aligning the incen-
tives of the privateer and hostage to seek redress in the courts.
Privateers and merchantmen negotiated the terms under which
such hostages were kept, extending even to how they would be
cared for.'$

For privateers, the reliability of ransom as a business option re-
duced the relative attractions of violence, mitigating the loss of
life and the destruction of property. Those same benefits also
accrued to enemy merchants, who easily preferred ransom costs
to the destruction of property. This logic is straightforward: it is
better to be taxed than to lose all of one’s property. Ransom also
benefited the government commissioning the privateers, as the
option allowed its mobile and adaptive fleet to stay at sea for
longer periods and harass ships closer to enemy shores. From
the perspective of the state there were disadvantages to the prac-
tice of ransom, however, the most significant being that enemy
ships and personnel were not removed from the war effort, but
merely taxed.

Parole

'This downside was equally evident in the legally defined practice
of parole, which was also available to privateers. When a priva-
teer captured a vessel of too low a commercial value to be worth
sending back to port as a prize, the privateer could let the crew
of the captured ship go free along with prisoners from previous
prizes. Such freedom, granted with restrictions on the behavior
of the released prisoners, was called a parole.

'The advantages of parole were many. It was expensive for a pri-
vateer to feed and guard large numbers of prisoners, which was
required by the law regulating privateers.'” The privateer’s ability
to take future prizes and the duration of its cruise were reduced
by the presence of prisoners. For enemy merchants, parole de-

creased the costs of being captured but still imposed a signifi-
cant burden. States, however, had to balance the greater freedom
afforded its privateers versus the fact that parole did not decrease
the supply of sailors available to the enemy.

Privateering Firms: Incentives and Organizations

A privateering firm earned revenues from ransoms and the sale
of prizes. Merchant ships converted to privateers typically paid
their crewmen fixed wages, as typical merchant sailors were paid,
but they also earned shares of any prizes they captured. Crew-
men on private men-of-war were paid exclusively in shares and
therefore only earned their keep if they successfully captured
prizes. Sailors in the Royal Navy and the U.S. Navy were not as

well-incentivized.

Typically the owners of the privateering venture would keep half
the shares, and the captain and crew would receive the other
half (excluding shares devoted to repairs and maintenance and
reserved for the captain to award crewmembers for especially
meritorious conduct). The Articles of Agreement for the pri-
vateer Comet were typical. When in 1812 the Comet captured a
British prize, the Hopewell, for example, Captain Boyle and his
crew owned 256.75 shares in total (plus 13.25 shares at the Cap-
tain’s disposal for rewards.) Boyle himself owned sixteen shares,
the 1st lieutenant nine, the Captain of Marines six, each able-
bodied seaman two and so forth down to the greenhands who
owned one share each.?’ The captain kept shares in reserve to be
awarded as bonuses; the first sailor to spot a prize and the first
to board a fighting prize, for example, received bonus shares.
Injured crewmen would also receive insurance payments, and
in the event of death, a crewman’s shares were bequeathable to
his heirs.?" Each crew member’s compensation was tied to the
privateer’s financial success.

Taxes, duties, and payments to auctioneers typically absorbed
half the value of a prize, but the crew of a privateer lucky enough
to bring in prizes could still profit handsomely. The Hopewell’s
capture paid an able-bodied crewman USD 210.78, or about
seven months’ worth of salary in alternative employment, while
Captain Boyle’s sixteen shares were worth USD 1,686.24, or
about USD 327,000 today.??> Of course, not all voyages were suc-
cessful. While privateering was a high-risk, high-reward profes-
sion for crew members, a privateering venture’s financial backers
could obtain consistent returns. The owners of the Comer re-
ceived an estimated USD 220,000, or at least USD 42,600,000
in today’s dollars, from the prizes, ransoms, and cargoes she cap-

tured during the War of 1812.

Evaluation and Decline

Privateers were a cost-effective and successful method of wag-
ing economic warfare through the War of 1812. Despite these
successes, privateering declined after the war and was banned
almost everywhere with the Declaration of Paris in 1856. Why

did such a successful and low-cost way of fighting a naval war
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decline?

'The state’s embrace of privateering was a response to its own fis-
cal limitations. Public navies were expensive, especially as they
had to be maintained in times of peace as well as in times of war,
and until the late nineteenth century tax systems tended to be
ineffectual and ineflicient. The funding base of the pre-Napole-

onic Royal Navy, the era’s preeminent naval force, is illustrative.

‘The first source of funding for Britain’s navy was a variety of
taxes earmarked for certain agencies and collected directly by
them. Since 1347, the tonnage and poundage—a customs duty
levied on merchant vessels docking in British ports—had been
collected by the Royal Navy directly to compensate it for convoy
protection duties.* If merchants could not trade in British ports,
the Royal Navy would be stripped of this important source of
revenue; this gave the Royal Navy an incentive to protect con-
voys and keep British ports open to trade.

'The second and largest source of funds for the Royal Navy was
debt. It issued bills of credit called Navy Bills when cash from
other sources was unavailable. Navy Bills were a recognized
short-term investment that bore interest after six months.”
Customs duties collected by the Royal Navy serviced these debt
obligations. Bondholders followed Navy actions with attentive-
ness to verify that the force efficiently administered and properly
prioritized convoy protection to guarantee the continual flow
of customs duties.® Although it was technically illegal for the
Royal Navy to issue bonds, Parliament tacitly approved of the
system because it did not want to fund the entire Navy budget.
'The Treasurer of the Navy was the only public accountant who
did not have to produce vouchers or open his books to Parlia-

ment.” As maintaining its credit rating was vital for the Navy to
sell bonds in the future, the fleet’s size tended to expand during
war as the Navy stretched itself to protect trade and customs
duties.

A third source of funding was tax revenue appropriated by Par-
liament. While Parliament frequently granted monies, paid off
Navy Bills, or assumed debts, large portions of Navy expendi-
tures were in practice self-financed. As a consequence, Parlia-
ment never completely controlled naval spending.

In the face of fiscal inefficiencies similar to those that plagued
Britain, governments everywhere relied on and welcomed the
low-cost transformation of merchant vessels into raiders. The
privateering system meant that there was always a ready stock
of war-fighting ships available that did not require maintenance
by the state.

In the United States, opposition to standing armies and navies
also motivated the use of privateers. The founders feared stand-
ing armies as a threat to liberty. At the constitutional convention,
for example, James Madison argued that “A standing military
force, with an overgrown Executive will not long be safe com-
panions to liberty. The means of defence against foreign danger
have been always the instruments of tyranny at home.”” For the
founders, the defense of the country was best left to citizens
who would take up arms in times of national peril, form militias,
overcome the peril, and then to return to their lives.” Explain-
ing why the United States would not sign the 1856 Treaty of
Paris, William Marcy, Secretary of State, said:

The United States consider powerful navies and large standing
armies as permanent establishments to be detrimental to national

The schooner Pride of Baltimore Il sails near Baltimore Harbor with the schooner Alcyone alongside (Bill McAllen).
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prosperity and dangerous to civil liberty. The expense of keeping them
up is burdensome to the people; they are in some degree a menace
to peace among nations. A large force ever ready to be devoted fto
the purposes of war is a temptation to rush into it. Ihe policy of the
United States has ever been, and never more than now, adverse to
such establishments, and they can never be brought fo acquiesce in
any change in International Law which may render it necessary for
them to maintain a powerful navy or large standing army in time

of peace.”’

The growing power of the state to collect tax revenue and af-
ford a permanent, large navy in Europe and the United States
meant that the cost-saving advantages of privateering became
relatively less attractive. Improvements in technology also made
privateering less effective. A few extra cannon and men could
convert a merchant vessel into a commissioned vessel capable of
capturing small prizes, should any cross her trading route. But as
military technology developed, substitution between private and
military use became more difficult. It was one thing to transform
an eighteenth century merchant vessel into a privateer and quite
another to build an attack submarine with private capital. The
ideological commitment in the United States against standing
armies and militarism also faded away.

Additionally, privateering had always been an imperfect system
from the state’s point of view. The misalignment of state and
privateer incentives created tensions which threatened the po-
tential for privateering to advance national interests. Ransoming
and parole benefited privateers and their captures, but it was not
always in the interests of their respective governments. A ran-
somed ship could carry cargo another day and paroled prisoners
and prisoner exchanges could release manpower to the enemy.
When governments could maintain their own navies, they de-
cided to remove the legal bases for those activities.

'The first steps toward outlawing privateering came in the form
of assaults on the legal underpinnings of the practice of ransom-
ing and parole. The British government outlawed ransoming as
early as 1782, for example, and was followed by the Americans
in 1813.% 'The British also began to deny the legitimacy of pa-
role by the end of the War of 1812.The U.S. Congress made pa-
role a comparatively less attractive option by raising the bounty
on captured enemy prisoners from USD 20 in 1812 to USD 25
in 1813 and USD 100 in 1814.% In March 1813, Congress also
offered a substitute for ransom: the U.S. government would pay
to any privateer who would “burn, sink or destroy” any armed
British vessel half the value of that vessel.** In this way, priva-
teers became more and more like government contractors and
were redirected toward the goal of committing maximum de-
struction against the enemy. Eventually, states decided to move
away from managing complicated incentives and toward direct
command of their own naval power.

'The state’s increasing ability to directly fund and staff navies also
created conflicts with privateering ventures as the two competed
to hire experienced sailors.** British privateers offered higher
wages and better working conditions than the Royal Navy, and

drew many of the best trained and most experienced seamen
toward privateering. In some instances, armed fights broke out
between Royal Navy personnel and privateers competing for
sailors.* This competition produced large and endemic person-
nel shortages for the Royal Navy. As a result of this shortage,
the Royal Navy relied on impressments, or the kidnapping of
experienced sailors and sometimes landsmen, to man its ships.
However, because the law exempted privateering crews from
impressment, this tactic exacerbated the Navy’s manpower
shortage by incentivizing experienced sailors to join privateer-
ing crews for a lower wage.** Once implemented, the outlawing
of privateering relieved the manpower shortage.

Present Status

The practice of contracting out government functions, such as
the manufacturing of uniforms and military equipment, to pri-
vate firms never disappeared completely and has grown in recent
years. For most of the fiscal quarters between 2007 and 2013 in
Afghanistan and most quarters from 2008 to 2011 in Iraq, for
example, the number of private contractors exceeded the De-
partment of Defense (DOD) workforce.”” Many contractors are
locals who offer noncombat services, including logistical sup-
port for U.S. troops. However, significant numbers have also
been involved in security operations. In March 2013, for ex-
ample, there were 108,000 DOD contractors in Afghanistan, of
which 18,000 were private security contractors, which compares
with 65,700 U.S. troops in the country that month.*

'The modern U.S. government has used contractors for many of
the same reasons privateers were advantageous in the Revolu-
tionary era. Contractors do not need to be hired on permanently
and can quickly be called up to meet a crisis or drawn down
after the crisis dissipates. Contractors often have specific exper-
tise—language skills or country knowledge today—which are
more expensive for the government to maintain on a permanent
basis. Additionally, contractors are also more incentive-driven
than government bureaucracies, making them relatively nimble
and willing to innovate.*

To be sure, the use of private contractors has created many of the
same tensions as the use of privateers in earlier wars.*® Private
military contractors (PMCs) and the military, for example, com-
pete for soldiers, especially elite soldiers.* In 2005, the Penta-
gon began offering reenlistment bonuses of up to USD 150,000
for special forces personnel.** However, the competition for elite
personnel is not always zero-sum. Doug Brooks, president of
the International Peace Operations Association, observes that
the temporary nature of security contracting appeals mainly to
special forces soldiers who were otherwise intending to retire
— meaning that private contracting could actually increase the

supply of soldiers available on the battlefield.

There are other reasons why manpower competition is less of
an issue for the U.S. DOD than it was for the Royal Navy. As

foreigners are rarely allowed to serve in the U.S. military (the

Vol.2 no.1: Money & War

59



60

only noncitizens who can enlist, with few exceptions, are lawful
permanent residents), but can be hired by private firms, con-
tracting may expand the size of the potential manpower pool.
While foreign governments could also hire former U.S. soldiers,
thereby offsetting the manpower benefit, in practice the U.S.
government remains the largest purchaser of specialized mili-
tary personnel. Another potentially supply-increasing effect is
that more soldiers may decide to join elite military forces be-
cause they will be eligible for lucrative employment as a contrac-
tor after they are discharged.” More generally, one of the main
justifications for hiring contractors to support the troops is that
it frees up military personnel for combat units.*

While the contracting of private firms has benefited the U.S.
DOD, some problems have emerged due to their profit-driven
structure. The difficulty of writing and monitoring complex con-
tracts means that contractor and government incentives are nev-
er perfectly aligned. Privateers in 1813 wanted to capture ships,
not sink them (until the U.S. government paid them directly
for sinking). Similarly, contractors in Afghanistan were paid to
protect convoys of U.S. materiel but may have done so in a way
that compromised larger goals.

On the positive side, a U.S. House of Representatives oversight
committee reported that the private system worked well in de-
livering goods:

[T]he Host National Trucking [HNT] providers supply almost all
U.S. forward operating bases and combat outposts across a difficult
and hostile terrain while only rarely needing the assistance of U.S.
troops. Nearly all of the risk on the supply chain is borne by contrac-
tors, their local Afghan truck drivers, and the private security compa-
nies that defend them. During the Soviet Union’s occupation of Af-
ghanistan (1979-1989), by contrast, its army devoted a substantial
portion of its total force structure to defending its supply chain. The
HNT contract allows the United States fo dedicate a greater pro-
portion of its troops to other counterinsurgency priorities instead of
logistics.®

However, delivering supplies was a means to an end and not
an end itself. Many of the contractors, local Afghans employed
by the firm, were paying insurgents not to attack the convoys.
The payments were effective in accomplishing the contractor’s
goal—getting the goods delivered—but to the extent that the
payments ultimately supported the insurgency they were at
cross-purposes with the U.S. mission.*

A more general problem is that writing and managing contracts
is difficult. Profit-driven systems incentivize private firms to act
quickly, lower costs, and innovate, but also to game the system
and exploit the buyer. Contracting problems are especially acute
when quality is important but difficult to measure. It is relatively
easy to judge the quality of goods, for example, but much harder
to judge the quality of services like security.

Although contractors are now an indispensable part of any U.S.
military operation,* the job of writing and managing contracts

is not valued within the military as a key aspect of warfight-
ing. Thus, the Commission on Wartime Contracting argues that
contingency contracting should be raised to the level of other
Joint Staff functions like intelligence, plans, and operations.*®
In addition, to avoid problems of waste, fraud and, abuse, there
must be greater training in the theory and practice of incentive
design.®

Adopting novel contract forms and provisions could better align
PMC and government interests. U.S. privateers, for example,
were required to purchase performance bonds which could be
forfeited in light of bad behavior. Currently, the U.S. military
does not require PMCs to purchase bonds, but their use should
be evaluated as a way to structure incentives correctly. The
French government considered requiring military suppliers to
sign performance bonds but the measure was not adopted.*

While the contracting of

‘ ‘ private firms has benefited
the U.S. DOD, some

problems have emerged due to

their profit-driven structure.”

In addition to designing better contracts, the government also
needs to monitor PMCs more closely. As the dollar value of
contracts skyrocketed in Iraq and Afghanistan, the DOD staff
responsible for monitoring PMCs shrank by 25 percent.’! In
2010, each government auditor was responsible for over USD 2
billion of private military contracts.”

Finally, and more radically, bounties, another vestige of the pri-
vateering system, could also be increased and made available
more frequently. The U.S. Department of State’s Rewards for
Justice program has since 1984 provided USD 125 million to
informers around the world who have helped to bring terrorists
like Ramzi Yousef, the plotter behind the 1993 World Trade
Center attack, Abu Solaiman, Hamsiraji Marusi Sali, and others
to justice.” The program was expanded in 2013 to allow pay-
ments leading to the arrest of individuals wanted by the Inter-
national Criminal Court.

Within the U.S. criminal justice system, bounties are routinely
used not only to incentivize informants, but also to encourage
the capture and apprehension of bail jumpers. The incentive ap-
proach works: bounty hunters are much more likely to recapture
telony defendants who jump bail than police are to re-arrest
similar defendants who fail to appear.®* If rewards on terrorists
such as Ayman al-Zawahiri, currently the United States’ most
wanted, were raised from USD 25 million to USD 250 or USD
500 million, the government would incentivize not only infor-
mation provision but also active pursuit—a return of true priva-
teering. In conjunction, an international bounty hunter license
for war criminals or human rights abusers could be authorized
by the United Nations Security Council under its powers to
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combat threats to international peace and security.”® Such an
authorization could create obligations for states to erect a legal
framework to support or tolerate the bounty-hunters’activities.*
'The private pursuit of justice would no doubt be controversial
and problematic, but so too have been the wars in Afghanistan
and Iraq undertaken to combat terrorism.

Conclusion

For hundreds of years, governments drew on privateers for their
initiative and industry. The incentives of privateers and the gov-
ernments that commissioned them were always imperfectly
aligned, but when governments were unwilling or unable to
maintain permanent navies the benefits outweighed the costs.
As governments became more powerful, the privateering system
declined, but rather than being eliminated, it evolved into the
contracting out of services. The acceleration of this process to-
day reflects current budgetary pressures and the need for greater
flexibility in the use and deployment of military assets to face
asymmetric threats.

The problem of aligning the incentives of private firms with
national policy was a concern during the era of privateers and
remains one today. Government regulation, oversight, and de-
velopment of well-designed contracts that incentivize private
military firms and contractors to act in the interests of national
policy are all essential. The institutions that regulated privateers
were surprisingly well-honed for the task, and helped to miti-
gate governments’ resource constraints during the Age of Sail.
Careful contract design based on the lessons learned from pri-
vateering regulations can re-harness private initiative to serve
today’s national interests.
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Nip It in the Bud

Disrupting Insurgent Financial Networks Before They Take Hold

BY Tom Keatinge

The rapid rise of Islamic State' has galvanised the interna-
tional community to take action to contain it. One issue in par-
ticular — financing — has drawn increasing attention from policy-
makers. As U.S. Secretary of Defense Chuck Hagel noted in
August 2014, “ISIL is as sophisticated and well-funded as any
group that we have seen. They’re beyond just a terrorist group. . .
they are tremendously well funded.” He elaborated on this fur-
ther in September testimony to the U.S. Senate Armed Services
Committee, stating that the United States would work with
international partners “to cut off ISILs funding” and that “the
Department of Treasury’s Office of Terrorism and Financial In-
telligence is working to disrupt ISILs financing and expose their
activities.” This decision by international partners to jointly fo-
cus on finance disruption has resulted in a bombing campaign
partly targeting oil refineries (a major source of funds for Islamic
State) and in a UN Security Council Resolution that exhorts
the international community to inhibit foreign terrorist fighter
travel and otherwise disrupt financial support.*

But will it work? This article will give necessary broader context
on this key question by exploring in more general terms the im-
portance of financing for terrorist and insurgent groups and the
extent to which disrupting their funding can reduce the security
threat posed by such groups. Specifically considering the evolu-
tion of Islamic State, this article will first review the importance
of financing in conflict, then assess the way in which funding
models develop. It will argue that, once groups move from a
reliance on externally sourced funding to generating sufficient
internal financing — a path several groups have now followed —
disruption becomes significantly more challenging and complex.
'The international community consistently fails to prioritise the
early disruption of terrorist and insurgent financing — an atti-
tude that needs to change.

'The challenge of financing in conflict is as old as conflict itself. In
his series of Philippic speeches, the Roman orator Marcus Tul-
lius Cicero (106 BC — 43 BC) observed that “The sinews of war

Official IRA parade, Downpatrick, through town on Easter Sunday, 1974. The populist support for the IRA in parts of Ireland allowed it raise funds

in support of its cause via both legitimate businesses and criminal activity (Burns Library Boston College)
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[are] a limitless supply of money.” During the Cold War, states
sponsored violent insurgents via funding and supporting prox-
ies. For instance, the U.S. provided significant financial support
to opponents of Chilean President Allende in the early 1970s
and the Afghan Mujahedeen in the 1980s. The Soviet Union
(primarily via satellite states such as Czechoslovakia, Cuba, and
Bulgaria) supplied training and weapons to Western European
Marxist groups such as the Red Brigades in Italy, as well as
groups in Western colonial outposts such as Mozambique and

Rhodesia/Zimbabwe.°

Whilst state sponsorship was important during this period of
political proxy violence, terrorist groups also sourced funding
from their diaspora, criminal activities, and both legal and black
market businesses. For example, the Provisional IRA in North-
ern Ireland raised money via an empire of legitimate businesses
such as mini-cabs, shops, construction firms, and pubs; criminal
activity such as tax fraud, smuggling, and kidnapping; as well as
from supporter organisations such as Irish Northern Aid Com-
mittee (NORAID) and FOSF (Friends of Sinn Féin), the Irish-
American fundraising bodies.” The end of the Cold War and
the concerted use of UN Security Council Resolutions against
countries such as Libya and Sudan® saw a dramatic decline in
state-sponsored terrorism, and whilst organisations such as He-
zbollah continue to operate with state-backing, most of the ter-
rorist organisations that have emerged since the Cold War, such
as Al-Qaeda, have not been able to rely on state sponsorship,

thus needing to source their own financing.’
‘ ‘ [A]s AQI has evolved over
the past decade...to become
the Islamlc State, [it]develop[ed]
a financial model that allows it to

operate with significant financial
independence.”

As Dennis M. Lormel, who at the time of 9/11 was the Chief of
the FBI's Counter-Terrorist Financing Operations Section, has
noted, “Funding is both the lifeblood of a terrorist organisation
and one of its most significant vulnerabilities.”’® Securing and
maintaining reliable funding is the key to moving from fringe
radical group to recognised terrorist organisation, from a hand-
to-mouth existence to a more planned and organised model."
As we are seeing in many current terrorist and insurgent the-
atres, in the light of waning state-sponsorship and strengthened
Counter-Terrorist Finance (CTF) regulations, successful groups
are often defined as much by their skills as financial managers as
they are by their military expertise.

‘The importance of finance is also underlined by the actions of
the international community as it attempts to systematically tar-
get the financial resources of those seeking to conduct terrorism.

September 11 jump-started the global use of Counter-Terrorist
Finance in the form of Executive Order 13224 signed on 23
September 2001, which was the first step in President George
W. Bush’s so-called “War on Terror’. Announcing the signing
of the EO, he defiantly announced, “Today, we have launched a
strike on the financial foundation of the global terror network. .
.We will starve the terrorists of funding. .. “!2

Therefore as financing is so important to successfully sustain-
ing an insurgent or terrorist campaign, it should be the case
that disrupting funding and thereby cutting oft the lifeblood
of these organisations should lead to their demise. The answer,
however, is inevitably more nuanced as is revealed by a review
of the financing of opposition groups fighting the Assad regime
in Syria. Two starkly different models exist, often dependent on
the maturity of the group: those that rely on funds from interna-
tional supporters and those that benefit from the war economies
generated by their territorial expansion.

Many of the groups that took up arms in 2011 and 2012 relied
almost entirely on donations received from supporters across the
Gulf region. The provision of funds to these ‘start-up’ groups was
in most cases initially motivated by a humanitarian imperative
and a desire to relieve suffering.”® However, in actuality donor
funds were often diverted and, knowingly or not, misused to
eventually ‘super-empower’ more radical groups, which exacer-
bated sectarianism, and undermined much of the international
community’s effort to influence the conflict’s outcome. As one
analyst put it, donor funding has helped to create “a self-sustain-
ing dynamic that is totally independent of all the strategic and
diplomatic games that are happening and being led by states.”*

It is worth pausing for a moment to note that alongside the hu-
manitarian imperative, the Qur’an has been interpreted by some
as encouraging such private donations, emphasising the impor-
tance of giving generously to the cause of violent Jihad, thus
linking voluntary, charitable contributions to a war effort.* The
most common method of contribution is “Tajheez Al-Ghazi,
simply defined as fitting or arming a soldier. This allows those
who cannot, or will not, join the Jihad physically for whatever
reason to achieve the honour and heavenly reward of waging
Jihad by financial proxy. Donations and sponsorship are encour-
aged, for “Whoever arms a Ghazi then he would be considered a
Ghazi, and whoever looked after the family of an absent Ghazi,
he will too be considered a Ghazi.”*

Today, this support takes the form of money, paid to individuals
aspiring to make their way to jihadi theatres or raised to buy
weapons for those already fighting. For example, the New York
Times reported a campaign run by a Syria-based Saudi sheikh
close to Al-Qaeda, called “Wage Jihad With Your Money” in
which donors were told that they would earn “silver status” by
giving US$175 for fifty sniper bullets, or “gold status” by giving
twice as much for eight mortar rounds." The concept of finan-
cial Jihad encourages rebel groups to emphasise their Islamic
credentials, thus shaping these groups’ strategies to maximise
their appeal to those for whom the ideology of the recipient
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is important and making private donors the power brokers be-
tween rebel groups.'®

'This externally-funded model has, however, proven to have some
weaknesses. Al-Qaeda in Iraq (AQI), as it then was, learnt valu-
able lessons about financing in the period following the U.S.-led
invasion of Iraq in 2003, at a time when it was funded primarily
by donors. Amongst the documents discovered and declassified
by the U.S. Department of Defense for review in the Harmony
Database is a ‘lessons learned’ analysis believed to have been
drawn up by an AQI commander in light of the destruction of
the group at the hands of the Iraqi ‘Sunni Awakening’and U.S.
military support during 2006-2007. Included in the list of nine
lessons, along with such reasons as failure to understand the
Iraqi people, tensions between foreign fighters and AQI mem-
bers, and suicide bombers reneging, is a reference to the “poor
use of financial resources.”” In the view of this commander,
AQI did not distribute funding effectively, paid out funding
without properly analysing the proposed use and, critically, did
not have regular funding sources.

Unfortunately, as AQI has evolved over the past decade through
various incarnations to become Islamic State, the group appears
to have learnt from its mistakes, developing a financial model
that allows it to operate with significant financial independence.
In contrast to the reliance placed on external financing by the
new groups established since the start of the conflict, Islamic
State now operates almost entirely from internally generated fi-
nancial sources built up over recent years. It has garnered funds
from territorial expansion and the war economy: control of key
financial nodes such as arterial roads and commerce districts al-
lows it to raise taxes from businesses and charge transportation
tolls. For example, vehicles travelling along the busy highway
from Baghdad to Jordan are charged US$800, US$20 is col-
lected from businesses in Raqqa every two months for water,
security, and electricity, and a 5% tax is collected for social wel-
fare and other public purposes from all salaries.”® Islamic State
also controls oil fields in northern Syria and Iraq from which
it is estimated to earn up to US$1.6 million per day* through
smuggled trade with brokers in Turkey as well as trade with the
Assad regime itself.

Although steps can be taken to cut off the limited amount of
donor funding flowing to Islamic State, the ability of the inter-
national community to disrupt internally-generated funding is
mixed. Whilst a report in November by the International Ener-
gy Agency indicates that “the coalition’s targeting of ISIS-held
oil infrastructure has knocked crude production down to around
20,000 barrels per day (bpd) from a high of about 70,000 bpd,”*
disrupting other sources of internal financing such as taxation
and transport tolls is challenging. The ability of Islamic State to
rely on these other income channels remains to be seen as the
coalition aerial bombardment campaign continues.

Al-Shabaab in Somalia also offers an instructive case study in
the success these groups can enjoy with internal funding models.

'The longevity and success of Al-Shabaab can be substantially

attributed to its impressive financial management, minimis-
ing its reliance on external sources of funding such as diaspora
and donor financing whilst building a highly effective domestic
funding system based on taxation and trade. Al-Shabaab has de-
veloped a highly diversified and innovative funding model® that
relies on the “financial control and surveillance of cashflows,”?*
and involves sources that are, on the whole, internal to Somalia,
not heavily reliant on third parties, and thus within the group’s
control. According to the UN in 2011, Al-Shabaab’s annual rev-
enue was in the region of US$70-100 million per year stemming
from “duties and fees levied at airports and seaports, taxes on
goods and services, taxes in kind on domestic produce (such as
charcoal), checkpoints and various forms of extortion justified in
terms of religious obligations, or zakat.”

And despite military pressure, the loss of key financing nodes
such as Bakara Market in Mogadishu and the ports of Kismayo
and Barawe, and calls by the UN for those that facilitate Al-
Shabaab’s trade (particularly the trade in charcoal) to desist, the
group continues to control large swathes of territory. This al-
lows it to earn revenue from the taxation of people, businesses,
and transportation and offer a form of proto-government across
much of South Central Somalia that contrasts favourably with
the instability and corruption of the national government.?

‘ ‘ [T]argeting financing is...
most effective when groups

are in their ‘start-up’ phasel.]”

The relative stability terrorist groups achieve by establishing
an internal funding model takes time. Thus, whilst targeting
financing is clearly an important element of any counterter-
rorism strategy, this will be most eftective when groups are in
their ‘start-up’ phase, when disruption is easier given the reliance
groups place on donors and other forms of external finance in
their nascent form. As already noted, one of the main reasons
AQI attributed to its failure was its lack of regular and reliable
funding sources. And going further back, the history of Al-Qa-
eda itself might have been very different if it had not successfully
attracted significant funding from its “golden chain” of donors.?’
Once groups move from a hand-to-mouth financial existence
and build reliable and sustainable internal sources of revenue (as
illustrated by the case of Al-Shabaab and Islamic State), dis-
ruption becomes much more challenging for the international
community. Early action against financial sources is key before
groups’ self-sustainability is achieved.

In sum, building a resilient financing framework is demonstrably
an existential factor for terrorist and insurgent groups and thus
targeting their different financing channels can have a meaning-
tul impact on their operations and survival. But the internation-
al community’s ability to disrupt these groups in this manner is
substantially hindered by two fundamental flaws. First, money
flows like water and will exploit systemic weaknesses. The lack
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of commitment by certain states to curtail terrorist financing
flows severely undermines international efforts to disrupt fund-
ing — these states are “holes” through which money will leak
to insurgents. Witness the extent to which funds in support of
groups fighting in Syria, some of which are designated terrorist
organisations, flowed from donors in Kuwait. Secondly, despite
the global recognition that targeting financing is a strategically
important element of the global counter-terrorism effort un-
derpinned by the long menu of national and international laws
and resolutions, the international community is consistently too
slow to act. Whilst CTF regulations and global financial con-
trol systems exist in theory, the coordinated application of these
tools is still far from reality. The result is that, as we now see
in Syria and Iraq, by the time action is taken against a group’s
finances, it has often moved from being vulnerable as a start-up
to having the financial strength and resources of a mature and
well-established organisation. By this point, a group’s destiny is
more likely to lie (as Al-Qaeda in Iraq discovered) with its abili-
ty to maintain financial relationships with the population it now
controls than with the disrupting efforts of the international
community.
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Money and War in Afghanistan

Corruption as the Hidden Enemy of Mission Success

BY Emily Knowles / Karolina MacLachlan

4

v
Afghan National Police Academy (ANPA) cadets learn how to shoot VZ 58 rifles at a weapons training class. Traditional ANPA

training is three years, but the academy has recently created an accelerated, six-month course due to high demand for more
law enforcement officers throughout Afghanistan. The academy trains men and women from more than 34 provinces (Staff Sgt.

Sarah Brown, U.S. Air Force).

The Vicious Cycle

Corruption, instability, and conflict tend to go hand in hand.
Twelve of the fifteen lowest-ranking countries on Transparency
International’s Corruption Perceptions Index are currently ex-
periencing violent insurgencies, extremist activity, or other signs
of deep-seated instability.! Systemic, embedded corruption is a
thread that runs through such seemingly disparate events as the
outbreak of the Arab Spring, the conflict in Ukraine, the fail-
ure of the Malian army in 2012, the growth of Boko Haram in
Nigeria, and the retreat of the Iraqi security forces in the face
of ISIS. However, the effects of corruption are not limited to
exacerbating the risk of conflict; corruption also makes it more
difficult for states to respond to threats and for international
institutions and other actors to offer effective assistance.?

Assistance to fragile and failing states tends to include two types
of engagement: international peacekeeping and/or stabilization

operations and defense capacity building (i.e. assistance to the
recipient states’ security forces). But without anticipating and
mitigating the risks that corruption poses, the international
community risks the intent of security assistance being sub-
verted, the assistance wasted, and the success rate of stabiliza-
tion operations being severely impaired. In particular, misappro-
priation of funds, vanishing resources, and a reliance on malign
power-brokers can irreparably damage the operational success
of a mission.

'This article is based on the research investigating the interna-
tional community’s approach (or lack thereof) to tackling cor-
ruption in Afghanistan carried out by Transparency Internation-
al UK’s global Defence and Security Programme (TI-DSP) and
based on over 75 interviews with civilian and military officials.
'This work is supported by insights from TI-DSP’s long-term
engagement in the Building Integrity training for the Afghan
National Army and Afghan National Police.® In the resulting
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report, we argue that corruption has had a significant impact on ISAF mission suc-
cess and that the international community’s reaction to corrupt practices was too
little, too late. We point to three main ways in which corruption and uncontrolled
money flows can diminish the effectiveness of the mission and offer a planning
and risk assessment framework as the first step toward addressing corruption risks
on operations.

Corruption of Operations: Three Pitfalls

'The need for a thorough evaluation of the threat that corruption poses to our mod-
els of stabilization is clear if we look back at the experience of the international
mission in Afghanistan. There are three key ways in which money and war can
become locked into a symbiotic relationship that perpetuates state vulnerability to
violence and undermines stabilization efforts:

1. Pumping project funds — whether civilian or military — into unstable environ-
ments without adequate controls;

2. Operating in kleptocratic systems; and

3. Investing in security sector reform (SSR)in war-torn states without taking cor-
ruption into account

Issues of international funds, instability, kleptocracy, power struggles and SSR
were deeply linked in Afghanistan. It is time that policy makers and operational
planners start taking these issues into account, and examining how they can be
addressed. In an interview for TI-DSP’ study on Afghanistan, an anonymous
interviewee urged future policy planners to “see if they can get to a more inclusive
political order through how we spend our money, with how we engage, which lead-
ers we empower and really understand the drivers of... conflicts”.

1. Pumping praject funds — whether civilian or military - into unstable
environments without adequate controls

In the course of our research on Afghanistan we have repeatedly come across con-
cerns over the use of “burn rates”—the amount of money spent—as the criterion
for assessing commitment and success. At times, the desire to be seen “doing some-
thing” can override legitimate concerns, including those surrounding accountabil-
ity and corruption.

The “doing something” mentality can hurt monitoring and evaluation, two key
tools for reducing corruption risk. When inadequate controls are in place, it can
mean that large sums of money from the international community are allowed to
change hands in extremely unstable and factionalized environments. This can have
the knock-on effect of empowering malign actors, fuelling power struggles, and
enriching a few to the detriment of the security of the majority.

'The scale of this problem became steadily apparent in Afghanistan, but only lim-
ited measures were ever introduced to tackle it. The painstaking tracing of aid and
contracting flows in Afghanistan undertaken for the 2010 ‘Warlord, Inc.’ report to
Congress showed that due to lack of safeguards and tracing, U.S. military funds
were indirectly reinforcing the coffers of warlords and insurgents.* The report
prompted public outcry, resulting in the creation of Task Force 2010, an inter-
agency force tasked with tracking corruption and fraud among contractors. The
task force had considerable success in identifying problem contracts and encourag-
ing better behavior, but its mandate was never extended to cover contracts held by

U.S. Soldiers fortify an Afghan police checkpoint by
placing razor wire around the perimeter in Robat,
Afghanistan, March 19, 2010. The soldiers are from
Bear Troop, 8th Squadron, 1st Cavalry Regiment
(Tech. Sgt. Francisco V. Govea Il, U.S. Air Force).

[T]he

only way

currently
to demonstrate
that [something]
is a priority is by
budgeting more
money for it.”
- Anonymous
interview
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non-U.S. firms. Overseeing contracts also fell outside the man-
date of the specialist anti-corruption agency Shafafiyat, leaving
financial control mechanisms completely inadequate for such a
challenging and unstable environment.’

Given the potential for non-monitored funding to fuel insta-
bility and subvert the intent of aid, achieving concrete project
goals must take priority over the speed and scale of funds be-
ing distributed. The message “Spend less, and spend transpar-
ently” should be taken up by policy planners as the international
community looks back at a decade and a half of engagement
in Afghanistan. Stronger oversight, combined with the right
mind-set, can help prevent such large-scale misappropriation of
international funds.

2. Operating in kleptocratic systems

One of the deepest and most painful lessons from Afghanistan
is that once corruption reaches a certain level, it ceases to be
an aberration of the system and becomes the system itself. For
example, the buying and selling of posts in the Afghan National
Army has led to a cycle of extortion becoming institutionalised.
High-ranking officials exacted money from those below them
to pay off loans for their positions; those below them in turn
offset their costs by shaking down citizens.® When high levels
of systemic corruption prevail, oversight over resources and the
integrity of institutions becomes increasingly challenging.

Research aiming to calibrate the scale of ‘kleptocratic’ state cap-
ture and its impact on national and international security is still
in its initial phase, but it is already clear that where corruption
grows into kleptocracy, the state can be hollowed out until illicit
flows of money are the only vehicle keeping the state running.”
Directly paring institutionalized factionalism, or the control of
state resources for the benefit of a few over the majority, with the
outbreak of civil violence, has a 50% success rate in predicting

instability.®

When state structures are captured, the influx of money from
external sources is likely to fuel the system.’ The first step in
addressing this problem is to understand the political nature
of corruption, and to map power flows and the distribution of
resources in a country. Once this understanding is developed,
planners can more accurately develop mechanisms to provide
funds without allowing systemic corruption to undermine their

efforts at stabilization.
‘ corruption from the
Afghan government, it
would collapse. Corruption is
sustaining the network.”

-Anonymous interview

[1]f you removed

3. Investing in SSR in war-torn states

Corruption and lack of transparency in the defense and security
sector can be particularly pernicious as it undermines a state’s
ability to protect its citizens. Where corruption is present in
defense and security forces, these forces can themselves become
a threat to the personal security of the population. Tackling
corruption in post-conflict states’ security forces is a particular
challenge, as it often requires not only specific anti-corruption
training, but also basic institution-building measures to be
implemented. Systemic corruption at the top compounds the
problem as it often prevents the payment of fair and regular
salaries, which in turn begets need-based corrupt behavior.!

A major concern to come out of the Afghan experience was
that developing technical and operational capabilities and the
provision of equipment were prioritized over the broader devel-
opment of the security sector. As a result, there was too little fo-
cus on developing the administration, systems and structures to
support the sustainability of the sector. One concern is that the
rapid rotation of the international military training staff restricts
institutional learning, meaning that opportunities to streamline

the process of reforming the security sector are limited.

‘ The person who discovers
a way of training a

police force in a post-conflict

country would deserve a
Nobel Peace Prize.”

-Anonymous interview

Factionalism, nepotism and patronage can quickly take root
where institutional structures are weak or lack legitimacy. In-
vesting large sums of money into building and training security
forces in post-war environments without taking care to build
integrity into both the institutions and the training of person-
nel leaves the sector at risk of remaining corrupt and unable to
provide a stabilizing presence on the ground once international
forces leave and oversight is dramatically reduced.

Policy Proposals for the Future

1. Be explicit about the threats from corruption from
the outset

Getting anti-corruption measures into mission madates is para-
mount. In addition, mapping financial flows and powerbrokers
should be a key aspect of planning a mission so that measures
can be put in place to mitigate the risks they pose. Once an op-
eration is fully underway, changing course becomes increasingly

difficult.
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Afghan National Army Maj. Gen. Khatoll Mohammedzai anwsers questions from public affairs photojournalist Sgt. Christopher Harper during the lunch
break at the Shafafiyat sponsored International Women’s Day event honoring the brave women of Afghanistan at International Security Assistance Force
headquarters, Kabul, Afghanistan, March 7, 2012. Shafafiyat, an Afghan word which means “Transparency” in English, is an ISAF agency which works with
community leaders to combat corruption (Maitre Christian Valverde, French Navy, ISAF headquaters Public Affairs Office).

2. Better equip policy makers and implementers

Corruption as a risk to stability is coming to the fore, in par-
ticular due to the attention paid to events in Iraq, Nigeria, and
Afghanistan. Those in charge of developing policy and running
operations must have resources and access to information in or-
der to fully understand corruption risks.

3. Ensure robust international alignment

Military, diplomatic, and aid communities need a unified policy
line on addressing corruption threats on international missions.
Without coherence and cooperation across the full spectrum
of assistance-givers, robust policies that are able to withstand
the pressures of an unstable environment cannot emerge, leav-
ing international responses to corruption threats disjointed and
ineffective.

4. Spend less, and spend transparently

Money is not always a solution and can, as discussed above, en-

able and entrench corruption. Spending decisions should be
made carefully, subject to detailed oversight, and made public.
Transparency is a requirement for accountability.

5. Maintain oversight and transparency

One of the greatest innovations to come out of the intervention
in Afghanistan was a joint national-international, independent
committee of experts to monitor and evaluate national progress
on anti-corruption initiatives (MEC)." 'This body, supported
by a strong secretariat, provides a unique model of reporting
to the public, Parliament, President, and international commu-
nity, providing the pressure required to maintain an appetite for
tough reforms.

These changes are the minimum necessary to make meaningful
progress in tackling corruption and its impact on international
security and stability. Above all, those who plan and execute
military interventions and security assistance programmes must
view both preventing and fighting corruption as an integral part
of the mission throughout its duration.
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Local Afghan village elders sit in on a scheduled council meeting with U.S. Marine Capt. Kenneth J. Del Mazo, Commanding Officer Battery |, 3rd Battalion,
10th Marine Regiment (3/10), held at the local administrative building outside Patrol Base Mahafiz in Shorshorak, Afghanistan, April 29, 2010. The Ma-
rines and sailors assigned to 3/10 in support of the International Security Assistance Force (Cpl. Logan E. Riddle, U.S. Marine Corps).
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Pulling Apart at the Seams

Smuggling, Narcotics, and Governance in the Sahel

BY Andrew Lebovich

The jihadist takeover of northern Mali in mid-2012
caught many regional observers by surprise. For years,
al-Qaeda in the Islamic Maghreb (AQIM) and later the
AQIM splinter group, the Movement for Oneness and
Jihad in West Africa (MUJAO in French), were seen
largely as smugglers, criminals, and “narco-traffickers.”
'This perception led to a curious process by which some
analysts dismissed the risk posed by these groups, while
others (chiefly, Western governments) developed a near
obsession with the prospect that money from smuggling
operations, particularly drugs, would finance jihadist ac-
tivity in the Sahara and Sahel.! While regional experts
have since aggressively critiqued the notion of extensive
ties between Sahelian militant groups and smuggling,
particularly in the narcotics trade,? it is nonetheless im-
portant to assess the extent of these connections and how
they fit into a larger regional context.

The purported link between cocaine trade and militant
groups gained traction among outside observers due to
the appearance of both in northern Mali at approximately
the same time. Cocaine first began circulating through
and in northern Mali in the early 2000s, while the group
that would become AQIM, the Salafist Group for Preach-
ing and Combat (GSPC), achieved notorious renown in
2003 with the kidnapping of 32 Europeans in southern
Algeria.* Analysts also focused extensively on cocaine, de-
spite the large circulation through and within the region
of cannabis products, amphetamines, and other drugs.*

However, the rise of smuggling networks and economies
in the region long preceded the arrival of jihadist militan-
cy. As anthropologist Judith Scheele and others have not-
ed, smuggling in northern Mali began in the 1960s and
1970s with the trade in foodstuffs, especially powdered
milk and pasta produced in Algeria, which was then re-
sold in Mali and northern Niger.® In the 1970s,1980s, and
1990s, illicit or semi-licit (grey market) trades emerged,
including the smuggling of subsidized petrol from Libya

and Algeria into the Sahara, as well as the two-way move-

Top: SUVs race across the Ghadames Desert in Libya. Similar meth-
ods are used to traverse this desolate landscape (gordontour, Flickr.
com). Left: A colorful sunrise paints the Sahara Desert in a palette
of yellow (Dallas75, Flickr.com).
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ment of weapons, counterfeit
or contraband cigarettes, and
people.® This smuggling was
itself part of an older process
in a region that has always
depended on the circulation
of people and goods for sur-

vival.

As AQIM began operating |
in the Sahara, their com-
manders, especially Mokhtar
Belmokhtar and Abdelhamid
Abou Zeid, forged close so-
cial and economic relations
with local populations. Bel- #
mokhtar, an Algerian from
the pre-Saharan city of Ghar- |
daia, adapted particularly well
to this environment, marry-
ing a Bérabiche Arab woman
from a prominent family in
the Timbuktu region.” Their
groups additionally took part
in the economic circuits of 2=
the region, ingratiating them- &

selves by reportedly paying
more than market price for
goods, conducting outreach F=8
to local populations in the .
form of gift-giving, and even |
providing medical care on [
some occasions.®

These and other jihadist fig-
ures also integrated them-
selves into the local illicit
economy, which was quickly

growing distorted with an in- for International Forestry Research).

The Sahel is a transition zone between the arid north and the tropical green
forest that borders the maritime coast, covering a surface area of 5.4 million
km?. Vegetation in the Sahel region is composed of mainly stunted and scat-
tered trees, shrubs, bushes and grasses. Sahel, Africa (Daniel Tiveau, Center

the large amounts of money
suddenly flowing into the re-
gion, weakened and destabi-
lized governance in northern
Mali in the years preceding
the 2012 Mali crisis.'?

AQIM, and later MUJAO,
benefitted from this desta-
bilized environment, which
| they also helped shape. In
| 2009, for instance, AQIM
. fighters murdered the Bérabi-
che Arab commander, Colo-
nel Lamana Ould Bou, in his
| home in Timbuktu, suppos-
edly after a failed arms deal.”
Ould Bou was a former rebel
from the 1990s, and deeply
enmeshed in narcotics traf-
ficking. He was also very close
to the then-head of Mali’s
state security services, Mami

Coulibaly.™

However, AQIM was far
from the only factor in these
economic circuits. Money
from the growing illicit trades
helped fuel electoral conflict
in towns like Bourem and in
the Gao region,” propelling
the rise of formerly subor-
dinate or “vassal” Arab and
Tuareg groups like the Bér-
abiche, al-Amhar (sometimes
written as “Lamhar”) Arabs
from the Tilemsi Valley in
the Gao region, and Imghad

flux of new cash. Part of this
influx was certainly from the drug trade, which grew significant-
ly after 2004 and 2005, and may have reached its peak with the
infamous “Air Cocaine” incident, in which a burnt-out husk of a
jumbo jet was found in the desert north of Gao, having purport-
edly discharged a multi-ton cargo of Latin American cocaine.'
However, much of the cash influx can be attributed to ransom
payments to AQIM (and after late 2011 MUJAO as well),
with some estimates as high as $100 million since 2003." This
money passed through the hands of local interlocutors involved
in the negotiations process, many of whom were close to then-
President Amadou Toumani Touré. In the latter years of his
presidency, and especially after a renewed outbreak of the Tu-
areg rebellions in 2006, Touré delegated enormous governance
duties in the north to local notables (some of whom later be-
came rebels or returned to rebellion) as well as militias recruited
on ethnic grounds. This strategy of “remote control,” to use the
words of the International Crisis Group, when combined with

Tuareg.' This led to growing
conflict in voter rolls and also in actual violence, as Imghad Tu-
areg increasingly challenged prominent members of the Ifoghas
and Idnan clans, while Bérabiche and Tilemsi Arabs repeatedly
challenged the Kounta people.”” Many of these conflicts, over
politics, trade routes, and the past, were exacerbated with the
return of Tuareg fighters from Libya, though the Libya conflict
did not “cause” the rebellion in northern Mali as many suggested
at the time.!®

The leaders of these militias, all former rebels who had inte-
grated into the army in the 1990s (Ould Bou, Colonel Mo-
hamed Ould Meydou, and Colonel El Hajj Ag Gamou) were
are all rumored to be traffickers,' though that is a common re-
frain when talking about prominent figures in northern Mali
that rarely comes with evidence. Still, while Ag Gamou’s fight-
ers would stay aligned with the Malian government during the
2012 rebellion, some fighters from Ould Meydou’s group and
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other Tilemsi Arabs quickly joined MUJAO, which was itself
founded in part by Sultan Ould Badi, a man of partial Arab
descent.” The presence within MUJAO of Ould Badi, known
previously as a trafficker, as well as other reputed Tilemsi Arab
traffickers like Cherif Ould Taher, led some observers to see the
group as a front of sorts for economic activities.”? However, oth-
ers have argued that the group’s behavior before and after the
fall of northern Mali demonstrated a clear commitment to ji-
hadist ideologies and methods,? and Ould Badi’s fighters have
been among the most present in the recrudescence of violence
in northern Mali in recent months.?

'This brings us to two challenging issues regarding our under-
standings of militancy and trafficking in the Sahara-Sahel, and
more particularly in northern Mali. On the one hand, militant
groups like AQIM were deeply involved in some aspects of the
illicit trade in northern Mali, benefiting from the trade as well
as highly decentralized governance. However, despite many ac-
counts of AQIM involvement in smuggling, few have ever been
truly substantiated. Indeed, informed observers have suggested
that AQIM’s involvement in smuggling was largely limited to
taxation and possibly protecting convoys, rather than running
drugs or even cigarettes themselves.? Indeed, Belmokhtar, nick-
named “Mr. Marlboro” in the press for his supposed involve-
ment in the cigarette trade, vehemently rejected those charges in
a 2011 interview.” Moreover, a recent book by the Mauritanian
journalist Lemine Ould Mohamed Salem, who traveled exten-
sively throughout northern Mali during the jihadist occupation
of the north in 2012, argues that there is in fact no evidence
to substantiate charges of his involvement in drug and ciga-
rette trafficking, but rather that he was more closely involved in
smuggling fuel and foodstuffs.*® Government officials have also
suggested that in the past, as much as 90% of AQIM’s finances
came from ransom payments,” rather than trafficking, indicat-
ing significantly less militant involvement in illicit trade than
many thought and continue to think.

[T]he centrality

of smuggling and

cosmopolitan travel and
trade to the economy and social
fabric in northern Mali present
immense concerns and potential
pitfalls for policymakers.”

'The other problem is the very complexity of social and economic
relationships in the north, especially as it relates to trafficking. In
addition to being a necessary form of economic activity, traftick-
ing has licit and illicit cargoes, while also allowing individuals or
groups of people increased social, economic, and political inde-
pendence.® Moreover, the ubiquity of trade and different ways
of understanding in northern Mali mean that traders and traf-
fickers do not always carry the same moral weight as Western
audiences give them. In her anthropological work in northern
Mali on the smuggling trade, Scheele noted that while the trade

in drugs is seen as haram in ways that other trades are not, trad-
ers still move easily between “licit” and “illicit” smuggling.?” She
also recounts the interaction between a trafficker and his cousin,
another “businessman” known for his religious values. When the
latter explained to Scheele why the former was not “beyond sav-
ing,” he argued, in Scheele’s words, that “Drug smuggling is thus
a crime against humanity, whereas not praying is a crime against
God, and thus infinitely worse.” This latter point provides in-
sight into the overlapping identities present in the region, and
the ways in which someone could perhaps be an observant Mus-
lim, or a jihadist, as well as a smuggler or “criminal” in West-
ern parlance. We should thus proceed with caution in making
anachronistic or skewed judgments and analyses of events and
allegiances in very different cultural and political environments.

Borders drawn across the Sahara disrupted old trade routes, and
gave rise to others. However, the centrality of smuggling and
cosmopolitan travel and trade to the economy and social fabric
in northern Mali present immense concerns and potential pit-
falls for policymakers. It is important for analysts to gather as
much information as feasible on these networks so as to avoid
past mistakes, when aid, governance responsibility, and lucra-
tive contracts fell into the hands of “businessmen” who sped the
rot of governance in northern Mali. These concerns are particu-
larly important amid ongoing peace talks in Algeria between
the Malian government and the country’s armed groups.® It is
also vital that regional and Western military actors, especially
the French Armed Forces, understand the complexity of these
networks, so as to avoid killing civilians who find themselves in
or near militant or smuggling convoys.* This is not an idle con-
cern; the establishment of French military bases across the Sahel
under the auspices of Operation Barkhane, including in Mad-
ama in northeastern Niger near the smuggling hub of southern
Libya, appear to be aimed at least in part at targeting smuggling
networks.** As Saharan populations have suffered enormously
due to conflict and instability in the region, everything possible
must be done to prevent a deterioration of the situation.
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Trading Security

A Case Study on Maritime Security Decision Points
in the Context of Global Trade

BY Caroline Troein / Anne Moulakis

A cargo ship leaves Harbor Beach, Florida, towards the Panama Canal and a trans-Pacific journey (Michael Bentley).

Introduction

The term maritime security often evokes destroyers and air-
craft carriers, disputes over territorial waters or islands, or piracy
and terrorist attacks such as the USS Cole bombing in 2000. In
the security world, we less often think of the millions of items
ferried across the sea, from mundane automotive parts to ex-
citing new toys. High profile crises can lead us to forget that
maritime security is an everyday event; it is about enabling safe
transit. Each step within the maritime transport of goods has
security challenges and considerations. At the same time, the
continued stability and effectiveness of maritime trade is itself
a broader security matter of importance to consumers, busi-
nesses, and governments. With the “weaponization of finance™
maritime trade will play a central role in economic actions being
taken out of geopolitical concerns.

International maritime trade works so well and inexpensively
that the cost of freight transport is a marginal consideration in
deciding where to source or market goods.? Though the mari-
time transportation network functions amazingly well, its com-
plexity and interconnectedness make it vulnerable to disruption.
Disruptions within the international maritime trade network
can cause far more than inconvenience if not addressed rapidly

and intelligently: they can affect the fundamental supply chain

that supports commerce and national economies, and thus affect
the geopolitical interests as well as the stability of states.

As a result of maritime trade’s effectiveness, it is often invisible.
Most end consumers and businesses are indifferent and unaware
of how goods get to them. They merely want and expect their
products to arrive inexpensively and reliably. Consumer expecta-
tions have been fed by maritime trade’s sustained success and in-
tegral contributions to the global economy. Maritime shipping
carries 80%-90% of the world’s goods, by volume.* Globaliza-
tion, facilitated by trade liberalization, has led to the dispersion
of manufacturing and retail sites across vast distances, the rapid
worldwide adoption of just-in-time inventory control and tight
supply chain management. The low cost of shipping has further
encouraged the dispersion of manufacturing and retail: shipping
costs as a percentage of final good price has consistently fallen
over the past fifty years, and in 2004, accounted for only 3.6%
of the value of global imports.* Efficient and timely maritime
transportation has become central to economic competitiveness
for both individual businesses and national economies. It is the
maritime movement of goods, enabled by maritime security,
that makes the modern global economy possible.
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The question of maritime security involves far more than just
keeping bad people from doing bad things. It also involves keep-
ing this essential, highly interconnected transportation network
operating efficiently and reliably. It is very similar to the impor-
tance of the world’s financial system. These are “Critical infra-
structures” par excellence. Security concerns around Critical in-
frastructure are high, but also need to be addressed with nuance
and an awareness of the effects on the broader network.

By following a hypothetical trip of widgets from China to Ne-
braska, we can get a sense of the complex web of activities re-
quired to move the world’s goods. The process outlined by this
hypothetical is multiplied over a myriad of companies and thou-
sands of departure-destination combinations. The resulting in-
terconnectedness generates repercussions far beyond individual
shipments or transits. Thus, husbanding the “resource” of mari-
time trade is as much a security matter as an economic one.

Individual business maritime trade decisions are mostly about
maximizing profit and minimizing cost. But the effect of these
decisions is far wider; the stability and efficiency of maritime
trade affects those profit-based decisions and, by extension,
national economies. Maritime trade affects nearly every busi-
ness and consumer, therefore any problems with that trade can
quickly lead to political and security concerns. It is incumbent
upon policy makers, port authorities, and maritime companies
to invest in the continued stability and resiliency of maritime
trade.

Hypothetical:
From China to Nebraska, By Sea

Your company will be ordering widgets from a manufacturing
hub in China. You need to get two containers of these widgets
to the US cost effectively, without excessive time delay, and with
a minimum of risk. This shipment is important to your company.

Ports

During its journey, a single container goes through multiple fa-
cilities, vessels, and ports. Securing it against tampering, theft,
and misuse is very challenging.’ Ports are central to the secu-
rity mechanisms in place to protect maritime trade. The quality
and efficiency of port security can have a significant impact on
port operations and reputation, and thus on user choice of port.

However, the commercial choice of departure and destination
port will be most directly influenced by a port’s connectivity
with other world ports, ease of access to and from the interior
it serves, and cost in terms of port fees, taxes, and customs pro-
cedures.

Leaving China

Departure port choice is driven by the port’s connectivity to
manufacturing centers and destination ports, the port’s relative
efficiency at getting ships loaded and under way, and the costs
involved. Each of these elements play into and are affected by
port reputation. Part of a port’s reputation is its security posture.
Questions of corruption or lax security enforcement can rapidly
lead shippers to move their business elsewhere.

'The top Chinese ports provide rapid, cost effective, and frequent
service. China’s central and regional governments view the ports
as essential to China’s continued economic development. There-
fore any disruptions, whether political, logistical, or security re-

lated are likely to be addressed quickly.

China is home to most of the world’s biggest and busiest ports,
with six of the world’s 10 busiest ports in 2012 leaving no short-
age of choices for departure.® While overall trade and transport-
related infrastructure, other than the ports themselves, is less
developed than in OECD countries, it still is fairly good. The
greatest weakness of China’s ports is the relative inefliciency of
customs. Import and export procedures take up to four times as

many days as they do in the US, though they are cheaper.”

Our widgets are likely sourced from the two main coastal eco-
nomic areas in China. These are the Yangtze River Delta, served
by Shanghai and Ningbo-Zhoushan ports, and the Pearl River
Delta, served by the ports of Hong Kong, Guangzhou, and
Shenzhen. As of 2013, Shanghai and Shenzhen were the ports
with the highest throughput of containers.® Combined with
their proximity to key economic areas, they are the most likely
departure port choices for our shipment of widgets.

Entry to the United States
There are three regions of entry to the US for maritime ship-

ments: the West Coast, the East Coast, and the Gulf Coast.
Deciding upon a US point of entry determines what routes are

The risks that goods face at each step of the journey.

Departure
Country
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sagmmant

Security risks Terrarism Crime Piracy

Canals

Separtiie Sea Passage Considerations Arrival Port Afal
Port Coun

Geopolitical Risks Terrorism Crime
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preferable. The point of entry will determine the final over-land
transit of our widgets, and will depend on cost, time, and reli-

ability.

Los Angeles and Long Beach are two contiguous ports that,
combined, have by far the largest throughput for North Amer-
ica and are the primary entry-point to the US for goods from
Asia. In 2012 they held 42% of the US container port market.’
They are equipped to handle the largest container ships and
are linked to the rest of the country by a robust rail network
into the American heartland.’ However, over the last year, the
West Coast has suftered port congestion due to a combination
of factors. In 2014, renegotiation of the labor contract with the
International Longshore and Warehouse Union began. The ne-
gotiations are contentious because of significant moves toward
greater automation at the ports of Long Beach, Los Angeles,
and Oakland. Combined with a shortage of trailers used to haul
cargo from the ports to inland warehouses, these tensions have
led to “the worst shipping crisis in a decade.”

'The port of New York/New Jersey is the next largest, handling
16% of the US container market." The expansion of the Pana-
ma Canal is expected to lead to an increase in trafhic, especially
if congestion continues to be high at Los Angeles and Long
Beach. The port of New York/New Jersey is served by three ma-
jor rail carriers and has invested in improving its rail and barge
intermodal connectivity by developing a Port Inland Distribu-
tion Network.” However, road distribution is hampered by the
port’s location along one of the most congested transportation
corridors in the country.

On the Gulf Coast, the port of Houston is termed the “most
indispensable port”because of its strength in container through-
put, vital role in the US petro-chemical industry, energy, secu-
rity, and inland infrastructure.™ The port of Houston can receive
the largest container ships and can effectively distribute the in-
coming cargo along rail, road, and waterways.

Choosing any of these ports has tradeoffs and consequences. Los
Angeles and Long Beach have the benefit of having handled
large volumes for many years and of having strong rail connec-
tions which travel through less dense parts of the country allow-
ing for longer trains and double-stacking of containers. On the
other hand, labor problems combined with insufficient trucking
capacity and major eastbound rail already operating near or at
capacity pose challenges to the smooth flow of goods.’ Hous-
ton has similarly strong inland access, including waterway access
giving it potentially greater flexibility. Yet to date, most of the
containers coming through the Port of Houston are destined for
relatively close distribution. The Port of New York/New Jersey is
located in one of the most densely populated corridors, creating
congestion concerns but also leading to the majority of contain-
ers remaining within the region.

The commercial decision regarding which port to use will pri-
marily be driven by convenience factors such as the time it takes
to process the cargo and get it on its way inland as well as the

relative cost of inland routes and connections. Though these de-
cisions are not based primarily on security considerations, they
are influenced by any security measures taken to protect ports
and container safety. Smooth operation of customs and efforts
to maintain the security of containers aftect how desirable a port
is.

Port Related Security Concerns

Ports are central nodes in the complex network of interdepen-
dent systems that need to operate effectively, efficiently, and in
collaboration with each other to maintain the free-flow of goods
that national economies rely upon. Maintaining the resiliency of
this network is as much a security concern as a commercial one.
It involves safeguarding port connectivity inland and across the
oceans.

Security, when it relates directly to ports, has two component
parts: securing the port itself and securing the goods in the sup-
ply chain the port participates in. Physical protection of ports
and the access to them is as old as ports themselves. Historically,
the threats to ports came in the form of attack by other nations
or criminal elements, with the aim of either gaining control over
the port or crippling it to deprive the owners of its use.

The attacks of 9/11 brought greater attention to the idea of
ports as conduits for terrorist, as well as criminal activities. As
a result, the US introduced a series of laws to improve port se-
curity against terrorism. The provisions in the US legislation,
the November 2001 Customs and Trade Partnership Against
Terrorism, the 2002 Container Security Initiative, and the 2006
Security and Accountability For Every Port Act were widely
adopted through multilateral agreements by countries around
the world.'

Over the same period, the United Nations International Mari-
time Organization drafted and approved a comprehensive se-
curity regime for international shipping, the International Ship
and Port Facility Security Code (ISPS). The ISPS extends exist-
ing code governing state and private sector responsibilities with
regard to safety at sea to include vessel security and port secu-
rity. It entered into force on July 1,2004." Many countries have
taken significant steps towards implementing the requirements
outlined in the Code.'®

The US agreements and ISPS are not the only frameworks for
port security. The International Organization for Standardiza-
tion has also issued international risk management standards
for port authorities. Many individual port authorities, including
those at the major Chinese and US ports, are increasingly work-
ing to comply with the various international security standards
and procedures, in part as a way to remain competitive, as well as
demonstrating they are operating at a world-class level.”

After 9/11, the initial focus of effort to bolster port security was
primarily on ports as conduits, aimed at improving supply chain
visibility and security. However, in recent years, attention shifted
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to the possibility of ports as targets of attack by non-state actors.
As a result, many nations, including the US, have been incorpo-
rating ports into security planning for the protection of “Critical
Infrastructure.”® ‘The shift in mindset from ports as conduits
to ports as potential targets builds upon supply-chain security
efforts. Integrating ports into “Critical Infrastructure” planning
recognizes the fundamental role they play in national econo-
mies. It provides a framework for planning and investment that
takes into account economic and security elements at both the
municipal and national level.

Security Considerations at Sea

'The recipients of goods rarely see the broader geopolitical secu-
rity environment within which maritime trade operates. A busi-
ness ordering parts from China is focused on profit maximiza-
tion. As long as goods are delivered reliably and cost effectively,
the logistics of delivery is left to freight forwarders and shipping
companies. While companies do not take the direct decisions
affecting their cargo at sea, they buy into the importance of
maritime trade and become part of maritime security matrix.

'The shipping company itself, based on cost, time, reliability, and
security risk, determines shipping routes. For example, the most
direct route between the US and China is the Pacific Ocean to
the US West Coast, avoiding geopolitical conflicts and piracy.
Routes between the US East Coast and China can require pass-
ing through paid canals, incurring costs, limiting ship size, and
introducing potential political pressure. Ships sailing towards

the Suez Canal or Cape of Good Hope must pass through
the Strait of Malacca and the eastern coast of Africa, exposing
both ship and cargo to the risk of piracy. Travelling around the
southern tip of South America avoids tolls and pirates, but costs
10 days in valuable travel time.?! Travelling through the Arctic
along the Northern Sea Route demands favorable ice condi-
tions, Russian approval, and specialized ship equipment, mak-
ing it more expensive.

Piracy

Piracy differs from terrorism in that it is financially rather than
politically motivated. The financial gains from piracy may be
used for political landside operations, criminal enterprises, or
purely as a financial endeavor. The line between the two blur
when funds are raised through piracy for political objectives.
Both acts are criminal under international law;?> however, coun-
terterrorism is typically a state responsibility, while responsibil-
ity for counterpiracy is handled by companies, until the piracy
escalates beyond what the private sector can handle.?

How does piracy affect our shipment in transit? There is piracy
across the world. Most relevant to our hypothetical shipment is
active piracy in the Strait of Malacca and off the coast of East
Africa. Starting in 2008, maritime shipping has been heavily
affected by East African piracy.** For example, Somali piracy in
the Gulf of Aden is estimated to cost over $18 billion (USD)
annually.®® After a coordinated effort by various states and im-
plementation of private sector counter-piracy measures on ships,
ship capture rates by pirates have declined to zero in 2014 off

Primary Global Shipping Routes
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the coast of East Africa. As a result, financiers of Somali piracy
have reportedly become reticent to finance piracy efforts as the
return on investment has dwindled.? While this is encouraging
news for our shipment, it does not mean that the threat of piracy
is gone: it is the continued use of counter-piracy technology and
other counter-piracy measures by states that causes piracy to be
unprofitable in the region. Thus, though currently dormant, pi-
racy remains a risk in East Africa.

Though Somali piracy has dwindled, there has been a resurgence
of piracy in the Strait of Malacca. Located in Southeast Asia,
the Strait of Malacca is a key passageway for trade between
Asia, Africa, Europe, and the US East Coast. At its narrowest
point, the Strait is only 1.7 miles wide, creating a geographical
bottleneck. It is the second of the world’s “most strategic [en-
ergy] choke points,” according to the US Energy Information
Administration.?” Pirates’ targets have primarily been small oil
tankers, attacked by armed gangs with knives and guns. This is
good news for our cargo: as goods are more difficult than com-
modities to resell, it is less attractive to pirates.

Overall, global piracy has been on an upward trajectory,®® ebbing
and receding based on opportunity and defense. In early 2000,
piracy attacks peaked in the Strait of Malacca. It was not until
2004 that significant measures were taken to secure the strait.?’
With a significant global response, piracy declined and states
diverted their interest elsewhere. The cost of piracy to maritime
trade varies: with recent downturns in piracy, response costs are
expected to decrease further.’

Canals

While states along various straits or sea passages have an inter-
est in reducing piracy, states operating paid canals have a differ-
ent set of considerations. During the Arab Spring, despite fears
that shipping would stop through the Suez Canal, ships contin-
ued to pass through, demonstrating the superiority of trade over
political dispute.

While canals regularly operate without security incident, secu-
rity considerations are never far from their operations. In the
security world, the Suez Canal is most often thought of in the
context of the Suez Crisis in the 1950s. During the Suez Crisis,
the UK and France lost control of the canal to the Egyptian
government, raising key questions over the future of maritime
trade through the canal. The recent Arab Spring resurrected se-
curity and geopolitical concerns for shipping. But the economic
benefits of the canal created an incentive for Egyptians to keep
the Canal open, to the tune of $5 billion (USD) in revenue a
year.*! The high dividend of peace proved to be a stabilizing fac-

tor, even during recent uprisings of the Arab Spring.

The Suez Canal is undergoing an expensive remodeling in or-
der to increase capacity. The canal can already take ships larger
than Panamax—the largest ship size able to cross through the
Panama Canal. In 2013, Maersk, the world’s largest container
shipping company, decided to stop using the Panama Canal, and

instead use the Suez Canal to ship from Asia to the US East
Coast.* This reflects a wider trend of transit through the Suez
Canal becoming the preferred choice for shipping from Asia to
US East Coast.* Larger ships mean that fewer ships are needed,
enabling shippers to lower costs through economies of scale. In
turn, this increases the strategic value of the Suez Canal.

While political challenges in Egypt and regional conflicts are
concerning on a larger geopolitical front, their impact has been
minimal on shipping through the Suez Canal. Because the canal
represents a significant revenue source for the Egyptian state,
Egypt has an incentive to keep the canal safe and operational.
The canal is also a source of pride for Egyptians, leading mil-
lions to buy investment certificates to support the canal’s expan-
sion plans.**

Overall, global piracy

has been on an upward
trajectory, ebbing and
receding based on
opportunity and defense.”

Ships sailing via the Suez Canal to the US East Coast may make
a call at a European port. This can increase security concerns, as
it increases the handling points of your shipment.

If instead of going west, either by the Suez Canal or around the
Cape of Good Hope, your shipment could head east. It would
have crossed the Pacific Ocean and then onward to a US East
Coast port. It would need to navigate either the Panama Canal,
or the Cape Horn. The Panama Canal is often preferred due to
saving approximately 10 days of shipping time, or over 4,500
miles, compared to the Suez Canal or the Cape of Good Hope.®

'The security concerns surrounding the Panama Canal are more
safety oriented and geopolitical. Safety-wise, the frequency of
large ships means that careful navigation is necessary to avoid
collisions.* Around 5% of global seaborne trade, and 12% of
American international shipping, passes through the Panama
Canal.¥” In contrast to the Suez Canal’s complicated formula
for tolls, Panama charges a flat rate based on net ton. Between
10,000-15,000 ships pass through the Panama Canal yearly,
paying an average toll of $54,000 (USD).* Transit fees in-
creased in 2013, as the Canal authority sought to fund its on-
going $5.25 billion (USD) expansion.” For East Coast ports,
the Panama Canal expansion represents an important possibility
encouraging more trade, rather than having ships dock on the
West Coast and then transport goods over land.*

Geopolitics and Sea Routes

Geopolitics have long been part of sea routes. Ships chose ports
and routes based on geopolitics in both subtle and explicit ways.
On the face of it, geopolitics does not threaten shipping securi-
ty. Instead, geopolitical considerations are rooted in the options
which trade bestows: economic security spurs diplomatic and
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A cargo ship in the San Francisco Bay fully loaded with containers (Bernard & Myrtha Garon).

security posturing between states.

States seek to amend the geopolitical chess table through facili-
tating routes favorable to their trade flow. For example, China
and Russia support a Nicaraguan Interoceanic Grand Canal to
rival the Panama Canal.* This support has several implications.
'The first is symbolic: the Panama Canal’s historic connection to
the US coincided with the US’ growth into the world’s mega-
economy. Secondly, the deal is extremely practical. With the
Hong Kong based HKND Group gaining the right to build
and operate the Nicaraguan Interoceanic Grand Canal for 100
years, China has an opportunity to shape the flow of trade. In
turn, shipments of Chinese goods to the US East Coast and to
Europe can move with greater ease. For Russia, the deal is a way
to exert greater influence in the region.*

Even travel across the Arctic through the Northern Sea Route
(NSR) has a geopolitical element, as approval is needed from
Russian authorities in order to begin the journey. Travel along
the NSR, north of the Russian border, has become increasingly
viable given warming conditions in the Arctic. While the jour-
ney time is shorter when travelling between Asia to Europe, its
benefits are less clear for US destined cargo. NSR travel incurs
extra risk: ships traversing the Arctic need specialist crew train-
ing and equipment in order to operate safely. Russia operates
the Search and Rescue Area in the NSR and requires icebreaker

escort. Russia’s control over the passage increases the political

risk of NSR transit.

Despite the uptick in interest in the region, actual passages re-
main few. Four vessels made the crossing in 2010, 34 in 2011,
and 46 in 2012.° Still, Russia has made it clear that it is in-
terested in promoting the development of the NSR, as well as
asserting its exclusive jurisdiction over it.* Currently, Arctic
shipping is primarily intra-Arctic, transporting goods from one
Arctic port to another. With no direct security threats to Arctic
shipping, geopolitical security questions may spill over to affect-
ing NSR transit. Still, when the scales between geopolitics and
money are evaluated, geopolitics weigh less. Should the NSR
become more popular, the impact of western tensions with Rus-
sia would be negligible, as long as western shippers are willing to
pay the tolls needed to pass.

When maritime security fails along any of these routes, prices
shift, states are called upon to respond, or shipping companies
decide to turn private security firms in order to protect their
cargo. With all of these complicated decision points, it is un-
surprising that so many shipments from China to the US go
directly across the Pacific Ocean to the popular ports of Los
Angeles and Long Beach.
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Allin all, route choice is a balance between risk mitigation, cost,
time, and reliability, with each element tied into security con-
cerns. As a response, hundreds of different security firms now
offer maritime protection services, with the UK serving as a hub
for these firms. With the continued willingness of shippers to
employ maritime security firms,* maritime route security will
continue to be a burden primarily dealt with in the private sec-
tor, but enabled through state actions.

Insurance Considerations

Insurance is an important complement to any shipping endeav-
or, as it can offset the potential losses due to risks encountered.
It also shifts actors’ willingness to engage in security incidents.
In essence, maritime insurance is the monetization of maritime
security.

Maritime insurance has existed since the advent of modern
shipping. In 18th century, underwriters took on the risk of loss-
es in return for a proportion of the profits. They soon learned
to inspect ships before deciding whether to insure them, lead-
ing to the first classification societies and ships standards. In
1906, the UK’s Marine Insurance Act was enacted, leading to
new standards in maritime insurance worldwide. Today, mari-
time insurance encompasses a wide range of categories, from
insuring aspects of the ship to the items being transported; most
relevant for a company is cargo insurance. Cargo insurance cov-
ers the specific cargo of the ship, as well as passenger belongings.
Insurance coverage is often either based on the voyage, cover-
ing the time the goods are between ports, or more commonly, a
specified time period.

Insurance is important because of its role in the event the secu-
rity of the goods is threatened. If the goods are replaceable, and
insurance premiums acceptable, it becomes more viable to write
goods off, rather than secking their recovery. However, when
insurance premiums rise to untenable levels, the calculus shifts.
'The calculus for crewmen lives is quite different. In the case of
piracy, the focus on ransom is on the lives of the crew, rather
than ransoming the cargo. This focus is for simple reasons: pi-
rates rarely know what cargo they have captured. By contrast,
the ransom for people is much more straightforward: about $2

million (USD) per person.*

As piracy rose in 2008, there were questions whether the marine
insurance industry would be able to handle the rise in payouts.
Still, premiums charged more than covered the payouts.*’ In-
surers were also more concerned with commodities shipments,
such as oil tankers, as these ships are easier to seize by pirates.
Because of their construction, container ships ride higher in the
water, making them harder to take by the small boats pirates
use.*

In sum: a company will choose to insure cargo based on risk
tolerance. Insurance has an effect on the value of piracy, and, in
turn, piracy can increase the value of insurance. The containers
of widgets on their way to Nebraska from China are at little risk,

because they are on a container ship. Further, the rate of inci-
dents is low, depending on the route taken. Still, the company is
likely to want to have an insurance policy in place to bufter any
losses. As a result, the company would insure.

Maritime Trade & Security:
Inseparably Linked

Day-to-day maritime security ensures the safe passage of con-
tainer ships, oil tankers, bulk carriers, and all the other vessels
that transport goods and people over the seas. In turn, the se-
curity of maritime sea-lanes, ports of call, and the infrastructure
supporting sea-trade are essential to the global and national sta-
bility. Without consideration of the maritime trade dimension
in maritime security, states risk undermining the trade upon
which the global economy and nations so depend.

While trade represents business decisions, policy makers and
businesses must recognize that these are decisions made in a
highly geopolitical environment. This has been true since the
beginning of international shipping, but has become particu-
larly true in our ever-more interdependent world. The decisions
presented in our hypothetical are multiplied over thousands of
companies and thousands of shipments each year. Companies
make decisions based on their own immediate cost-benefit anal-
yses. Yet, their decisions are have influenced by and affect the
maritime security environment.

Somali pirates would not have become so powerful if they had
not been located near a bottleneck of major trade routes. Simi-
larly, the Suez and Panama Canals are located in volatile regions
of the world. The trade implications of any instability surround-
ing the canals heighten interest and tensions in these regions.
The canals are choke points in maritime trade, and thus are a
scarce resource. “Resources that are both economically impor-
tant and scarce can produce conflict between the nations and
groups who need and/or use them.”

Without consideration
‘ ‘ of the maritime trade
dimension in maritime
security, states risk undermining
the trade upon which the global
economy and nations so depend.”

As countries and ports collaborate to improve maritime security,
both of ports and of ships with the goods they carry, a frame-
work of governance is emerging. The high seas are still a global
frontier, but this does not mean that they are a lawless Wild
West. The maritime industry, specifically the shipping indus-
try, has developed a robust self-governance structure that has
supported trade and commercial stability over the centuries.
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Governments and international organizations have mostly built
upon that structure to good effect.

The interests of governments play an important role, particu-
larly in protecting their territory and people. However, maritime
trade operates in a global commons. Protecting the “Critical In-
frastructure” of maritime trade must happen at a global level.
International organizations will need to complement private
sector solutions in order to protect maritime security for the
good of global economic resiliency. A multi-stakeholder model
in maritime security is essential for the future of maritime trade.

'The next logical question to address is the relative role of actors
in the multi-stakeholder model and how to most effectively sus-
tain maritime trade’s resiliency and security. However, address-
ing the question would require an entire article itself. Questions

which would, ideally, be addressed include:

- Should stakeholders work to simplify the governance struc-
ture, or should they accept the complexity of overlapping juris-
dictions as part of maintaining flexibility?

- How should states protect their self-interest without damag-
ing the global common good that is maritime trade?
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